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BO THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN
TRUNG TAM GIAM SAT AN TOAN KHONG GIAN MANG QUOC GIA

Sé: /BC-CATTT

YOUTUBE THEM TINH
NANG MOI BAO CAO CAC
VIDEO LIEN QUAN PEN

POI TUQONG TRE EM

Maoi day, Youtube thong bao s€
thém tinh ndng “bao cdo” vi
pham céc video quang céo ddi
tuong tré em. Theo mot bao
cao moi  tr  Bloomberg,
Youtube dang hoan thién céac
ké hoach trién khai caa minh.

TIN TAC CO GANG PANH
CAP MAT KHAU TU MANG
RIENG VPN

Hién nay tin tic dang tich cuc
thuc hién nhiéu cudc tan cong
nhim khai thac cac may chu
VPN chua cap nhat ban va 10i
méi day trén 2 dong san pham
ndi tiéng cua hang Fortinet
(Fortigate) va Pulse Secure. Mdi
nguy hai nay ton tai trén 500.000
may chu vai khoang 480.000
may chu cua Fortinet va 50.000
may chu caa Pulse Secure

Ikl

HACKED

Bao cdo tom tfl‘t
Tinh hinh an toan thong tin dang chu y tuan 34 (tir 19/08 - 25/08/2019)
Ha Néi, ngay 26 thang 08 nam 2019 |

THONG KE NGUON
TAN CONG DDOS

Biéu d0 thong ké thiét bi theo cong dich vul pho bién

PIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, céc t6 chic qudc té
da cong bd va cap nhat it nhat
587 16 hong, trong d6 co 49 15
hong muc cao, 170 16 hong mirc
trung binh, 8 16 hong muc thap
va 360 16 hong chua danh gia.
Trong d6 co it nhat 64 15 hong
cho phép chen va thuc thi ma
Iénh.

CAC CHINH CO QUAN
CHINH PHU CUA 23 THANH
PHO THUQC BANG TEXAS
PA BI TIN TAC TAN CONG

Ngay 20/8/2019, cac bao dong
loat dua tin vé viéc nhiéu co
quan chinh phu ciia 23 thanh phd
thudc Bang Texas da bi tin tic
kiém soat hé¢ thong may tinh
bang mi doc ma hoa dir lidu doi
tién chudc (Ransomware). SO
tién ké tdn cong yéu cau thanh
todn hin¢ tai dang la 2.5 tri¢u do
la.
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1. Piém tin dang chi y

1.1. Méi day, Youtube thong bdo s€ thém tinh nang “bao cdo” vi pham cac
video quang céo ddi twong tré em. Theo modt bao cdo mébi tir Bloomberg, Youtube
dang hoan thién céc ké hoach trién khai ctia minh. Pong thai ndy c6 thé nham xoa
diu cac co quan quan 1y tai Uy ban Thuong mai Lién bang, vi cic co quan ndy c6 ké
hoach sé& tién hanh kiém tra xem YouTube c6 vi pham Pao luét bao vé quyén riéng
tu truc tuyén cua tré em (COPPA) thong qua viéc thu thap dir liéu va khong bao vé

ngudi dung tré trén nén tang nay hay khong.

Trude d6, Google (ciing chinh 13 cong ty s hitu nén tang Youtube), di ngimg
chia sé dir liéu ctia nguoi dung trén hé didu hanh Android véi cac nha mang khong
day trén toan ciu vi lo ngai vé quyén riéng tu. Theo bdo cdo cua Reuters, dich vu
thong tin mang di dong (Mobile Network Insights) do Google ra mat nim 2017
nhim gitp cic nha mang 1én ké hoach hoic nang cdp mang khong day bang cach
hién thi cho ho cuong d¢ tin hiéu va téc do két ndi trong ving phu song caa ho. Tuy
nhién, cong ty hién da quyét dinh cham dut viéc cung cap dich vu mién phi nay, theo
bao cao do lo ngai rang nd co thé thu hut sy giam sat cua ngudi ding va co quan
quan ly.

1.2. Ngay 20/8/2019, cac bao dong loat dua tin vé viéc nhiéu co quan chinh
phu cua 23 thanh phd thudc Bang Texas di bi tin tic kiém soat hé théng may tinh
bang md doc ma hoa dir liéu doi tién chudc (Ransomware). SO tién ké tan cong yéu
cau thanh toan hién tai dang 1a 2.5 tri€u do la.

Céc su ¢6 vé ransomware lién tuc xdy ra cho thdy cac thanh phé ctia Hoa Ky
cling chua duoc trang bi ddy du cac bién phap bao dam an toan thong tin dé ty vé
trong moi trudng mang. Mot nghién ctru thang 5/2019 da tim thay hon 169 trudng
hop nhiém ransomware 1ay nhiém trong cac hé thong cua chinh quyén tiéu bang va
dia phuong. Chinh quyén dia phuong va Vién cong nghé khuyén khich cac co quan,
t6 chic nén c6 ban sao luu dit liéu cta cac hé thong quan trong, dao tao nhan vién
vé cac van dé an toan thong tin mang va dam bdo ho co ké hoach ung pho su cd
mang. D6i voi nhiing dia phuong khong hoan thanh nhiém vu cai thién nang luc cia
minh, dé nghi cac quan chtrc thanh phé xem x¢&t viéc thué ngoai mot s6 hodc tat ca
cac bd phan cong nghé thong tin cua ho.

1.3. Hién nay cac tin tdc dang tich cuc thuc hién nhiéu cudc tn cong nham
khai thac cac may chii VPN chua cap nhat cac ban va 16i mdi ddy cua 2 dong san
pham ndi tiéng cua hiang Fortinet (Fortigate) va Pulse Secure. Mbi nguy hai nay du
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kién ton tai trén 500.000 may chu véi khoang 480.000 may chu cua Fortinet va
50.000 may chu cua Pulse Secure.

Chi tiét vé 16 hong duoc tiét 16 1an dau tién vao thang 7 boi Orange Tsai va
Meh Chang ctia nhém nghién ctru tai Cong ty tu van bao mat DEVCORE, 16 hong
gitip cho nhiing ké tin cong c6 thé thuc thi ma doc tir xa va thay d6i mat khau. Tai
hoi nghi bao mat Black Hat & Las Vegas, mot s6 bang chtng khai thac 16 hong nay
da duoc cac chuyén gia cong khai sau khi trinh bay.

Céc 16 hong bao 1a CVE-2018-13379 (16 hong trong FortiOS SSL VPN) va
CVE-2019-11510 (16 hong trong Pulse Connect Secure).

Ciing theo Beaumont, CVE-2018-13379 rat dé khai thac va cho phép ké tan
cong c6 duge thong tin dang nhap cia quan tri vién & dang cleartext. Chuyén gia
nay cho biét co gan nura triéu dia chi IP duoc lién két v6i cac thiét bi Fortinet ¢ thé
nhin thay tryc tuyén.

Hién tai, theo Bad Packets théng ké ¢6 2.658 diém cudi Pulse Secure VPN d&
bi khai thac. Cac két qua do quét cho thay nhiing diém cudi dé bi tn cong thudc vé
nhiéu t6 chirc nhay cam bao gdm:

- Quén doi Hoa Ky va nhiéu co quan chinh quyén Lién bang, dia phuong.

- Céc truong Pai hoc cong 1ap.

- Bénh vién va nha cung cap chim soc sirc khoe.

- Céc t0 chirc tai chinh 16n.

- Khoang 500 cong ty khac.

Theo nha nghién ciru doc 1ap Kevin Beaumont cho biét, da tim thiy nhiing

cudc tin cong chdng lai cac may chu Fortigate dén tir dia chi IP 91.121.209.213 va
.52.56.148.178 ciing dang khai thac cung mot 16 hong CVE-2018-13379.

Hinh 1. Cdc dia chi IP tin céng vao may chii VPN cua hing Fortinet



Trong khi 6, Beaumont cho biét, nhiing cudc tan cong cb ging khai thac cac
may chu Pulse Secure chua duoc va 16i dén tir dia chi IP 2.137.127.2 va
81.40.150.167 ¢ gang khai thac hoic kiém tra 16 hong CVE-2019-11510.

Hinh 2. Cdc dia chi IP tan cong vao mdy chii Pulse Secure

Nhiing 16 hong nay rat nghiém trong vi chiing anh huéng dén mot phan mém
dugc truy cap Internet va hoat dong nhu mot céng vao cac hé théng rat quan trong,
nhay cam cuia to chtrc. Nhitng ké tan cong sau khi khai thac 16 hong sé c6 duoc ham
bam va trong mot sd trudng hop c6 mat khau dang 18, ma hoa dir lidu va c6 thé cho
phép moi ngudi xam nhap vao cac mang do.

Khuyén nghi, cac co quan t6 chirc ¢6 may cha VPN trén 2 nén tang nay cap
nhat toan bd ban va4 mdi nhat ma Fortinet va Pulse Secure da phat hanh. Tién hanh
ra quét nhimg dia IP va may chu dang nam trong danh sach dé bi khai thac dé c6
chinh sach ngin chin sém nhat.

Théng tin chi tiét c6 thé tra ctru tai dia chi:

https://ti.khonggianmang.vn/dashboard/news/p/Tin-tac-dang-co-gang-danh-
cap-mat-khau-tu-mang-rieng-VVPN/

2. Nguy co tan cong mang tir diém yéu 16 hong

Trong tuan, cac to chiic quoc té di cong bd va cap nhat it nhat 587 16 hong,
trong d6 c6 49 15 hong mirc cao, 170 16 hdng murc trung binh, 8 16 hong murc thap va
360 16 hong chua danh gia. Trong d6 c6 it nhat 64 16 hong cho phép chén va thyc thi
ma 1&nh.

Hé thong k¥ thuat cia Cuc ATTT chu dong ra quét trén khong gian mang Viét
Nam, danh gia, théng ké cho thdy c6 07 16 hong/nhoém 16 hong trén cac san pham,
dich vu CNTT pho bién, c6 thé gay anh huong 16n dén nguoi dung & Viét Nam,
nhu: Nhom 79 16 hong trén san pham cua Adobe; Nhoém 16 16 hong trén Google
Android; Nhém 31 16 hé)ng trén Adobe Acrobat and Reader, Nhém 16 15 héng trén
Android, Nhom 31 18 hong trén san pham cua IBM, v.v...Thong tin chi tiét vé mot
s6 15 héng trén cac san phém/dich vu phé bién tai Viét Nam cu thé nhu sau:


https://ti.khonggianmang.vn/dashboard/news/p/Tin-tac-dang-co-gang-danh-cap-mat-khau-tu-mang-rieng-VPN/
https://ti.khonggianmang.vn/dashboard/news/p/Tin-tac-dang-co-gang-danh-cap-mat-khau-tu-mang-rieng-VPN/

STT

San
pham/
dich vu

Mo ta ngan

Ghi chua

Adobe

CVE-2019-7965
CVE-2019-8003
CVE-2019-8009

Nhém 79 16 hdng trén mot sd
phién ban cua Adobe Acrobat
and Reader, Creative Cloud
Desktop Application cho phép
dbi tuwong tan cong thyuc thi ma
Iénh tay y

ba co

thong tin
xac nhan
va ban va

Google
Android

CVE-2019-2126
CVE-2019-2127
CVE-2019-2128

Nhom 16 156 hdng trén hé diéu
hanh Android cho phép dbi
tugng tan cong chén va thuc thi
ma lénh

Mot s6 16 hong co diém CVSS
9.3

Anh huong t6i cac phién ban:
Android-7.0, 7.1.1, 7.1.2, 8.0
8.1, 9.

ba co

thong tin
xac nhan
va ban va

IBM

CVE-2019-4294
CVE-2019-4481
CVE-2019-4483

Nhom 31 15 héng trén mot sb
san pham cua IMB (API
Connect, Intelligent Operations
Cente DataPower Gateway,
Contract Management,
Informix  Dynamic  Server
Enterprise Edition...) cho phép
d6i tuong tan cong thu thap
théng tin, khai thac 15i SQL
Injection dé twong tac trai phép
Vi co sa dir liéu back-end, 13i
XSS, Path Traversal, tin cong
leo thang. Mot s6 16 hong cho
phép chen va thuc thi ma Iénh.

ba co

thong tin
xac nhan
va ban va

Atlassian
Jira

CVE-2019-11585
CVE-2019-11588
CVE-2019-11586

Nhém 10 156 hong trén Jira cho
phép dbi tuong tin cong khai
thac 16i XSS, CSRF, thu thap
thong tin tai khoan nguoi dung,

ba co
thong tin
x4ac nhan
ban va.
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-7965#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8003#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8009#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2126#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2127#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2128#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-4294#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-4481#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-4483#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11585#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11588#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11586#_blank
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chuyén hudng nguoi dung dén
trang web ddc hai.

5 |Cisco

CVE-2019-1883
CVE-2019-1907
CVE-2019-1900

Nhém 27 18 hong trén mot sd
san pham cua Cisco (NFVIS,
Threat
HyperFlex Software,Integrated

Firepower Defense,
Management Controller...) cho
phép dbi twong tan cong thu
thap thong tin, tdn cong nghe
1én, chén va thuc thi ma 1énh,
tan cong leo thang.

ba co
théng tin
xac nhan
va ban va

6 [Dlink

CVE-2019-15526
CVE-2019-15527
CVE-2019-15528

Nhom 05 16 hong trén mot sb
firmware san pham ctia D-Link
DIR-823G cho phép ddi tugng
tan cong chén va thyc thi ma
1énh dé kiém soat thiét bi.

ba co
thong tin
xac nhan
va ban va

7 |Lenovo

CVE-2019-6178
CVE-2019-6159
CVE-2019-6177

Nhém 05 16 hong trén mét sb
san pham, ung dung cua
Lenovo (Lenovo  Solution
Center, ThinkPad ) cho phép
d6i twong tin cong thu thap
thong tin, khai thac 16i XSS,
tan cong leo thang.

ba co
thong tin
xac nhan
va ban va

3. Nguy co phat tan tan cong tir chdi dich vu

Tén cong tu chdi dich vu 13 hinh thirc tan cong da cé tur 1au, va hién tai van
dugc ddi trong tin cong wa thich sir dung dé thuc hién cac ¥ d6 xau. Tan cong tir
chéi dich vu vé co ban khong nguy hiém nhung lai gdy anh huong dén hoat dong

cua hé théng, gay thi¢t hai vé kinh té cho t6 chtrc bi tin cong.

T4n cong tir chdi dich vu ¢ thé duge thyc hién vé6i nhiéu ki thuat khac nhau,

nhung trong nhiig nam gan day phan 16n tin tic huy dong cac thiét bi dang mo
cong dich vu st dung giao thic UDP dé thyc hién tan cong. Cac thiét bi ndy c6 thé
bi huy dong dé dang dé thuc hién tdn cong DRDoS (tdn cong tir chéi dich vu phan
xa phan tan/Distributed Reflective Denial-of-Service) ma hiéu qua tin cong lai rat
cao. Rat nhiéu giao thirc tang tmg dung déu c6 diém yéu/15 hong cho phép thuc hién

tan cong nay.




Tai Viét Nam, c6 rat nhiéu may chu, thiét bi co thé tré thanh nguén phat tan
tan cong DRDoS. Trong tuin c6 47,519 (ting so véi tudn trudce 1a 47,494) thiét bi
c¢6 kha ning bi huy dong va tré thanh nguoén tan cong DRDoS. Céc thiét bi nay dang
mo st dung cac dich vu NTP (123), DNS (53), Chargen (19). Dudi day 1a biéu dd
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Giao thue

S6 1an khuéch dai biing thong

DNS 28 1an 54
NTP 556.9
SNMPv2 6.3
NetBIOS 3.8
SSDP 30.8
CharGEN 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake Network Protocol 63.9
Steam Protocol 5.5
Multicast DNS (mDNS) 2 dén 10
RIPv1 131.24
Portmap (RPCbind) 7 dén =28
LDAP 46 dén 55
CLDAP 56 dén 70
TFTP 60
Memcached 10,000 dén 51,000

thong ké thiét bi theo cong dich vu pho bién trong tuan

Biéu d6 théng ké thiét bi theo cbng dich vu phd bién

19

Sal Aug 249

123
— 19
— 53



4. T4n cong vao Cong TTPT/ing dung web ciia Viét Nam

Website/Cong thong tin dién tir 1a kénh cung cap thong tin hiéu qua tuy nhién
hau hét khong duoc quan tdm dén viéc bao dam an toan cho website, rat nhiéu trang
tdn tai diém yéu, 16 héng bao mat, dbi tuong tAn cong co thé khai thac dé thue hién:
tan cong thay doi giao dién, tin cong lira dao thu thip thong tin tai khoan, thong tin
c4 nhan, tdn cong cai cim va phat tan ma doc.

Trong tudn, c6 313 truong hop tin cong vao trang/cong thong tin dién tir ciia
Viét Nam: 11 truong hop tdn cong thay d6i giao dién, 200 trudng hop tin cong lira
dao (Phishing), 106 trudong hop tan cong cai cam ma doc.

a8

Thong ké s lwong cac trang web phishing trong tuin
theo nha cung cap dich vu
H VNPT B VHOST  Viettel AZDIGI mNhanHoa  ®SUPERDATA m FPT
W DigiStar B CMC m ODS M LVHN-AS-VN B LVSS B GMO-Z H Other

5. Hoat dong cia mang botnet, APT, ma doc tai Viét Nam
5.1. Cic mang botnet phé bién

Tai Viét Nam c¢6 nhiéu mang botnet 16n trén thé gi61 dang hoat dong, trong do
ndi bat 1a Avalanche, Conficker, Gamut, loTbotnet/Mirai, PonyLoader, Sality,
Wanacry ... Cac mang nay dugc hinh thanh tr nhitng may tinh, dién thoai thong
minh, thiét bi mang ... bi ldy nhiém ma doc. Mdi mang botnet déu c6 dic diém, muc
tiéu khac nhau, tuy nhién déu c6 dic diém 1a khi da bi 1ay nhiém m3 doc va tham gia
vao cac mang botnet nay thi s& bi dbi turong tin cong kiém soat tir xa va loi dung dé:
phat tan thu rdc/ma doc moi, thu thap thong tin, dir li€u trén may tinh nguoi dung,
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tan cong tir chdi dich vu ... va gop phan lam ting ti 1& 1ay nhiém ma doc o Viét
Nam. Du¢i day 1a biéu do hoat dong cua mdt sb mang mang botnet 16n trong tuan:

Avalanche Conficker

Trong tuin mang botnet Avalanche (chuyén danh cip thong tin ngudi dung)
hoat dong nhiéu nhét va giam manh so voi tuan trude, c6 335.777 luot dia chi IP két
nbi voi may cha diéu khién (Tuan 33 14 1.147.111).

5.2. Danh sdach IP/tén mién djc hai cé nhiéu két noi tiv Viét Nam

Cwm MmO

disorderstatus.ru
differentia.ru

atomictrivia.ru

soplifan.ru

xdgzpbcgrvkj.ru
Xjpakmdcfuge.com
knOugjov.ru

ixhtiv.info
www.cityofangelsmagazine.com
somicrososoft.ru

morphed.ru
urusurofhsorhfuuhl.cc
www.corpnox-technologie.fr
75ulgnwb.ru
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6. Khuyén nghi ddi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thong mang cla cac co quan, to
chuc, Cuc ATTT khuyén nghi:

- Theo ddi va cap nhat ban vé cho cac 16 héng, dic biét 1a 16 hé)ng néu tai muc
2 bao cao nay.

- P6i v6i nguy co bi loi dung dé thyc hién tin cong tir chdi dich vu néu tai
muc 3: Kiém tra cac dich vu sir dung giao thirc UDP, han ché t6i da viéc mé cac
cong dich vu str dung giao thitc UDP. Trong trudng hop sir dung phai thudng xuyén
theo ddi va cip nhat ban va 16 héng bao mat cho dich vu, déng thoi cAu hinh cung
hoa dich vu, han ché t6i da truy cap dén va di lién quan dén dia chi/dai dia chi ko
can thiét.

- Nhiam tranh viéc bi cac ddi tuong tAn cong lgi dung cac trang web dé thuc
hién cac hanh vi gdy mat an toan thong tin nhu da néu trong muc 4, Cac co quan to
chuc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va
cap nhat.

- Kiém tra va xtr 1y cac thiét bi trong toan bo h¢ théng mang néu c6 dau hiéu
két n6i dén cac tén mién doc hai Cuc ATTT da chia sé, dic biét 1a cac tén mién da
néu trong muc 5.2 bao cao nay.

- Cha dong kiém tra, ra soat, boc g0 ma doc ra khoi hé théng mang. Cuc
ATTT sin sang phdi hop véi cac co quan to chic tién hanh kiém tra va béc g& ma
doc botnet trén hé thong clia co quan don vi. Pé xac minh cac may tinh bi nhiém ma
doc botnet, Quy don vi c6 thé lién hé vi Cuc ATTT theo thong tin bén dudi dé phdi
hop thuc hién.

Thong tin lién hé Cuc An toan thong tin, ting 8, sb 115 Tran Duy Hung, quan
Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir ais@mic.gov.vn.

Tran trong./.

CUC AN TOAN THONG TIN
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