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THANG 9/2019




1. KFDoM

THONG TIN QUAN TRONG

L& héng cia Microsoft tré thanh vii
Khi ho4 gitp ké tin céng khai thic hé
di¢u hanh Windows.

Céc canh bao 15 héng ctia Microsoft tr&
thanh "vii khi hod" gitp ké tAn cong
khai thic cdc mdy tinh sir dung hé didu
hanh Windows. Cac "vii khi nay" dang
dugc chia sé cong khai trén GitHub.

27 quéc gia ky thdo thuin chung tai
Lién Hop Quéc vé an toan khong
gian mang.

27 quéc gia da ky mot thoa thuan chung
tai Lién Hop Qudc v& an toan khéng
gian mang, trong d6 1én 4n Trung Qudc
va Nga v& nd Iyc pha hoai cic nén din
chu va céc chién dich tin céng mang
kéo dai.

Hon 5,2 triéu may chi Exim nguy co
bi tén cdng.

Hon 5,2 triéu méay chu Exim phat hién
c6 nguy co bi khai thic chiém quyén
quan tri cia may chi. Exim 1a méay chu
hd tro truyén dua thir dién tir (MTA)
phd bién nhit hién nay, véi thi phin
hon 57%.

Danh sach 15 ing dung khong nén
cho tré em sir dung.

Danh sach 15 ung dung khong nén cho
tré em so dung: Meetme, Whatsapp,
Bumble, Liveme, ASK.FM,
Calculator%, Holla, Snapchat, Tiktok,
Gindr, Skout, Badoo, Kik, Whisper,
Hot or Not.

Hé théng ty ddng hod ciia cic toa nha
théng minh dang dirgc nhim dén.

Nghién ciru méi tr Kaspersky cho thiy
mira dau ndm 2019, 37,8% maéy tinh duoc
stir dung cho cac hé thong tu dong hoa cia
cac toa nha théng minh bi anh hudng baoi
- A A ~ L ~ an .
cac cudc tan cong mang bang ma ddc hai.

Bio mit IoT

Bao mét ToT: Céc 18 héng anh huong dén
hing tridu thiét bi IoT, do cac thiét bi nay
khéng dugc dénh gia ATTT co ban.
25,6% mat khéu truy cip cac thiét bi
théng minh (IoTs) 1a dé trdng. Cac cude
tAn céng mang trén céc thiét bj IOT ting
300% trong nim 2019.

Piénh gi4 rii ro Toan chu Dién dan D
Kinh té Thé giéi (WEF) 2019. =
Béo c4o Rui ro Toan ciu Difn dan Kinh
t& Thé gi¢i (WEF) 2019 xép hang hanh
vi trdm cép dit lidu va tAn cong mang 13 5
rii ro hing dAu.

Trong théang 9:

- 06 tinh 1a: An Giang, Bac Giang, Ha Giang, Vinh Long, Quang Ninh, Thanh Hoa da
cap nhat, b sung danh sach Dai dia chi IP tinh can theo d&i giam sat tir xa vé Trung tam
Giam sét an toan khdng gian mang quéc gia.

- S6 TTTT Hai Phong da thuc hién két ni chia sé thdng tin vé ma doc theo Chi thi
14/CT-TTg ngay 25/5/2018 vé viéc nang cao ning luc phong, chéng phan mém doc hai.

- Hé thdng ky thuat cua Trung tdm Giam sat an toan khéng gian mang quéc gia theo
ddi van con nhiéu may tinh (>2000 may) van ton tai 3 16 hong da huéng dan trong Thang 8.



Dé nghi S TTTT céc tinh dén dbc va hd trg cac don vi trén dia ban minh quan ly thuc hién
vé 16 hong dé ngan chin sém cac nguy co tin cdng mang théng qua cac 16 hong nay.

2. Tinh hinh lay nhiém ma déc tai mot so dia phwong

Pé hd tro Pon vi chuyén trach vé ATTT, So TT&TT tai cac dia phuong trén ca nudc
sém ndm bat dugc tinh hinh 1y nhiém ma doc, hoat dong cua cadc mang may tinh ma
(botnet) mot cach doc lap, khdng phu thudc vao giai phap ky thuat da trién khai, Cuc An
toan thong tin (ATTT) da trién khai Hé thong giam sét tir xa tai Trung tdm Giam sét an toan
khong gian mang qudc gia. Thong tin giam sat tir Hé théng co thé tham khao, sir dung dé
danh gia hiéu qua giai phap giam sét, phong chéng ma doc tap trung dang trién khai tai dia
phuong. Hién nay, tai khoan truy cap hé théng da dugc Cuc ATTT cip cho Lanh dao cac
don vi chuyén trach.

Viéc theo ddi, giam sat ma doc duoc Hé théng giam sét tir xa thuc hién dya trén danh
sach dia chi IP tinh, public do S& TT&TT tai dia phuong cung cap. Viéc giam sat khong
tuong tac vai hé théng mang noi bo do d6 khong lam anh huéng téi hiéu nang va luu lugng
mang va hoat dong cua hé thdng thdng tin. Ngoai ra, hoat dong giam sat tir xa con hd tro
phat hién cac nguy co, rii ro, diém yéu cua hé théng trén cac Dai dia chi IP/Tén mién cia
co quan; va tai khoan 16 lot théng tin va nhiéu nguy co khac.

Pén thang 9/2019, Trung tm Giam sat an toan khéng gian mang qudc gia da phdi hop
voi S6 TT&TT cac tinh thanh, thuc hién theo doi, giam sat ma doc tir xa cho 46/63 tinh
thanh.

SO LUQNG VUNG MANG - HE THONG

THONG TIN LAY NHIEM MA POC DANH SACH MA DOC TAIMOT S0

. PIA PHUONG
THANG 9/2019 *
Ha Giang 19
Nghé An  N22Y Lai Chau Avalanche-andromeda, Conficker
Dién Bién 24 Ex.ton:ion, Sality-p2p, Stealrat,
Minerpanel
Lang Son 25
Gia Lai 27 Pa Nang Avalanche-andromeda, Conficker
Lim Dong 2% Lokibot, Sshauth, Minerpanel, Gamut
THANN HOY e Ha Naé1 avalanche-andromeda, Conficker
Ha Noi 31 Unknown3701, Stealrat, Smb
Da nang 53
Thanh Héa  Minerpanel, sality, Conficker
Lai Chau 7 Avalanche-andromeda
0 20 40 60 80 100

Lam Déng Minerpanel, smokeloader,

SO legng dja chi IP unknown3701, Avalanche-andromeda

Tinh hinh 1ay nhiém ma déc tai mét sé dia phwong thdng 9/2019*



Trong thang 9/2019, thanh phé Ha Noi, Pa Nang va céc tinh Lam DPong, Thanh Hoa,
Lai Chau con c6 ty 18 1ay nhiém ma doc cao. Thong tin chi tiét vé tung loai ma doc/botnet
tai Phu luc 3. D& nghi Pon vi chuyén trach v& ATTT lién hé véi Trung tim Giam séat an toan
khong gian mang quédc gia dé cé thong tin giam sat mang va huéng dan ky thuat chi tiét.

Hién nay con 17/63 dia phwong chua cung cap, cap nhat danh sach dia chi IP st dung
trong co quan nha nuée trén dja ban (danh sach tai Phu luc 1). Bé nhin dugc théng tin giam
sat mang cap nhat, hd tro ki thuat, dé nghi cac Co quan chuyén trach vé ATTT tai 17/63 tinh
lién hé véi Trung tdm Giam sat an toan khong gian mang qudc gia dé bb sung thang tin.

3. Tinh hinh chia sé dir liéu cia by, nganh, dia phwong theo Chi thi 14/CT-Ttg 2018

Bén canh Hé thong giam sat tir xa dya trén dai dja chi IP tinh do cac dia phuong cung
cap, Cuc ATTT hién con trién khai giai phap giam séat an toan mang tap trung theo tinh than
Chi thi s6 14/CT-TTg caa Thu tuéng Chinh pha ban hanh ngay 25/5/2018 vé viéc nang cao
nang luc phong, chdng phan mém doc hai. Giai phap bao dam giam sat sau hon téi tiung
may tram trong vliing mang cua dia phuong. Dé dugc hd trg ki thuat, cac dia phuong can
chia sé thong tin vé Trung tdm Giam sat an toan khdng gian mang qudc gia. Huéng dan két
ndi chia sé thong tin vé ma doc gitra cac hé thong k¥ thuat tai van ban s6 2290/BTTTT-
CATTT ngay 17/7/2018.

T6i thang 9/2019, da c6 25 dia phuong két ndi voi hé théng ky thuat caa Trung tam
Giam sat an toan khong gian mang quéc gia. Tong sé may tinh chia sé thdng tin vé ma doc
14 21.263 nghin may.

TOP PIA PHUONG CHIA SE DU LIEU MA POQC
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S6 may chia sé théng tin

Trung tdm Giam sét an toan khong gian mang qudc gia s& thudng xuyén theo ddi, canh
bao nguy co, danh gia va hd tro va cac diém yéu 16 hong dbi véi nhimg dia phuong da két
ndi dit liéu tgi Hé thdng Chia sé thong tin ma doc (MIS — Malware Information Sharing) tai
dia chi https://mis.ais.gov.vn.



https://mis.ais.gov.vn/

Trong thang 9/2019, Hé théng MIS cua Trung tam Giam sat an
toan khong gian mang qudc gia d ghi nhan c6 788 (trong thang
8 1a 745) diém yéu, 16 hong an toan thdng tin tai cac hé thdng
thong tin cua co quan nha nudc. LS hong gay mat an toan théng
tin ton tai trén nhiéu may tinh da két ndi, chia sé thong tin.

S6 lwong diém yéu, 16 hong néu trén 1a rat 16n, do d6 Cuc
ATTT da chi dao Trung tdm Giam sat an toan khéng gian mang
qudc gia trién khai danh gia, xac dinh cac 156 hong nguy hiém, c6
anh huong trén dién rong va hudng dan cac co quan, to chuc
khic phuc. Danh séch 15 héng dugc danh gia, hudng dan xi ly
trong thang 9/2019 nhu sau:

Tén 16 hong S6 may c6 16 hong M0 ta tom tit

L5 hong trong Group Policy cho phép ddi tuong
CVE-2015-0009 1930 tan cong vuot qua bién phap bao mat dé thay dol
(MS15-014) va dua cai dat Group Policy caa hé diéu hanh vé

ché d6 mac dinh (kém an toan hon).

CVE-2015-1635 1897 L& hong trong HTTP.sys cho phép thuc thi ma
(MS15-034) Iénh tur xa.
Ld hdng trong cac Trinh 1ap lich tc vu Windows
CVE-2015-0084 Y LAt Fo
(MS14-028) 1910 cho phép doi tugng tan céng thuc thi trai phep

cac tap tin doc hai trén hé thng.

Nham dam bao an toan hé théng, dé nghi cac Cén bo chuyén trach ATTT thyc hién ra
soat, danh gia cac thiét bi tai co quan, t6 chic cia minh dé xac dinh 16 hong va tién hanh
“V&” theo chi dan tai phan “Hudng dan ky thuat” cia Bao céo nay.

Pé c6 thdng tin vé diém yéu, 16 hong ton tai trong hé thong cua cac co quan, to chic
truc thudc dia phuong, S6 TT&TT c6 thé lién hé véi Trung tdm Gidm sét an toan khong
gian mang quéc gia dé dugc chia sé



HUONG DAN KY THUAT
1. V4 16 hong CVE-2015-0009 tha cong
Mirc d§ thap

L3 hong trong Group Policy cho phep d6i tuong tan cong vuot

qua bién phap bao mat dé  thay d6i va dua cai dit Group Policy

ctia hé diéu hanh vé ché do mic dinh (kém an toan hon).
Piém 16 hong - CVSS
3,3—- Thép

Pham vi 4nh huéng
Nhiéu phién ban nhu (Windows 8, Windows 8.1,
Windows 7 Packl, Windows Server 2013

CVE-2015-0009

Pack2/SP2, Windows Server 2012 ...)
Ban va

Microsoft da cap va phat hanh ban va
ban va: 10/3/2015

- Hwéng din va 16 hong CVE 2015-0009

Budc 2 — Cai dat ban va
|

Buwéc 1 — Tai ban va 16 hong

- Truy cap duong dan:
https://docs.microsoft.com/en-

- Chay file cdp nhat ban va CVE- @ o
2019-00009.

- Xac thuc cai dat
- Cho vai phut dé qua trinh cai dat

hoan tat va restart lai may tinh. l .
(0

Click OK o install the Following Windows software update:

Seaurity Lipdate For Windows (KB4499150) D

us/security-
updates/securitybulletins/2015/ms15

-014.
- Tai ban va tuong img vdi may tinh.

Buéc 3 — Kiém tra ban va trén
may
|
- Truy cip theo duong dan trén
may tinh: Control Panel -2
Programs -2 Programs and
Features = Insalled Updates.



https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-009
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-009
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-009
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-009

2.Va 15 héng CVE 2015-1635 (MS15-034) thii cong

nghiém trong

Mirc d

Ld héng trong HTTP.sys cho phép thuc thi mé 1énh tir xa.

—

Piém yéu 16
hong CVSS

10,0 — Déc biét nghiém trong

Kiilning
anh hirong

Windows 7, Windows Server 2008 R2, Windows 8, Windows
Server 2012, Windows 8.1, Windows Server 2012 R2.

Microsoft da cép nhét va phat hanh ban va vao 14/4/2015.

- Hwéng din va 16 hong CVE 2015-1635

BUOGC 1

Tai ban va 15 héng

- Truy cap dudng din:
https://docs.microsoft.co

m/en-us/security-

updates/securitybulletin
s/2015/ms15-034.

- Tai ban va tuong Ung
v&i may tinh.

PO3LE Tor Windows yenver e (Ka2thdaad

ot Seeing ) brgraage St el cheamtaly gt e conpie pagn et R T Lt

Sedtlrgae gt L Download

A sequrity issue has been identified in  Microsoft softwane product that could affect
our system.

BUGC 2

Cai dit ban va

- Chay file cép nhat ban
va CVE-2015-1635
(MS15-034).

- Xac thuc cai dat

- Ch¢ vai phat d&& qua
trinh cai dit hoan tit va
restart lai may tinh.

—

BUOC 3

Kiém tra ban va

- Truy cap theo duong
dan trén may tinh:
Control Panel -
Programs —> Programs
and Features = Insalled

Updates.




3.Va 15 héng CVE 2015-0084 (MS15-028) thii cong

.

Mirc dg thap

Ld h("‘m’g trong cac Trinh 18p lich taic vu Windows cho
phép doi twong tan cong thyc thi trai phép cac tip tin doc
hai trén hé théng.

CVE - 2015 - 0084

Piém CVSS
2,1 - Thip

Bén va

- Huwéng din va 16 héng CVE 2015-0084

Kha ning dnh hwéng

Windows 7, Windows Server 2008 R2, Windows 8,
Windows Server 2012, Windows RT, Windows 8.1,
Windows Server 2012 R2, and Windows RT 8.1.

Microsoft dd cdp va phat hanh ban va ban va: 10/3/2015.

Buée 1 —Téi ban va 156 hong

- Truy cap duong dan:
https://docs.microsoft.com/en
-us/security-
updates/securitybulletins/201
5/ms15-028.

- Tai ban va twong Gng vdéi
may tinh.
https://www.microsoft.com/en-

us/download/details. aspx?id=46
052

Budce 2 — Cai dit ban va

- Chay file cap nhat ban va
CVE-2015-0084 (MS15-028).
- Xac thuc cai dit

- Ch¢ vai phit @ qua trinh cai
didt hoan tat va restart lai may
tinh.

B8 b ekl o Vb e Py elie

Nty b o W FRSPTIES ]
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Buée 3 — Kiém tra ban va

- Truy cip theo duong din
trén may tinh: Control Panel
- Programs > Programs
and Features 2 Insalled

rr 1

ps——
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Phu luc 1
Danh sach dia phwong chwa cung cip dia chi IP tinh sir dung trong CQNN
(phuc vu giam sat tir xa)

- Tinh/Thanh - Tinh/Thanh

Bén Tre Nam Dinh
2 Binh Duong 11 Quang Binh
3 Ca Mau 12 Quang Nam
4 DPong Thap 13 Séc Trang
5 Ha Nam 14 Tay Ninh
6 Hoa Binh 15 Thai Nguyén
7 Hau Giang 16 Tién Giang
8 Khéanh Hoa 17 Yén Baéi

9 Long An



Phu luc 2
Danh sich cac don vi chua trién khai giai phap phong chdng ma doc dap wng yéu cau
cua Chi thi so 14/CT-TTg nam 2018 (Chwa két noi chia sé dir liéu vée Cac ATTTT)

An Giang Nghé An
2 Béc Giang 20 Ninh Thuan
3 Bic Kan 21 Pha Tho
4 Binh Duong 22 Quang Binh
5 Cao Bing 23 Quang Nam
6 ik Nong 24 Quang Ninh
7 Pong Nai 25 Quang Tri
8 DPdng Thap 26 Son La
9 Gia Lai 27 Thai Nguyén
10 Ha Giang 28 Thira Thién Hué
11 Ha Nam 29 Tra Vinh
12 Ha Tinh 30 Tuyén Quang
13 Hoa Binh 31 Vinh Long
14 Khé&nh Hoa 32 Yén Baéi
15 Lang Son 33 DPa Ning
16 Lao Cai 34 Hai Phong
17 Long An 35 Ha Noi

18 Nam Dinh 36 TP. H6 Chi Minh



Tén goi Mt s6 IP — Tén mién

Avalanche

(Win32/Gamarue)

SmokelLoader

Phu luc 3

Thong tin vé cac loai ma ddc/botnet

somicrososoft.ru

morphed.ru

a.deltaheavy.ru
hzmksreiuojy.in

devicesta.ru
designthefuture.ru
andall.andddddzandddd2.com
ochengorit.ru
and32.microscobisoftng5.com
letstryitnowx.online
cp.4jhlti79.ru

cp.0as505txz.ru

cp.qc0zt6eo.ru

cp.4nbizac8.ru
b.deltaheavy.ru
c.deltaheavy.ru
cp.x1yugjh9.ru
and19.themarket12345sushi3.com
cp.ekic4bf5.ru

173.231.184.57
173.231.184.5

206.189.61.126
ukcompany.me
ukcompany.pw
ukcompany.top

Mo ta

- Thoi gian xuat hién: Nam
2011.

- Muyc tiéu tan cbng: Doanh
nghiép str dung thé thanh toan.

- Cac chuic nang chinh nhu:
Keylogging; Rootkit; Truy cap
tr xa 4an; Thu thap thong tin
dang nhap tu trinh duyét.

- Muc dich chinh la phat tan cac
dong ma doc khac nham phuc vu
c4c cudc tan cong phan mém doc
hai toan cau. Mang botnet
Andromeda bao gém va c6 lién
quan dén it nhat 80 ho phan
mém doc hai, trong d6 chu yéu
la ho ma doc Point of Sale
(POS), vi du nhu GamaPOS.

- Thoi gian xuat hién: Nam 2011
va d& tung tham gia trong cac
chién dich email gia mao, V6i
tan suat khong thuong xuyén
nhung van tiép tuc dugc phat
trién. Xuat hién tr dau thang
01/2018, Meltdown va Specter la
hai phuong phap tin cong qua
kénh mégi nham vao bo vi xu ly
hién dai va duoc cho la anh
huong dén hang ty thiét bi. Day
la cac 16 hong & cap CPU, cho
phép cac ng dung doc hai truy
cap vao dir liéu khi dang duoc
xt ly, bao gdm mat khau, anh,
tai liu, email va nhiing thi
tuong tu. Ma doc Smoke Loader
dac biét hoat dong manh trong
sudt nam 2018 véi nhiéu chién
dich phat tdn Smoke Loader qua
cac ban va 16i gia mao danh cho
16 hong Meltdown va Spectre.



Conficker

Sality (KuKu)

149.93.100.83
149.93.123.143
149.93.131.229
149.93.132.110
149.93.138.146
149.93.149.250
149.93.154.218
149.93.155.237
149.93.16.132
149.93.16.142
149.93.170.119
149.93.173.38
149.93.179.14
149.93.179.249
149.93.180.45
149.93.184.113
149.93.196.247
149.93.2.46
149.93.20.179
149.93.203.187

4b998.bmakemegood24.com
axr.lukkiénd2kdnc.info
bdd.f5ds1jkkk4d.info
blog.informlongung.info
businecessity.com
dddrbcash.net
dyfa.lukkiénd2kdnc.info
gyi.f5dsljkkk4d.info
jengg.lukkiénd2kdnc.info
jlw.lukki6nd2kdnc.info
jwyo.f5ds1jkkk4d.info
kukutrustnet666.info
mdagk.f5ds1jkkk4d.info
mim.lukki6nd2kdnc.info
opxp.f5dsljkkk4d.info
gadxc.lukkiénd2kdnc.info
rgkh.f5ds1jkkk4d.info
rvj.lukkiénd2kdnc.info
trfqi.f5ds1jkkk4d.info
vawp.lukkiénd2kdnc.info

- Thoi gian phat hién: tir thang
10/2008.

- Loi dung 15 hong cii (MS 08-
067), da c6 ban va bao mat.

- Muc tiéu: Nham vao hé diéu
hanh Microsoft Windows. Khi
ma doc nay lay nhiém vao mot
may tinh, thi may tinh nay tham
gia vao mang botnet va c6 thé bi
diéu khién dé guri thu rac (spam)
va tan cong céc hé thdng khac.

- Thoi gian phat hién: lan dau
tién bi phat hién vao 04/6/2003.

- Tan ¢6ng vao cac may tinh st
dung hé dieu hanh Windows,

- Thoi diém Sality 1a mot ma doc
lay nhiém vao hé théng qua cac
doan ma chén vao dau tap tin
host ¢ m& ctra hau va lay trom
thong tin ban phim. Pén nim
2010 xuat hién bién thé Sality
nguy hiém hon va tré thanh mot
trong nhitng dong ma doc phuc
tap va nguy hiém nhat déi véi an
toan caa hé théng. May tinh bi
nhiém ma doc s& tré thanh mot
diém trong mang ngang hang dé
tiép tuc phat tan ma doc sang cac
may tinh khéc. Sality chu yéu dé
phat tan thu rac, ta0 ra Cac
proxy, dn cap théng tin ca nhan,
lay nhiém vao cac may chu web
dé bién cac may chu nay thanh
méy cha diéu khién ctia mang
botnet dé tiép tuc md rong mang
botnet.
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