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TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 13/2019
(tir ngay 25/3/2019 den ngay 31/3/2019)

BANG TONG HQP

1. Ngay 01/4/2019, Trung tdm Giam sat an toan khong gian mang qudc gia
(NCSC) phéi hop cting Cong ty Group-IB (Nga) va Cong ty CyberLab (Viét
Nam) td chuc khoa dao tao k¥ thuat nham muc dich tdng cuong kha nang
phan tich mi doc danh riéng cho can bd van hanh cac hé thong thong tin
thudc linh vuc tai chinh, ngan hang.

2. Theo TechJury, 43% cac cudc tan cong mang 1a nham vao cic doanh
nghi¢p vira va nho; 91% cac cudc tAn cong mang duogc bat dau béng mot
email ltra ddo; 85% cac tép dinh kém duoc giri qua email hang ngay déu ¢o
nguy co gay mat ATTT cho nguoi nhan; 38% tép dinh kem doc hai dugc
che dau duéi dang mot loai tap tin van ban; chi phi toan cau cta hoat dong
tAn cong mang du kién sé& dat 6 nghin ty USD vao nam 2021.

3. hang bao mat Palo Alto da phat hién ra mot bién thé méi cua botnet ndi

tiéng trong linh vyc [oT 1a Mirai. Mirai dugc biét dén voi viée duoc st dung

trong cac cudc tan cong DDoS 16n & mitc do chua ting ¢ trong ndm 2016.

4. Bao cdo duoc xdy dung dya trén cac ngudn thong tin thu thip duoc tir hé
théng phan tich va chia sé nguy co tan céng mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc
kem theo.

1. Piém tin dang chi y

1.1. Ngay 01/4/2019, Trung tdm Giam sat an toan khong gian mang qudc
gia (NCSC) phdi hop cung Cong ty Group-IB (Nga) va Cong ty CyberLab (Viét
Nam) t6 chirc khoa dao tao ky thuat nham muc dich ting cuong kha ning phan
tich ma doc danh riéng cho can bd van hanh cac hé théng thong tin thudc linh
vuc tai chinh ngan hang.


https://ti.khonggianmang.vn/
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BDON V| PHOI HOP

L6p hoc gidi han s6 luong hoc vién véi 16 hoc vién dén tr 12 ngan hang,
td chic tai chinh lén cua Viét Nam (BIDV, Agribank, Vietinbank,
Vietcombank, MBBank, Techcombank, LienVietPost bank, VIB, VPBank,
TPBank, Sacombank, NAPAS...) tham du.

Noi dung khoa hoc dugc thiét ké riéng cho cac td chirc tai chinh ngan hang
v6i cac ky thuat, k§ nang phan tich cac loai md doc phd bién thuong duoc sir
dung dé tan cong vao cac hé thong tai chinh. Bén canh cac kién thirc 1y thuyét
1am nén tang thi thoi luong chinh ciia khoa hoc s& duoc chuyén gia ngudi Nga
cua Group-IB tap trung vao cac bai thyc hanh k¥ thuat. Ngoai ra, trong khoa hoc
cling s€ cung nhau phan tich, thao luan mot s6 chién dich tan cong duoc thyc
hién boi nhom APT Lazarus Group (aka. Hidden Cobra) vao ngan hang trong
thoi gian gan day.




Giang vién chinh cta khoéa hoc la o6ng Vitaliy Trifonov, chuyén gia
forensics va phan tich mi doc ctia Group-IB, voi nhiéu nam kinh nghiém trong
linh vyuc phan tich ma ddc va reverse engineering. Vitaliy Trifonov da phan tich
hang nghin miu ma ddc va dao tao cho cac chuyén gia tat ca cac cap do thudc
nhiéu to chire tai chinh trén toan cau. Bén canh d6, Vitaliy Trifonov d truc tiép
tham gia cac hoat dong phan tmg su c¢d va diéu tra ddi v6i cac tan cong APT
nhidm téi cac to chuc tai chinh (mot sé nhom APT nhu Anunak/Carbanak,
Buhtrap, Lurk, Cobalt, Fin7, Moneytaker, Lazarus...).

1.2. Tong hop cac thong ké vé an toan thong tin mang trong nhiing nim
vira qua ciia TechJury - mot nhém chuyén gia vé danh gia san pham CNTT.

Theo Techlury, 43% cac cudc tdn cong mang la nhim vao cic doanh
nghiép vira va nhd; 91% cac cudc tin cong mang duoc bat dau bang mot email
Itra dao; 85% cac tép dinh kém duoc giri qua email hang ngay déu co nguy co
gay mat ATTT cho nguoi nhan; 38% tép dinh kém doc hai dugc che dau dudi
dang mot loai tap tin van ban; chi phi toan cau cua hoat dong tAn cong mang du
kién sé& dat 6 nghin ty USD vao nam 2021. Thong ké chi tiét:

- Trong hau hét cac trudng hop, cic co quan, t6 chirc phai mat khoang 6
thang dé phat hién cac vi pham dit liéu. (Nguon: ZD Net)

- C6 8854 vu vi pham dit liéu dugc ghi nhan tir ngay 01/01/2005 dén ngay
18/4/2018. (Nguon: Identity Theft Resource Center)

- Nam 2017, 61% nan nhan cua cac vu vi pham dir licu la cac td chire,
doanh nghiép c6 it hon 1000 nhan vién. (Nguon: Verizon)

- 43% cac cudc tan cong mang cd muc tiéu 1a cac doanh nghiép nho.
(Nguon: Small Business Trends)

- Céc cudc tan cong IoT di ting 600% trong ndm 2017. (Nguon: Symantec)

- 31% céc to chirc di trai qua cac cudc tin cong mang vao co sd ha ting
CNTT. (Nguén: Cisco)

- Chi 38% cac t6 chirc toan cau cho rang ho duoc trang bi va cé thé xir Iy
mdt cudc tan cong mang phirc tap. (Nguon: IBM)

- Hon 24.000 ung dung di dong ddc hai bi chan boi cac cira hang ing dung
khac nhau mdi ngay. (Nguon: Symantec)

- 2,4 triéu USD 1a chi phi trung binh cia mot cudc tan cong bang phan
mém doc hai trong nam 2017. (Nguén: Accergy)



- Gia tang 80% cac cudc tin cong bang phin mém doc hai trén may tinh
Mac trong nam 2017. (Nguén: Cisco)

- Khoang 60% tén mién doc hai c6 lién quan dén cac chién dich thu rac.
(Nguon: Cisco)

- Chi phi cho an toan thong tin du kién s& dat 1 nghin ty USD vao niam
2024. (Nguon: Cyber Defense Magazine)

- Chi phi hang nim do cac thiét hai ctia tin cong mang gay ra du kién sé& 1én
t61 5 nghin ty USD vao nam 2020. (Nguon: Cyber Defense Magazine)

- 65% cong ty c6 hon 500 nhin vién chua bao gid thay d6i mat khau.
(Nguén: Varonis)

- Cac cudc tan cong ma doc téng tién (Ransomware) dang ting hon 350%
mdi nam. (Nguon: Cisco)

- Chi phi thiét hai do Ransomware sé€ tang 1én 10 ty USD vao nam 2019.
(Nguon: Cyber Defense Magazine)

- cur sau 13.275 gidy c0 mot doanh nghiép tré thanh nan nhan ctia mdt cudc
tan cong Ransomware. (Nguon: Cyber Defense Magazine)

- 21% cac tap tin hoan toan khong duoc bao vé. (Nguon: Varonis)

- B4o c4o 16 hong hé thong da ting 16% trong nam 2017. (Nguon: Varonis)

- 95% céac vi pham dir liéu da duoc quy cho 13i ctia con nguoi. (Nguon:
Giai phap Cybint)

- 30% nguoi dung Hoa Ky mo email lira ddo. (Nguon: Verizon)

- 12% nhimg nguoi dd mo email ltra dao sau d6 dd mo cac lién két hodc tép
dinh kém bi nhiém. (Nguén: Verizon)

- Nam 2018, 76% doanh nghi¢p bao cao réng ho 1a nan nhan ciia mot cudc
tan cong lira dao. (Nguon: Wombat)

1.3. Bién thé méi cia mang Botnet Mirai

Viura qua, hang bao mat Palo Alto da phat hién ra mdt bién thé méi cua
botnet ndi tiéng trong linh vyc IoT 1a Mirai. Mirai dugc biét dén véi viéc duoc
str dung trong cac cudc tin cong DDoS 16n & mirc d6 chua timg ¢ trong nim
2016. Mot s6 muyc tiéu dang chi y nhat bao gom: Nha cung céap dich vu luu trir
web, nha cung cép dich vu DNS.



Bién thé méi ndy ma Pon vi s6 42 cua hing phat hién st dung nhiéu 18
hdéng bao mat khac nhau, c6 muc tiéu 1a cac thiét bj nhung khac nhau nhu bd
dinh tuyén, thiét bi luu trir qua mang, camera IP.

Cu thé, Pon vi 42 d3 tim thay bién thé méi ctia botnet nay nhim muc tiéu
vao cac hé thong WePresent WiPG-1000 Wireless Presentation va TV LG
Supersign. Ca hai thiét bi nay déu duoc str dung phd bién boi cac doanh nghiép.
Piéu nay cho ching ta thdy mot sy thay doi vé chién luoc trong viée sir dung
Mirai nhim vao cic doanh nghiép. Trong khi d6, trudng hop gin ddy nhat phat
hién botnet nay 1a tdn cong két hop cia cac 16 hong lién quan dén cac thiét bi
sdu trong hé thong mang nhu: Apache Struts va SonicWall.

Ngoai vi€c nhim vao muc tiéu mdi hon, bién thé ciia Mirai c6 thém cac
kiéu khai thac dit liéu méi, nhu viéc c¢b gang tan cong thiét bi bang cac thuat
toan pha mat khau (brute force). Nhiing tinh ning mdi nay cho botnet mirai kha
nang tan cong da dang hon. Ngoai ra, viéc nham muc tiéu vao cic doanh nghiép,
chung ciing ¢6 gang xam nhap cac khu vuc ¢o luong bing thong 16n hon, din
dén kha ning cac cudc tin cong DDOS tuong lai s& c6 cudng do bang thong 16n,
phtrc tap hon.

Nhitng phat hién nay nhan manh tdim quan trong ctia cac doanh nghiép vé
viéc bao mat cho céc thiét bi IoT trén mang cua ho, nhu viéc thay d6i mat khau
mac dinh va ddm bao cdp nhat déy du cac ban va trén thiét bi.

Cac tinh nang khac

- Bién thé méi st dung cing mot so d6 mi héa dic trung ctua Mirai voi
khoa bang la Oxbeafdead.

- Khi giai ma cac chudi bang khoa nay, cic chuyén gia da tim thay cac dir
lidu lién quan dén viéc pha mat khau hé thdng, thong tin gdbm: admin:huigu309;
root:huigu309; CRAFTSPERSON:ALC#FGU; root:videoflow

- Str dung tén mién epicrustserver|.]cf voi cong 3933 danh cho giao tiép
C&C.

- Ngoai viéc quét cac thiét bi dé bi tAn cong khac, phién ban méi cé thé
duoc 1énh dé gui cac cudc tAn cong HTTP Flood DDoS.

Két luan

Céc botnet lién quan dén IoT tiép tuc md rong tan cong, bang cach két
hop nhiéu phuong thic khai thiac nhdm vao rat nhiéu thiét bji hodc bang cach
thém vao danh sach thong tin dang nhdp mac dinh hay tim cach pha ma (brute
force) hodc ca hai. Ngoai ra, muc tiéu la cac doanh nghiép cho phép ma doc co
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thé truy cap va co két noi bang thong 16n hon so voi cac muc tiéu cii, vi vay
nang cua mang botnet nay cling 16n hon trong cac cudc tan cong DDoS.

Céc 16 hong, diém yéu c6 thé bi khai thac boi bién thé nay tham khao tai:

https://ti.khonggianmang.vn/dashboard/news/p/bien-the-moi-mang-botnet-mirai/

2. Tinh hinh tin cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhing trang web st dung dich vu may chii nude ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan théng tin nhu: phat tan thu
rac; tan cdng tir chbi dich vuy; cai dat va phat tan cac loai ma doc (gan dy nhat la
cai dat va phat tan ma doc dé dao tién 40); luu trir cac ma khai thac diém yéu 15
hong mot cach tu dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung su dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan ¢4 it nhat 93 duong dan (URL) trén céac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay mat
an toan thong tin. Trong do, thong k&, phan loai cac duong dan nay theo loai
trng dung may cha web ( IIS, Apache ...) va nha cung cap cu thé nhu sau:

Théng ké s6 luong URL bi tan c6ng theo tng dung may chu web

Nginx

Microsoft-11S

LiteSpeed

Apache



https://ti.khonggianmang.vn/dashboard/news/p/bien-the-moi-mang-botnet-mirai/

Théng ké s6 lwong URL theo tén mién
30

28
25
22
20
20
15
12
10
7
| l 4
O l
.com.vn .com .vn .edu.vn .info .net

3. Tinh hinh tin c6ng lira dao (Phishing) trong tuin

3.1. Qua thu thap, theo ddi, trich xuat tir hé thong k¥ thuat, Cuc ATTT
con ghi nhén co it nhat 50 trang web dat tai Viét Nam bi lg1 dung dé thuc hién
tan cong Phishing trong tuan.

Théng ké s6 luong céc trang web phishing trong tuan

M Viettel ®SUPERDATA MVNPT mODS MDigiStar MGMO-Z mCMC ® Other

3.2. Trén thé gidi co nhiéu cac trang web gida mao cac to chirc, doanh
nghi¢p, nha cung cép, dich vu 16n nhu: Cac mang xa héi, ngan hang, thu dién

tor..v.v...



Top 10 nha cung C:?ip, dich vu bi gid mao nhiéu nhat trong tuan
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Viét Nam c6 nhi€éu nguoi dung cac dich vy, ing dung nudc ngoai (ca
mién phi va c6 phi) nhu cac mang xa hoi, Paypment, Apple, Paypal ..v.v... vi
vay nguoi dung can phai hét sttc canh gidc voi nhiing trang web gia mao dé an

trom tai khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan
4.1. Trong tuan, cac td chic qudc té da cong bd va cap nhat it nhat 340 18
hong, trong d6 c¢6 27 16 hong muc cao, 109 16 hong mirc trung binh, 14 15 hong

mirc thap va 190 15 hong chua danh gia; 4 16 hong di c6 mi khai théc.

4.2. Hé thoéng k¥ thuat cia Cuc ATTT chu dong ra quét trén khong gian
mang Viét Nam, danh gia, théng ké cho théy c6 04 nhom 16 héng trén cac san
pham, dich vu CNTT pho bién, co thé gay anh hudng 16n dén nguoi dung & Viét
Nam, nhu: Nhdm 25 15 hong trong mot s6 san pham caa Cisco; Nhém 09 16
hong trén phan mém Jenkins; Nhom 08 15 hong trén phan mém Apache ...v.v.

4.3. Chi tiét vé& thong tin mot sd 15 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

San
STT| pham/ Mai 15i quoc té Mb ta ngin Ghi chu
dich vu
1 IBM CVE-2019-4052 Nhém 03 16 hong trén mot|ba co
CVE-2019-4035 s6 san pham, ung dung cualthdng tin




CVE-2019-4046

IBM (APl Connect, DB2
Linux/ Windows, Rational
Engineering Lifecycle
Manage, IBM SDK,
WebSphere Application
Server...) cho phép ddi tugng
tan cdng thuc hién thu thap
théng tin, khai thac cac 16i
tran bo dém dé chén va thuc
thi ma lénh, tin cong leo
thang.

Xac nhan
va ban va

Apache

CVE-2019-0204
CVE-2019-0222
CVE-2019-0212
CVE-2019-0225
CVE-2019-0224
CVE-2019-7608
CVE-2019-7609
CVE-2019-7610

Nhom 08 15 hong trong mot
s6 san pham cua Apache
(JMeter, Solr, Qpid Broker-
J, Apache Traffic Server)
cho phép dbi tuong tin cong
thuc hién thu thap thong tin,
chen va thyc thi ma Iénh
trong pham vi cua tng dung.

ba co
thong tin
Xac nhan
va ban va

Jenkins

CVE-2019-1003048
CVE-2019-1003047
CVE-2019-1003046
CVE-2019-1003045
CVE-2019-1003044

Nhém 9 16 hong trén phan
mém Jenkins (phan mém sir
dung trong phat trién phan
mém) cho phép dbi tuong
tan cong thu thap thong tin
xac thuc luu trir trong ciu
hinh cia Plugin, mot sé 18
hong cho phép chén va thuc
thi ma 1énh.

Cisco

CVE-2019-1749
CVE-2019-1750
CVE-2019-1758
CVE-2019-1757
CVE-2019-1746

Nhém 25 16 hong trén mot
s6 san pham cua Cisco (cac
dong switch Nexus, NX-OS,
FXOS Software, ) cho phép
truy cap va théng tin nhay
cam luu trir trén hé théng,
chén va thuc thi ma Iénh dé
chiém quyén kiém soét.

ba co
thdng tin
Xac nhan
va ban va
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5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Conficker

Mang botnet Conficker dugc phat hién tir thang 10/2008. Ma doc nay
duoc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi ma ddc nay lay
nhiém vao mot may tinh, thi may tinh ndy tham gia vao mang botnet va co thé bi
diéu khién dé gui thu rac (spam) va tin cong cac hé thdng khac. Nhirg may tinh
bi lay nhiém déu khong truy cap dugc cac website lién quan dén phan mém diét
virus hay dich vu cap nhat cia h¢ Windows (Windows Update).

Mic du mang botnet Conficker xuat hién tir ndm 2008, loi dung 16 hong
cli (MS 08-067), da c6 ban va bao mat, tuy nhién tai Viét Nam, s6 luong may
tinh nam trong mang botnet Conficker van con rat nhiéu trong tudn ma Cuc An
toan thong tin dang theo doi.

Théng ké sb luong IP ndm trong mang botnet Conficker

4749
5000

4000
3000

2000 - 1437
1000 / \ \
0 1 \ 270 239
o

™~

S8 lwong IP

H VNPT Viettel FPT SCTV mViettel m®mMOBIFONE ®mCMC ®VIETNAMOBILE

5.2. Danh sach IP/tén mién may chu diéu khién ciia mang botnet Conficker

TT Tén mién/IP
1 149.93.145.16
2 38.229.1.71
3 38.229.128.132
4 |38.229.128.136
5 38.229.128.146
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38.229.128.158
38.229.128.241
38.229.128.246
38.229.128.57
10 38.229.128.88

© 0 |N O

5.3. Danh sach IP/tén mién doc hai co nhiéu két ni tir Viét Nam

TT Tén mién/IP S6 lwong
1 localhost.localdomain 708
2 n.hmiblgoja.ru 183
3  ajkeahkcueafuiaeuf.ru 82
4 mokoaehaeihgiaheih.ru 63
5  43trfdsds.com 42
6  iuefgauiaiduihgs.com 34
7 bszotsjovih.com 19
8  strikotunrev.top 17
9  mel.cloudcontentsmak.com 17

10  d3sl.me 16
11  analilaofr.com 15
12 dnshkjashsdk3d11144d.ru 13
13  plpanaifheaighai.com 11

6. Khuyén nghi dbi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thdng mang ciia cac co quan, to
chtc, Cuc ATTT khuyén nghi:

- Nham tranh viéc bi cac doi tuong tAn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu d néu trong muc 2, Cac co
quan to chtrc can phai thudng xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cap nhat cac diém yéu, 16 hong trén cac may chu web thudc co
quan, t6 chirc minh

- Nguoi ding can phai hét stic canh giac véi nhiing trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ing dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo ddi va cap nhat ban va cho cac 16 héng, dic biét 1a 16 héng néu tai
muc 4.3 bao cao nay.
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- Chu dong kiém tra, ra soét, boc g0 ma doc ra khoéi h¢ théng mang. Cuc
ATTT sin sang phdi hop véi cac co quan td chire tién hanh kiém tra va boc g&
ma ddc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém mi ddc botnet, Quy don vi c6 thé lién hé v6i Cuc ATTT theo thdng tin
bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bo hé thdng mang néu c6 diu
hiéu két ndi dén cac tén mién doc hai Cuc ATTT di chia sé, dic biét 1a cac tén
mién d3 néu trong muc 5 bao co nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: " KT. CUC TRUONG
- Bo truéng va cac Thi trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach vé CNTT cac b, nganh;
-So TT&TT cac tinh, thanh phé truc thudc TW;

- Cuc KSTTHC, Véan phong Chinh ph;

- Vu Khoa gido - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung uwong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tdm CNTT, Vén phong Chu tich nudc;
- Céc Tap doan kinh té; Tong cong ty nha nudc;
T6 chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.

Nguyén Huy Diing
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PHU LUC

Hé thong phan tich va chia sé nguy co tAn cong mang Viét Nam

https://ti.khonggianmang.vn

Phishing cases

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng ctia cac co quan, don vi. Muc tiéu clia hé théng
nham tang cuong viéc két noi chia sé thong tin gilra cac co quan, don vi, toé chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia sé cac thong tin theo thai gian
thyrc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc

Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Capnhatlién tuc nguy co tan cdng mang:

khiér XC, IP, Hash @dc hai (APT, Botnet, Phish

au o Viet -]

@ Giam sat va canh bao sém tan cong mang: Giam

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha NGi
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé cac thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té chuc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

HOAT PONG CUA CHUNG TOI

Al

Giam sat ATTT

Canh bao sém ATTT

HOo tro cac to chirc canh bao sém Thure hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong the.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

Ung dung, Ha tang, Kién truc...

Xt ly tdn céng mang

Cung cap dich vu danh gid ATTT tr  H6 trg xr ly tdn cédng mang cuc bo

va trén dién rong cho cac to chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

¢ Danh sach website |lra dao.

e Thong tin ATTT cap nhat.

e Bio cdo téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.

e Cap nhat diém yéu, 16 hdng nguy
hiém va phé bién dai vai Viét Nam.
e Giam sat tinh trang Up/Down
ctia hé théng.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két ndi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao turc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Pay du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong c6 chu dich APT vao Viét
Nam.

e Cap nhat cac thong tin co lién
quan dén toé chirc, website gid mao
t6 chirc...néu co.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi vdi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 2
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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