BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Déc 1ap - Tu do - Hanh phuc

S6:  /IBC-CATTT Ha Noi, ngay  thang 4 nam 2019

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 14/2019
(tir ngay 01/4/2019 dén ngay 07/4/2019)

BANG TONG HQP

1. Cudi thang 3/2019, Brunei quyét dinh s& thanh lap mot Trung tim an toan
khong gian mang qudc gia dé bao vé Brunei khoi cac méi de doa trén khong
gian mang trudc chién luge cta cac chinh phu bén ngoai véi muc tiéu khai
thac cong nghé nham tim kiém céc loi ich kinh té.

2. Bé chuan bi tng phod cac cudc tAn cong mang xuyén bién gidi quy mé 16n,
mot Nghi dinh thu vé ing pho khan cap thuc thi phap luat cia EU da dugc
Hoi dong Lién minh chau Au théng qua.

3. Phat hién xu hudng tin cong mang vio cic may chu thu dién tir Zimbra
ctia Viét Nam két hop khai thac cac 16 hong bao mat CVE-2016-9924, CVE-
2018-20160, CVE-2019-9670. Viéc két hop khai thac cac 16 hong bao mat

nay cho phép d6i tuong tin cong dua tip tin doc hai 1én may cha va kiém

soat hé théng thu dién tu..

4. Bao cao duogc xay dung dua trén céc nguén thong tin thu thap duoc tir hé
théng phan tich va chia sé nguy co tdn cong mang Viét Nam
(https://ti.khonggianmang.vn). Théng tin chi tiét vé Hé thong tai Phu luc
kem theo.

1. Piém tin dang chu y

1.1. Cubi thang 3/2019, Brunei quyét dinh s& thanh 1ap mot Trung tdm an
toan khong gian mang qudc gia dé bao vé Brunei khoi cac mbi de doa trén
khong gian mang trudc chién lugce cta cac chinh phi bén ngoai véi muc tiéu
khai thac cong nghé nham tim kiém cac loi ich kinh té.

Trong cudc hop ctia Hoi dong lap phap (LegCo), B trudng Giao thong va
Truyén thong Brunei cho rang mot hé sinh thai an toan va bao mat trén khong
gian mang 1a can thiét dé nang cao vi thé ctia Brunei, dé Brunei trd thanh mot


https://ti.khonggianmang.vn/

"qudc gia thong minh". Brunei dang nd luc str dung cong ngh¢ dé cai thién cudc
sOng cua nguoi dan.

Viéc thanh 14p Trung tAm an toan khong gian mang qudc gia s& cho phép
nudc nay giam sat va phdi hop cac giai phap ¢ cip d6 qudc gia dé chong lai cac
mdi de doa an toan trén khong gian mang.

1.2. Bé chuan bi Gmg phé cac cudc tin cong mang xuyén bién gidi quy mod
16n, mot Nghi dinh thu tng pho khan cip thyc thi phap ludt cua EU da duoc Hoi
déng Lién minh chau Au thong qua. Nghi dinh thu la mot phﬁn ctia K& hoach
chi tiét cia EU vé phdi hop ung phd vdi cac cudc tin cong mang va khing
hoang an toan thong tin mang xuyén bién gidi quy mo lon. N6 c6 vai tro nhu
mot cong cu hd tro cac co quan thyc thi phap luat cia EU trong viéc dua ra céc
phan tng ngay lap tic trude cac cude tin cong mang xuyén bién gidi thong qua
danh gid nhanh, chia sé cac thong tin quan trong mdt cach kip thoi va an toan
cung v6i viéc phdi hop hiéu qua véi quoc té.

Trong nim 2017, cac cudc tin cong mang giy thiét hai chua timg co trén
dién rong ctia mi doc tong tién WannaCry va NotPetya cho thay kha ning phan
g trudc cac cudc tin cong mang hién nay 1a chua du dé giai quyét mot cach
hiéu qua trude su phat trién nhanh chong ctia cac nhom tin cong mang.

Nghi dinh thu x4c dinh quy trinh, vai tro, trdch nhi¢m cuta céac td chirc trong
EU va kénh lién lac an toan, lién tuc 24/7 dé trao doi cac thong tin quan trong;
cling nhu su phdi hop va co ché chéng xung d6t mot cach tong thé. T6 chirc nay
cd ging bd sung cac co ché quan 1y khung hoang bang cach xay dung cac hoat
dong xuyén qubc gia mot cach hiéu qua va tao diéu kién hop tac véi cac bén lién
quan cta EU voi quc té. Cung véi d6 tao didu kién cho su hop tic véi cong
d6ng mang va an toan thong tin va dbi tic khu vuc tu nhan c6 lién quan.

1.3. Trong nhitng thang ¢du ndm 2019, tinh hinh an toan thong tin (ATTT)
trén thé gi6i cling nhu tai Viét Nam dién bién phtrc tap, kho luong. Cac 16 héng,
diém yéu ATTT bi ddi tugng loi dung dé tin cong mang nguy hiém, phat tan ma
doc ngay cang phd bién.

Qua cong tac theo doi, gidm sat trén khong gian mang, Trung tdm Gidm sat
an toan thdng tin mang qudc gia (NCSC) thudc Cuc An toan thong tin (Cuc
ATTT) phat hién xu huéng tin cong mang vao cic mdy chu thu dién tir Zimbra
cia Viét Nam két hop khai thac cac 16 hong bao mat CVE-2016-9924, CVE-
2018-20160, CVE-2019-9670. Viéc két hop khai thac cac 16 hong bao mat nay
cho phép dbi tuong tan cong dua tap tin doc hai 1én may chu va kiém soat hé
thong thu dién tu.



Hién tai Zimbra da phat hanh ban v cho cac phién ban Zimbra 8.7.11 va
8.8.x, chua c6 ban va cho céac phién ban khac.

Tai viét Nam qua ki€ém tra so b§ NCSC phat hién c6 717 tén mién cia may
chu dang stir dung phan mém Zimbra. Trong d6 c6 35 tén mién cia co quan nha
nudc, 12 tén mién cua ngan hang va nhiéu co quan t6 chirc 16n khéc.

Nham bao dam an toan thong tin, phong tranh cic nguy co mét an toan
thong tin thong qua 16 hong nay, Cuc ATTT yéu ciu cic co quan, to chiec,
doanh nghiép dang st dung thu dién tor Zimbra thuc hi¢n:

- Tang cuong cac bién phap bdo ddm an toan thong tin cho toan bo hé
thong.

- Ra soat lai toan by may chu thu dién tir Zimbra dé phat hién va loai bd
cac tip tin .jsp c6 dau hiéu doc hai ma d6i twong tin cong di dua 1én hé thong.
bac biét thu muyc .../webapps/zimbra/downloads/

- Ra soat va kiém tra phién ban may chu thu dién tir dang sir dung phan
mém Zimbra va cip nhat/nang cip 1én phién ban Zimbra mdi nhat;

- Trong trudng hop chua thé nang cip can kiém tra cic phién ban dang sir
dung va va cac diém yéu, 16 hong di biét dé ngan chin viéc khai thac két hop tur
nhiéu 16 hong di biét nay, va han ché viéc truy cdp vao cong quan tri. Tham
khao tai: https://ti.khonggianmang.vn/dashboard/news/p/0day-zimbra-tu-nhieu-
lo-hong-da-biet/.

2. Tinh hinh tin cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhén thiy trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhitng trang web st dung dich vu mdy chu nudc ngoai) bi tin cong,
logi dung dé thuc hién cac hanh vi giy mat an toan thong tin nhu: phét tan thu
rac; tan cong tir chéi dich vy; cai dat va phat tan cac loai ma doc (gan day nhat 1a
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach tu dong (nhu 16 hong trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung s dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 89 duong dan (URL) trén cac
trang web tai Viét Nam bi tan céng, loi dung dé thuc hién cac hanh vi gay mat
an toan théng tin. Trong do6, théng k&, phan loai cac duong din nay theo loai
rng dung may chu web ( IIS, Apache ...) va nha cung cip cu thé nhu sau:


https://ti.khonggianmang.vn/dashboard/news/p/0day-zimbra-tu-nhieu-lo-hong-da-biet/
https://ti.khonggianmang.vn/dashboard/news/p/0day-zimbra-tu-nhieu-lo-hong-da-biet/
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3. Tinh hinh tan cong lira dio (Phishing) trong tuan
3.1. Qua thu thap, theo doi, trich xut tir hé thong k¥ thuat, Cuc ATTT
con ghi nhan co it nhét 84 trang web dat tai Vi¢t Nam bi loi dung dé thuc hién

tan cong Phishing trong tuan.



Thong ké s6 lwong céc trang web phishing trong tuan

H Viettel

B SUPERDATA mODS ®VNPT EGMO-Z mCMC

CENTR-60 DigiStar

3.2. Trén thé gidi c6 nhi€u cac trang web gid mao cac td chuc, doanh

nghiép, nha cung cép, dich vu l6n nhu: Cac mang xa hoi, ngan hang, thu dién

tr..v.v...

Top 10 nha cung cap, dich vu bi gid mao nhiéu nhat trong tuan
1800 1598
1600
1400 1157
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1000
800 518
400 > 262 248 214 - 168
209 [] | | | [] -

Facebook, Bankof PayPallnc. Outlook Office365 Canadian Live Apple Inc. Yahoo! Inc
Inc. America Imperial
Bank of
Commerce

B Facebook, Inc.

M Bank of America

PayPal Inc. W Outlook
B Office365 B Canadian Imperial Bank of Commerce
M Live M Apple Inc.

M Yahoo! Inc

Viét Nam c6 nhi€u nguoi dung cac dich vu, ung dung nudc ngoai (ca

mién phi va c6 phi) nhu cac mang xa hoi, Paypment, Apple, Paypal ..v.v... vi
vay nguoi dung can phai hét sttc canh giac voi nhiing trang web gia mao dé an

trom tai khoan.



4. L$ hong/diém yéu an toan théng tin trong tuan

4.1. Trong tuan, cac td chirc qudc t& di cong bd va cap nhat it nhat 385 15

héng, trong d6 c6 89 16 hong mirc cao, 108 16 hong mirc trung binh, 22 16 hong

mirc thip va 166 15 hong chua danh gia; 1 16 hdng da co6 ma khai thac.

4.2. Hé théng ky thuat cia Cuc ATTT chi dong ra quét trén khong gian

mang Viét Nam, danh gia, théng ké cho théy c6 04 nhom 10 héng trén cac san

pham, dich vu CNTT phd bién, co6 thé gay anh huong 16n dén ngudi dung & Viét
Nam, nhu: Nhom 185 156 hong trong mot sé san pham cua Apple; Nhom 18 15
hong trén phan mém IBM; Nhom 72 16 hong trén phan mém Jenkins ...v.v.

4.3. Chi tiét vé thong tin mot s 16 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

Sian
STT| pham/ Ma 18i quoc té M4 ti ngin Ghi chu
dich vu
Nhom 18 15 hong trén mot
s6 san pham, ung dung cua
CVE-2018-1936 :_l?rl:{ljx/(AVI\D/Iind((:)(\)/\?sneclgati[;r?azl
CVE-2019-4014 Engineering | Lifecycle
CVE-2018-1640 ba co
Manage, IBM SDK,|,, . i
1 iBMm | CVE-2018-1906 WebSphere Application thong _ tin
CVE-2018-1917 Server...) cho phép doi tuong xac  nhan
CVE-2018-1618 L oA o " |va ban va
CVE-2018-1622 tan cong thuc _hlen thu tha{p
thdng tin, khai thac cac Ioi
tran bo dém dé chén va thuc
thi ma lénh, tin cong leo
thang.
Nhom 185 16 hong trong mot
sb san pham cua Apple. Mot
ung dung doc hai truy cap tai
CVE-2018-4126 khoan, tu dong mo khoa D3 6
CVE-2018-4327 ApplelDs cua nguoi dung thong tin
2 Apple |CVE-2018-4268 cuc bo va thuc thi ma to y <A nhan
CVE-2018-4291 véi dac quyén cua hé thong.| .,
Lo, \ < |va ban va
Su ¢6 nay anh huong dén
cac phién ban truéc 10S 12,
macOS Mojave 10.14, tvOS
12, watchOS 5, Itunes 12.9



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1936
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1906
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1917
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1618
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1618
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-1622

cho Windows, iCloud.

Nhom 72 16 hong trén phan
mém Jenkins (phan mém sir

dung trong phat trién phan
CVE-2019-1003096 mém) cho phép ddi tuwong
3 | Jenkins CVE-2019-1003098 tan cong thu thap théng.tin

CVE-2019-10294 \ " 2

CVE-2019-10089 ~ [(2¢ thue luu irir trong cau

hinh cua Plugin, mét s6 10
hong cho phép chén va thyc
thi ma 1é€nh.

CVE-2019-10298
Chua ¢6
thong tin
xac nhan
va ban va

Nhom 02 15 hong trén mot
s6 san pham cua Cisco (cac
dong switch Nexus, NX-OS,
CVE-2019-1827 FXOS Software, ) cho phep
4 Cisco |CVE-2019-1828 truy cap va thong tin nhay
...... cam luu trir trén hé théng,
chén va thuc thi ma lénh dé
chiém quyén kiém soét thiét
bi.

ba co
thong tin
Xac nhan
va ban va

5. Hoat dong mét s6 mang botnet, APT, ma déc tai Viét Nam
5.1. Mang botnet Andromeda

Botnet Andromeda, con dugc goi la Win32/Gamarue da bat dau xudt hién
va 1ay nhiém vao cac may tinh tir ndm 2011. Ddi twong chinh ctia cudc tan cong
ma ddc nay la cac doanh nghiép str dung thé thanh toan.

Muc dich chinh ctia Andromeda botnet 1a dé phat tan cac dong mi doc
khac nhdm phyc vu cc cudc tdn cong phan mém doc hai toan cdu. Mang botnet
Andromeda bao gém va c¢o lién quan dén it nhat 80 ho phﬁn mém doc hai, trong
d6 cha yéu 1a ho mi doc Point of Sale (POS), vi du nhu GamaPOS. Trong sau
thang cudi nam 2017, nd da bi phat hién 1ay nhiém khoang hon 1 triéu may tinh
mdi thang,

Ma ddc Andromeda c6 cac chuc nang chinh nhu: Keylogging; Rootkit;
Truy cép tir xa 4n; Thu thap thong tin dang nhép tir trinh duyét.

Céc t6 chirc qudc té ciing dd hop tac véi nhau dé ngin chin cac may cha
va khoang 1500 tén mién doc hai dugc st dung dé phat tan va kiém soat mang
botnet nay.
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Thong ké s6 lwong IP ndm trong mang botnet Andromeda

VNPT /56 lwong IP

ODS

B VNPT mODS

5.2. Danh sach IP/tén mién may chu diéu khién cta mang botnet

Andromeda
TT Tén mién/IP
1 | bkifhppldrsh.org
2 | ebvonryncldr.com

5.3. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

TT Tén mién/IP
1 plpanaifheaighai.com
2 n.hmiblgoja.ru
3  ajkeahkcueafuiaeuf.ru
4 iuefgauiaiduihgs.com
5 mokoaehaeihgiaheih.ru
6  43trfdsds.com
7 bszotsjovih.com
8 https://kisscherrygirls.com/xefyzznumsa
9  mel.cloudcontentsmak.com
10  strikotunrev.top
11  2344t554ddfr.com
12 dnshkjashsdk3d11144d.ru
13 pudloxan.com



6. Khuyén nghi ddi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé théng mang cta cac co quan, to
chtrc, Cuc ATTT khuyén nghi:

- Nhdm tranh viéc bj cac ddi tuong tAn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu di néu trong muc 2, Cac co
quan to chtrc can phai thudng xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cdp nhat cac diém yéu, 16 hdng trén cac may chu web thudc co
quan, to chirc minh

- Nguoi dung can phai hét sttc canh giac vdi nhirng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu da néu trong muc 3.2 béo céo nay.

- Theo ddi va cap nhat ban va cho céc 16 hé)ng, dic biét 1a 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soat, boc gd ma ddc ra khodi hé théng mang. Cuc
ATTT san sang phdi hop voi cic co quan td chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh céc may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé véi Cuc ATTT theo thong tin
bén dudi dé phdi hop thyc hién.

- Kiém tra va xtr Iy cac thiét bi trong toan bo hé thong mang néu cé dau
hiéu két ndi dén cac tén mién doc hai Cuc ATTT da chia sé, dic biét 1a cac tén
mién d3 néu trong muc 5 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: 7 KT. CUC TRUONG
- Bo truong va cac Thi trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach vé& CNTT céc bo, nganh;
-S& TT&TT cac tinh, thanh phé truc thuoc TW;

- Cuc KSTTHC, Van phong Chinh phu;

- Vu Khoa gido - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung uong Pang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tdim CNTT, Vén phong Chu tich nudc;
- Cac Tap doan kinh té; Tong cong ty nha nudc;
T4 chie tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.

Nguyén Huy Diing



mailto:ais@mic.gov.vn

PHU LUC

Hé thong phan tich va chia sé nguy co tAn cong mang Viét Nam

https://ti.khonggianmang.vn

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tan cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé thong tin truc tiép vé dau hiéu, nguy co va cudc tan
cdbng mang dang xay ra trén hé théng clia cac co quan, don vi. Muc tiéu ctia hé théng

nham tang cuong viéc két noi chia sé thong tin gitra cac co quan, don vi, té chirc.

DPIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vi sé dugc chia sé cac thong tin theo thaoi gian
thurc vé: cac dau hiéu, hinh thirc tdn cdng mang trén hé théng théng tin cia minh dugc
Cuc An toan thong tin téng hgp, phan tich va x{ ly tir nhiéu t6 chirc trén thé gidi.

®

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha Noi
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THONG TIN CAP NHAT

Hé thong lién tuc cap nhat va chia
sé cac théng tin vé nguy co tan cdng
mang d6i véi Viét Nam.

<

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THI

Hé thdng canh bao sém cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té churc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

'HOAT DONG CUA CHUNG TOI

al

Canh bdo sém ATTT Giam sat ATTT

Panh gia ATTT

Xir ly tan céng mang

Hb trg cac to chirc canh bao sém Thuc hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong thé.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

e Danh sach website Itra dao.

e Thong tin ATTT cap nhat.

e Bao cdo téng hop hang tuan.

e Day du théng tin cla tai khoan
Organization.

e Cap nhat diém yéu, 16 héng nguy
hiém va phé bién doi vai Viét Nam.
e Giam sat tinh trang Up/Down
clia hé thong.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bdo céc tan céng mang vao
hé théng cong khai cta té chirc.

e Canh béo cac két ndi bat
thuong, dang ngo tir hé théng clia
té chirc.

e Canh bao tirc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

Ung dung, Ha tang, Kién tric...

Cung cap dich vu danh gia ATTT t&r  Ho tro' x(r ly tdn cong mang cuc bo

va trén dién rong cho cac té chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Day du théng tin cla tai khoan
Goverment.

e Danh sach domain doc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash str dung tan
cong cé cha dich APT vao Viét
Nam.

e Cap nhat cac thong tin cd lién
quan dén té chirc, website gid mao
té chirc...néu co.

e Cap nhat cac tin tlc, phan tich
ky thudt méi nhat vé tan cong co
cht dich APT.

e Danh gia cac diém yéu, 16 hdng
bao mat dinh ky déi véi cac hé
théng cong khai (IP va Domain)
cla to churc.

e Canh bao tirc thi qua SMS.

o H6 tro ky thuat qua Email.

e Ho6 tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 24
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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