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S6: 03/BC-CATTT Ha No¢i, ngay 15 thang 01 nam 2019

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 02/2019
(tir ngay 07/01/2019 dén ngay 13/01/2019)

BANG TONG HQP

1. Ngay 10/01/2019, Uy ban diéu tra tdn cong mang vao Hé thong
SingHealth ctia Singapore (viét tat 1a COI, duoc thanh 1ap vao thang 7/2018)
da cong bd mot Bao cao cho thdy bén canh cic diém yéu an toan thong tin
ctia hé thong thi nhan thirc vé bao dam an toan thong tin clia nhan su ciing 1a
mdt trong nhitng nguyén nhan chil yéu dan t6i viée vi pham dir lidu.

2. Trong mdt nghién ctru voi dir li€u ctia khodng 5 tri€u mat khau bi 19, lot
tir nhitng vu vi pham dit liéu trong thoi gian gan day, SplashData d3 cong bd

mot danh sach nhitng mat khau kém an toan nhit nim 2018.

3. . Chuyén gia cta FireEye dd phat hién mot chién dich tin cong tén mién

DNS Hijacking vao nhiéu t6 chirc & khu vuc Trung Pong, Bac My va Chau
Au. Céc t6 chire bi anh hudng gdm co quan chinh phu, nha cung cip dich vu
vién thong, ha ting Internet va to chtc thuong mai. Pay 1a chién dich tin
cong v6i quy mé 16n chua timg thiy trude day.

4. Bao cao duoc xay dung dua trén céc nguén thong tin thu thap duogc tir hé
thong phan tich va chia sé nguy co tidn cong mang Viét Nam

(https://ti.khonggianmang.vn). Théng tin chi tiét vé Hé thong tai Phu luc

kém theo.

1. Piém tin dang chu y

1.1. Ngay 10/01/2019, Uy ban diéu tra tin cong mang vao Hé thdng
SingHealth ctia Singapore (viét tit 14 COI, duoc thanh 1ap vao thang 7/2018) da
cong bd mot Béo cao cho thiy bén canh céc diém yéu an toan thong tin ctia hé
thdng thi nhan thirc vé bao dam an toan thong tin ctia nhan sy ciing 1a mot trong
nhiing nguyén nhan chii yéu dan t6i viéc vi pham dir licu.


https://ti.khonggianmang.vn/

COI cho biét ddi tugng tan cong lan dau tién hanh thir xAm nhap hé thong
mang cua SingHealth vao thang 8/2017. Pén Thang 12/2017 thi dit liéu trén hé
thdng bi vi pham kéo dai dén thang 6/2018. Cudc tin cong mang lan dau tién bi
quan tri vién CNTT cua [HiS cha y 1a khi phat hién c6 dang nhdp trai phép
khong thanh cong vao co s¢ dit li¢u cuia Trinh quan 1y 1dm sang (SCM), tuy
nhién quan tri vién da khong tiép tuc theo ddi, giam sat hoat dong dang ngd vi
cho rﬁng nd luc xam nhap cua dbi tuong da that bai va khong thuc hién nira.
Diéu nay cho thdy, nhan sy chinh c6 vai tro trong viéc phan tmg va bao céo vé
dau hiéu tin cong mang di khong hanh dong kip thoi, phu hop theo dung chinh
sach bao dam an toan thong tin cua SingHealth va da bo 15 co hoi dé ngan chin
tan cong di sau hon, cu thé 1a sy vu vi pham dir liéu.

COI d3 dua ra 16 khuyén nghi trong d6 7 khuyén nghi uu tién dé cai thién
ké hoach, phan tng d6i véi tan cong mang va dé xuat ap dung cho ca viéc bao
vé co s& dit liéu cd nhan khac cta chinh phu .

1.2. SpashData (m6t doanh nghiép phin mém chuyén phat trién trinh quan
1y mat khau) cho biét, rat nhiéu nguoi dung hién nay van dang c6 thoi quen dit
mat khau kha dé dodn, bat chip nhitng canh bao, khuyén nghi vé nguy co mat an
toan thong tin. Nhitng mat khau nay ludn ding du trong co so dit liéu cua cac
cong cu tin cong do tim mat khau.

Trong mdt nghién ctru véi dir liéu cua khoang 5 triéu mat khau bi 19, lot
tir nhitng vu vi pham dit liéu trong thoi gian gan ddy, SplashData da cong bd
mot danh sadch nhitng mat khau kém an toan nhat nam 2018, theo d6 10% mat
khau (trong 5 tri€u mat khau bi 10 lot) da sir dung it nhat mot trong sb 25 mat
khau phd bién sau:

TT Mat khau TT Mait khau
1 | 123456 13 | welcome
2 | password 14 | 666666
3 1123456789 15 |abcl23
4 |12345678 16 | football
5 12345 17 123123
6 |[111111 18 | monkey
7 | 1234567 19 |654321
8 | sunshine 20 | !@#3%"&amp;*
9 |qwerty 21 | charlie
10 |iloveyou 22 | aal23456 w
11 | princess 23 | donald
12 | admin 24 | passwordl
25 | gqwertyl23




1.3. Chuyén gia cta FireEye da phat hién mot chién dich tin cong tén
mién DNS Hijacking vao nhiéu t6 chirc & khu vuc Trung Pong, Bic My va
Chau Au. Cac to chirc bi anh huong gom co quan chinh phii, nha cung cap dich
vu vién thong, ha ting Internet va to chtrc thuong mai. Pay 1a chién dich tin
cong voi quy mé 16n chua ting thiy trude day.

FireEye da theo ddi hoat dong ndy trong nhiéu thang, xiy dung biéu do dé
phan tich hoat dong, k¥ thuat va quy trinh trién khai cua dbi tuong tin cong,
dong thoi ciing da 1am viéc vdi nhitng to chirc nan nhan bj tan cong, co quan an
ninh va co quan chinh phi ¢ cac khu vuc dé giam thiéu tic dong va ngan chin
tan cong tiép theo.

Chién dich tdn cong nay c6 thé sir dung k¥ thudt tin coéng truyén thong,
trong phan tich cua FireEye, dé chap it nhat dén 3 cach thyc hién dé thay d6i ban
ghi DNS:

- K§ thuat 1: Thay dbi ban ghi A. Pbi tuong tin cong thay ddi thong tin
ban ghi A trén hé théng quan 1y tén mién ctia nha cung cip dich vu va tao ching
chi Let's Encrypt certificate (chtng chi do Let’s Encrypt cung cdp mién phi, cac
tén mién st dung ching chi nay khong bi hién thi canh bao trén trinh duyét nhu
ching chi tu tao ra) cho tén mién muc tiéu dé xac thuc.
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- K§ thuat 2: Thay d6i ban ghi NS. Déi tuong tan cong co thé thay d6i ban
ghi NS dén dia chi IP cua may chi DNS gia mao, viéc thay doi c6 thé thuc hién
thong qua hé thong ctia nha dang ky tén mién hodc ccTLD (nha quan 1y tén mién
cap qubc gia). Sau d6 cap nhat ban ghi A véi tén mién muc tiéu thong qua may
chu DNS gia mao, va tao chimg chi Let's Encrypt certificate cho tén mién muc
tieu.
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- K§ thuat 3: DNS Redirector. Két hop ca 2 k¥ thuat trén.
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Theo FireEye, day 1a chién dich tin cong v6i quy mé 1on chua tirng thiy
trude ddy; doi tuong tin cong sé tiép tuc thuc hién ¢ nhirng khu vyc va qubc gia
khac. Pic biét khi duge két hop voi nhitng hinh thirc tin cong khac s& giy ra
thiét hai kho c6 thé luong trude duge. Do vay co quan t6 chirc c6 may chit DN,
nha quan 1y tén mién, to chirc cung cap dich vu can phai siét chat hon céc bién
phap dé giam thiéu cac va sém phat hién tin cong c6 thé xay ra.

2. Tinh hinh tin cong gay nguy hai trén céac trang web tai Viét Nam

Qua theo ddi, trich xuét thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhén thiy trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhiing trang web st dung dich vu may chii nudc ngoai) bi tan céng,
loi dung dé thuc hién cac hanh vi gdy mat an toan thong tin nhu: phét tan thu
rac; tan cong tir chéi dich vy; cai dat va phat tan cac loai ma doc (gan day nhat 1a
cai dat va phat tan ma doc dé dao tién 40); luu trir cac mi khai thac diém yéu 15
hong mot céch tu dong (nhu 16 hong trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung sir dung .v.v...).



Trong tuan, Cuc ATTT ghi nhan c6 it nhat 54 duong dan (URL) trén cac
trang web tai Viét Nam bi tin céng, loi dung dé thuc hién cac hanh vi gay mat
an toan théng tin. Trong do, théng k&, phan loai cac duong dan nay theo loai
rng dung may chu web ( IIS, Apache ...) va nha cung cap cu thé nhu sau:

Théng ké s6 luong URL bi tin c6ng theo tmg dung may chu web

Microsoft-11S

Apache

Théng ké s6 lwong URL theo tén mién
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3. Tinh hinh tan cong lira dio (Phishing) trong tuan
3.1. Qua thu thap, theo ddi, trich xuat tir hé thong k¥ thuat, Cyc ATTT
con ghi nhan co it nhat 22 trang web dat tai Viét Nam bi 191 dung dé thuc hién

tAn cong Phishing trong tuan.

Thong ké s6 luong céc trang web phishing trong tuin
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3.2. Trén thé giéi c6 nhiéu cac trang web gia mao céac td chirc, doanh
nghiép, nha cung cép, dich vy lon nhu: Cac mang xa hdi, ngan hang, thu di¢n

tr..v.v...

Top 10 nha cung cép, dich vu bi giad mao nhiéu nhat trong tuan
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Viét Nam c6 nhiéu nguoi dung cac dich vy, tng dung nudc ngoai (ca
mién phi va c6 phi) nhu cac mang xa hoi, Dropbox, Paypal ..v.v... vi vy nguoi



dung can phai hét sic canh gidc v6i nhirng trang web gida mao dé an trom tai
khoan.

4. L$ hong/diém yéu an toan théng tin trong tuan

4.1. Trong tuan, cac to chirc qudc té da cong bd va cap nhat it nhat 399 15
hong, trong d6 co it nhat 32 156 hong cho phép chén va thyc thi ma 1énh, 10 15
hong da c6 ma khai thac.

4.2. Hé thong k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén
khong gian mang Viét Nam, danh gia, théng ké cho thiy c6 08 nhom 16 hong
trén cac san pham, dich vu CNTT pho bién, c6 thé giy anh hudng 16n dén ngudi
ding ¢ Viét Nam, nhu: Nhom 48 16 hong trén mot sd san pham, tng dung cia
Microsoft; Nhom 53 16 hong trén mot s6 san pham, tng dung Apple ..V.V.

4.3. Chi tiét vé thong tin mot sd 10 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

STT|Sanpham/| L s quoc té M4 ti ngin Ghi chu
dich vu
Nhém 48 16 hong trén mot
s6 san pham, ang dung cua
Microsoft (Edge, Internet
Explorer ASP.NET, Office,
CVE-2019-0565 gﬁ;gg”ge' VisuaIShargm?;' Pa c6
1 | Microsoft |SVE-2019-0586 i iows kernel ) cho phé|c; thong tin
CVE-2019-0539 % Lo A .| X&4c nhan
doi tugng tan cong thuc hién va ban v

nhiéu hinh thac tin céng
khac nhau: tin céng tir chéi
dich vu, thu thap thdng tin,
XSS, chen va thuc thi ma
lénh, tin cong leo thang.

Nhém 07 156 hong trén mot
so san pham, ng dung cua
IBM (IBM API Connect,
CVE-2018-1859 IBM i Acce_ss for V\_/mdows, Dzi co
Jazz Reporting Service, IBM|thdng tin
CVE-2018-1932 oz ~
2 IBM Spectrum Scale) cho phép|xac nhan
CVE-2018-1888 X L oA N
doi tugng tan cong thyuc hi¢n|va ban va
""" khai théc 16i XSS, thu thap
thong tin, tan cbng leo
thang, chen va thuc thi ma
Iénh thong qua DLL doc hai.

CVE-2018-4043 Nhém 53 16 hong trén mot|ba cd

3 | Aple |ovyE 0172411 [sé san pham, dng dunglthong tin




CVE-2018-4257

Apple (Clean My Mac X,
I0S, macOS High Sierra,
tvOS, iTunes, iCloud,
watchOS, Safari, SwiftNI1O)
cho phép dbi tuong tin cong
thuc hién: thu thap thong tin,
khai thac 10i tran bo dém va
tan cdng leo thang

Xac nhan
va ban va
Mot sb 15
hong da
co ma
khai thac

CVE-2018-0634

Nhém 17 16 hong trong dong
Camera Aterm HC100RC

CVE-2018-0640 |cila NEC cho phép dbi tugng t?%ng tclﬁ
Aterm  |CVE-2018-0637 tan cong chen va thuc thi|_, ~
. T VR xac nhan
Ienh cua hé dicu hanh qua va ban v
nhiéu thanh phan khac nhau,
khai thac 16i tran bo dém.
Nhom 17 16 hong trén mot
s6 san pham, ung dung cua
Cisco cho phép ddi tuong
CVE-2018-15464 |'21 €0NQ thuc hién tan cong| D3 c6
ter choi dich vy, thu thap| thong tin
Cisco |CVE-2018-15453 thdng tin nhay cam, xem| xac nhan
CVE-2018-0461 o o \ NP
thdng tin xac thuc & dang|va ban va
khong ma hoa, tan céng
XSS, mét s6 16i cho phép
chen va thuc thi doan ma
doc hai.
Nhém 02 156 hong trén mot
so dong san pham cua D-|Chua c¢6
D-link gﬁ:ggig:ggg;i Link cho phép doi tuong tan|thong tin
cong thuc hién vuwojt qualxac nhan
co ché xac thyc dé thyc thijva ban va
Iénh doc hai.
Nhom 84 16 hong trén trinh
duyét Chrome cho phép doi
CVE-2018-20070 |twong tan cdng thyuc hién thu/pa  ¢o
Google - |CVE-2018-6167 thap thong tin nhay cam, vi|thdng tin
Chrome |CVE-2017-15428 |pham chinh sach cung|xac nhan
ngudn, khai thac I8i tran bo |va ban va
dém, chen va thyc thi ma
Iénh tay y.
CVE-2018-5412 Nhoém 03 156 hong trén mot| Chua cd
Imperva |CVE-2018-5413  |s6 san pham cua Imperva| théng tin
CVE-2018-5403 (Imperva SecureSphere, | Xac nhan




Imperva SecureSphere | va ban va
gateway) cho phép thuc hién|Pa c6 ma
tan cdng leo thang (théng|khai thac
qua viéc thém khéa xac thuc
SSH), chén va thyc thi ma
Iénh

5. Hoat dong mot sé6 mang botnet, APT, mi doc tai Viét Nam

5.1. Mang botnet Andromeda

Botnet Andromeda, con dugc goi 1a Win32/Gamarue da bat dau xuat hién
va lay nhiém vao cac may tinh tir nim 2011. Déi twong chinh ctia cudc tan cong
ma ddc nay la cdc doanh nghiép st dung thé thanh toan.

Muc dich chinh ctia Andromeda botnet 1a dé phat tan cac dong mi doc
khac nham phuc vu cac cude tan cong phﬁn mém ddc hai toan cau. Mang botnet
Andromeda bao gém va co lién quan dén it nhat 80 ho phﬁn mém ddc hai, trong
do chu yéu la ho ma doc Point of Sale (POS), vi du nhu GamaPOS. Trong sau
thang cudi nam 2017, n6 da bi phat hién lay nhiém khoang hon 1 triéu may tinh
moi thang.

Ma ddc Andromeda cé cac chirc nang chinh nhu: Keylogging; Rootkit;
Truy cap tir xa an; Thu thap théng tin dang nhap tir trinh duyét.

Céc t6 chirc qudc té cling dd hop tac voi nhau dé ngin chin cac may chu
va khoang 1500 tén mién doc hai duoc sir dung dé phat tan va kiém soat mang
botnet nay.

Tai Viét Nam, s6 luong may tinh nam trong mang botnet Andromeda van
con rat nhiéu trong tudn ma Cuc An toan thong tin dang theo doi.

Thong ké s6 luong IP nam trong mang botnet Andromeda
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5.2. Danh sach IP/tén mién may chu diéu khién ciia mang botnet Andromeda

TT Tén mién/IP
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. Danh sach IP/tén mién ddc hai c6 nhiéu két ndi tir Viét Nam
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6. Khuyén nghi ddi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé théng mang ciia cic co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:

- Nhim tranh viéc bi cac dbi tuong tan coéng loi dung céc trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu di néu trong muc 2, Cac co
quan to chtic can phai thuong xuyén kiém tra, ra soat may chit web dé kip thoi
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phat hién va cap nhét cac diém yéu, 10 hong trén cac may chu web thudc co
quan, t6 chirc minh

- Ngudi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ing dung, dich vu phé
bién nhu da néu trong muc 3.2 bao céo nay.

- Theo ddi va cap nhét ban vé cho cac 16 hong, dic biét 1a 16 hong néu tai
muc 4.3 bao cdo nay.

- Chu dong kiém tra, ra soat, boc gd ma ddc ra khdi hé théng mang. Cuc
An toan san sang phdi hop véi cac co quan to chuc tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don Vvi. Pé xac minh céc may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xu 1y céac thiét bi trong toan bo h¢ théng mang néu co6 dau
hiéu két ndi dén cac tén mién doc hai Cuc An toan thong tin da chia sé, dac bi¢t
13 cac tén mién da néu trong muc 5.2 va muc 5.3 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhan: q KT. CUC TRUONG
- B§ truong va cac Thtr trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach vé CNTT cac b, nganh;

- S6 TT&TT céc tinh, thanh phd truc thude TW;

- Cuc KSTTHC, Van phong Chinh phu;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung vong Pang;
- Trung tdim CNTT, Vin phong Quédc Hoi; (email)
- Trung tdm CNTT, Van phong Chu tich nudc;
- Cac Tap doan kinh té; Tong cong ty nha nudc;
T6 chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bo;

- Lanh dao Cuc;

- Luu: VT, NCSC.

Nguyén Huy Diing
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PHU LUC

Hé thong phén tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tan cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé thong tin truc tiép vé dau hiéu, nguy co va cudc tan
cdbng mang dang xay ra trén hé théng clia cac co quan, don vi. Muc tiéu ctia hé théng

nham tang cuong viéc két noi chia sé thong tin gitra cac co quan, don vi, té chirc.

DPIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vi sé dugc chia sé cac thong tin theo thaoi gian
thurc vé: cac dau hiéu, hinh thirc tdn cdng mang trén hé théng théng tin cia minh dugc
Cuc An toan thong tin téng hgp, phan tich va x{ ly tir nhiéu t6 chirc trén thé gidi.

®

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha Noi
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THONG TIN CAP NHAT

Hé thong lién tuc cap nhat va chia
sé cac théng tin vé nguy co tan cdng
mang d6i véi Viét Nam.

<

DU LIEU PA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THI

Hé thdng canh bao sém cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té churc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

'HOAT DONG CUA CHUNG TOI

al

Canh bdo sém ATTT Giam sat ATTT

Panh gia ATTT

Xir ly tan céng mang

Hb trg cac to chirc canh bao sém Thuc hién cung cap dich vu giam

cac nguy co tan cong mang. sat ATTT tir xa va tong thé.

ORGANIZATION

Danh cho T6 chuc

GOVERMENT

Danh cho cd quan Chinh phu

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

e Danh sach website Itra dao.

e Thong tin ATTT cap nhat.

e Bao cdo téng hop hang tuan.

e Day du théng tin cla tai khoan
Organization.

e Cap nhat diém yéu, 16 héng nguy
hiém va phé bién doi vai Viét Nam.
e Giam sat tinh trang Up/Down
clia hé thong.

o Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bdo céc tan céng mang vao
hé théng cong khai cta té chirc.

e Canh béo cac két ndi bat
thuong, dang ngo tir hé théng clia
té chirc.

e Canh bao tirc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

Ung dung, Ha tang, Kién tric...

Cung cap dich vu danh gia ATTT t&r  Ho tro' x(r ly tdn cong mang cuc bo

va trén dién rong cho cac té chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Day du théng tin cla tai khoan
Goverment.

e Danh sach domain doc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash str dung tan
cong cé cha dich APT vao Viét
Nam.

e Cap nhat cac thong tin cd lién
quan dén té chirc, website gid mao
té chirc...néu co.

e Cap nhat cac tin tlc, phan tich
ky thudt méi nhat vé tan cong co
cht dich APT.

e Danh gia cac diém yéu, 16 hdng
bao mat dinh ky déi véi cac hé
théng cong khai (IP va Domain)
cla to churc.

e Canh bao tirc thi qua SMS.

o H6 tro ky thuat qua Email.

e Ho6 tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 24
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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