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- Bado cao thuong nién I0OCTA cua Europol.

- Hiéu qua trong viéc va 16i cho hé diéu hanh
va ung dung.

- Nhém APT41 tin cong vao hé thong cai dat

phan mém TeamViewer

Diém yéu lo hong

Nguy co tin cong tir cdc diém yéu 16 hong
vao hé thong, phan mém.

a7
Ty o%
ORITY OF WF Théng ké
\ : T hong ké nguy co tan cong m(mg.A "
ey
/
nghi doi voi céc co quan,
4 ]’- " V. .
i —

RSG

Bao cao tai lieu chuyén nganh..
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Tin Tuc Diém yéu 16 hong Thong ké Khuyén nghi

Bao cao thuwong nién IOCTA
nam 2019 cua Europol

Theo bao cio IOCTA thuong nién nim - STOP (djvu): 56.00%
2019 ctia Europol, ma doc ma hoa dit liéu tong )
tién (Ransomware) van 13 mdi de doa hang - Dharma (.cezar family): 12.00%
ddu. Theo bdao cé(3, chién t,huét cﬁ? - Phobos: 8.90%
Ransomware da thay doi, tir cach tiép can pho
rong chuyén sang nham muc tiéu tap trung hon - Globelmposter 2.0: 6.50%
vao cac doi tuong cd kha nang tra tién chudc
cao hon so v&i nguoi dung binh thuong. - REvil / Sodinokibi: 4.50%

Theo mdt thong ké dya trén dir li¢u tu - GandCrab v4.0 / v5.0: 3.60%

hon 230.000 lan théng tin ngudi ding cung

cdp, trong khoang thoi gian ti ngly - Magniber: 3.30%
01/04/2019 dén ngay 30/9/2019 cho thdy TOP
10 dong ma doc Ransomware phd bién nhat - Scarab: 2.00%

hién nay va danh sach 10 qudc gia bi 1y nhiém

nhiéu nhét nhu sau. - Rapid: 1.80%

- Troldesh / Shade: 1.40%

Spain

Indonesia

wy :

Source:

https://blog.malwarebytes.com/awareness/2

019/10/europol-ransomware-remains-top-

threat-in-iocta-report/



https://blog.malwarebytes.com/awareness/2019/10/europol-ransomware-remains-top-threat-in-iocta-report/
https://blog.malwarebytes.com/awareness/2019/10/europol-ransomware-remains-top-threat-in-iocta-report/
https://blog.malwarebytes.com/awareness/2019/10/europol-ransomware-remains-top-threat-in-iocta-report/

Tin Tuc Diém yéu lo hong

Higu qud trong viéc va 16i cho
hé diéu hanh va i#ng dung

Thong ké Khuyén nghi

Maidc du co6 su thura nhan rong rai
rang viéc vé 1i cho cac hé diéu hanh, cac
tmg dung 13 rat hiéu qua trong viéc giam
thiéu rii ro, tuy nhién viéc va 18i thuong ton
nhiéu tai nguyén va hanh dong va 18i c¢6 thé
lam giam tinh kha dung cta hé théng, dich
vu. N lyc day nhanh viéc phan phdi ban
vé, chang han nhu khong kiém tra ban va
trude khi trién khai, co thé vo tinh pha v
chirc nang hé thong va 1am gian doan hoat
dong. Mat khéc, sy cham tré trong viéc
trién khai ban va tao ra mot ctra s6 co hoi
16n hon cho d6i twong tan cong.

Microsoft va Vién Tiéu chuin va
Cong nghé qudc gia Hoa Ky (NIST) dang
hop tac dé phat trién mot huéng dan mai
gitip quan 1y cac ban va diém yéu, 16 hong.
Duy an c6 tén 1a "Patching the Enterprise" s€
tap trung vao viéc xdy dung céac kién tric
va quy trinh tham khao quan Iy ban va diém
yéu, 16 hong chung cho doanh nghiép.

Source:

https://www.nccoe.nist.gov/projects/buildin

o-blocks/patching-enterprise

Cac két qua du kién s& duoc chia sé trong
huéng dan thuc hanh 4n pham dic biét 1800 cua
NIST (NIST Special Publication 1800) sau khi
cac nha cung cap co lién quan x&c nhan cac
huéng dan trién khai trong phong thi nghiém
NCCoE (National Cybersecurity Center of
Excellence). Dy an nay hién dang tim kiém céc
nha cung cip cdng nghé dé tham gia cung phat
trién giai phap.



https://www.nccoe.nist.gov/projects/building-blocks/patching-enterprise
https://www.nccoe.nist.gov/projects/building-blocks/patching-enterprise

Khuyén nghi

Tin Tirc Diém yéu 16 hong Thong ké

Nhém APT41 tén cong vao nhiéu hé

théng ¢é cai dat phan mém

TeamViewer

Phin mém diéu khién tr xa
TeamViewer dé bi hack tir nhiéu nam trude
va mot sb may tinh ngudi ding da bi toi
pham mang kiém soat dé danh cap dir liéu.
Gan day, FireEye di tiét 10 rang
TeamViewer da bi tin cong, td1 pham mang
c6 thé dicu khién tat ca cic may tinh dang
cai dat phan mém Teamviewer.

APT41 1a mot nhom tan cong APT co
ngudn gbc tir Trung Qubc. Nhom nay cé
muc tiéu tin cong 1a céc to chuc trong linh
vuc kinh té, cong nghé cao, vién thong.
APT41 d3 tan cong cac t6 chirc trén 14 qubc
gia trong khoang 7 nim bao gdm: France,
India, Italy, Japan, Myanmar, the
Netherlands, Singapore, South Korea, South
Africa, Switzerland, Thailand, Turkey, the
United Kingdom, the United States.

Gan hoi

FireEyeSummit, da c6 bdo cdo cong bd va

day, trong nghi
x4c nhén vé chién dich tin cong cua APT41
thong qua TeamViewer, chién dich tin cong
nay da dugc phat hién tir nam 2016 cho phép
truy cép va kiém soat tit ca cac may tinh, hé
thong c6 cai dat TeamViewer. Ngoai ra
APT41 con loi dung cac may tinh nay dé tim
kiém thém nhiéu nan nhan.

Source:

https://content.fireeye.com/apt-41/rpt-apt4 1

Hién nay, theo s liéu trén trang chu
cua TeamViewer c6 hon 400 nghin nguoi cai
dit TeamViewer mdi ngdy va trong clng 1
thoi gian ngudi ta thong ké duoc gan 45 tricu
ngudi dang sir dung phan mém.

O Viét Nam c6 rat nhiéu nguoi dung,
tham chi 1a can bo k¥ thuat tai cac don vi
thuc hién cai dat Teamviewer c6 cac may
tinh dé thuén tién cho cong vigce, diéu nay
ddng nghia véi viéc hoan toan cé thé da bi
nhoém nay tan cong. Do vay cac co quan td
chirc can phai siét chat cac quy ché, chinh
sach trong viéc sir dung cac san pham dé hd
trg khi l[am viéc tur xa, dac biét 1a cdc may
chu, may tinh c6 dit li¢u quan trong.
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https://content.fireeye.com/apt-41/rpt-apt41

Tin Twc

Diém yéu lo hong

Nguy co tdn cdng mang tie diém

yéu 16 hong

Trong tudn, cac t6 chirc qudc té da cong
bd va cap nhat it nhat 497 15 hong, trong d6 co
51 16 hong mirc cao, 206 15 hong muc trung
binh, 44 16 hong mirc thap va 196 16 hong chua
danh gia.

Hé théng k¥ thuat ctia Cuc ATTT chu
dong ra quét trén khong gian mang Viét Nam,
danh gia, théng ké cho thay ¢ 06 16 hong/nhém
16 héng trén cac san phém, dich vu CNTT phé
bién, c6 thé gay anh huong 16n dén nguoi ding
& Viét Nam, nhu: Nhom 08 16 héng trén
Android, nhém 10 15 hong trén hé diéu hanh
Linux, nhém 08 156 hong trén thiét bi D-Link,
Nhom 136 16 hong trén Oracle. .. Thong tin chi
tiét vé mot s6 16 héng trén cac san phém/dich vu
phé bién tai Viét Nam cu thé nhu sau:

Thong ké

L

Khuyén nghi

—

Mgt sé 16 hang trén cac san pham/dich vu phé
bién tgi Vit Nam:

- Android: CVE-2019-2186, CVE-2019-2185. v.v..

- Linux: CVE-2019-17351, CVE-2019-17133 .v.v...

- D-Link: CVE-2019-17508, CVE-2019-17506,vv...

- Cisco: CVE-2019-15259, CVE-2019-12707 v.v..

- Wordpress: CVE-2019-17386

- Oracle: CVE-2019-2937, CVE-2019-2971 v.v..




Tin Twc

Diém yéu lo hong

Théng tin diém yéu 16 hong

Thong ké Khuyén nghi

STT Si‘jr.‘ pham/= 1\ 15 15i quéc té Mo ta ngan Ghi chu
ich vu
CVE-2019-2186 Nhém 08 15 hong trén mot s6 thanh phén cia hé
CVE-2019-2185 diéu hanh Android cho phép ddi tugng tan cong Dﬁ C(:) thong
1 Android chén va thyc thi ma Iénh tir xa ma khdng can quyén | tin xac nhan
CVE-2019-2184 thuc thi, thu thap thong tin (user va mat khau nguoi | va ban va
dung).
CVE-2019-17351 . o ) o
CVE-2019-17133 | Nhom 1016 hong trén hé dicu hanh Linux cho phép | Da c6 thong
2 Linux doi tugng tan cdng thuc hién tan céng tir choi dich | tin xac nhan
CVE-2019-17075 | va ban va
Nhom 08 16 hong trén mot sé san pham cua D-Link Mot 6 13
} _ (DAP-1320 A2-V1.21, DIR-412 Al-1.14WW, 2 ax o
CVE-2019-17508 , héng da c6
3 D-Link CVE-2010-17508 DIR-866L 1.03B04, DIR-816 A1 1.06...) cho phép thong tin xAc
) ) doi tugng tan cong khai thac 16i XSS, thu thap thong nhan VA ban
CVE-2017-14948 | tin vé hé thong mang, danh cap thdng tin xac thuc, VA
chen va thuc tr)i ma Iénh tur dp kiém spét thiét bi
Nhom 41 16 hong trén mot s6 san pham, ting dung
CVE-2019-15259 | cua Cisco_(Airongt_Access Poin_ts, _Catalyst 9100 o
_ CVE-2019-15256 Apcess Points, Unified Communications Ma’nageA’rZ E_)a co thor}g
4 Cisco Firepower Management Center...) cho phép doi tin xac nhan
CVE-2019-12707 tuong tan cong thuc hién nhicu hinh thuc tan cong | va ban va
khac nhau gom thu thap thoéng tin, thuc thi ma Iénh
tur xa.
Nhom 25 16 hong trén mot s6 thanh phan, phiénban | Mot 56 16
CVE-2019-17386 | cua WordPress cho phép doi twong tan cong thu | hong D& c6
5 WordPress | CVE-2019-17672 | thap thong tin ngudi dung trén hé thong | thdng tin xac
CVE-2015-9490 (u§er_~l_og|n, user_pass, user_email values), khai | nhan v,a ban
thac 101 XSS, SSRF, va
Nhom 136 15 hong trén mot s6 san pham caa Oracle
(Oracle  Outside In  Technology, Oracle D3 ¢6 thén
CVE-2019-2937 Jdeveloper&ADF, Database Server, E-Business | .. 8
6 Oracle tin xac nhan
CVE-2019-2971 Suite...) cho phép dbi tugng tan cong truy cap trai va ban Vi
CVE-2019-2901 phép vao tng dung trén h¢ thdng, tan cong tir chdi
dich vu, stra ddi trai phép dit liéu,



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2186
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2185
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2184
https://www.cvedetails.com/cve/CVE-2019-17351/
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-17508
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-17506
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2017-14948
https://www.cvedetails.com/cve/CVE-2019-15259/
https://www.cvedetails.com/cve/CVE-2019-17386/
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-17672
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2015-9490
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2937
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2971
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-2901

Tin Tuc Diém yéu lo hong

Thong tin chi tiét 16 héng, diém yéu
luu y

CVE-2019-15260

Ngay 16/10, cac to chtc dd cong b 16 hong
trén cac thiét bi truy cap tir xa (AP) cua Cisco
(Aironet), cho phép ké tin cong khong dugc xéac
thuc va c6 quyén truy cdp trai phép vao thiét bi véi
c4c quyén nang cao. L) hong c6 ma 1a CVE-2019-
15260 voi thang diém nghiém trong CVSS v3.1 1a
9.8.

Theo nha nghién ctru cua Fortinet, 16 hong
anh huong dén cic dong san pham Aironet nhur
phién ban: 1540, 1560, 1800, 2800, 3800 va 4800.

San pham nay con t6n tai 2 16 hong tir chdi
dich vu nghiém trong khac ntra la: CVE-2019-
15264 va CVE-2019-15261 nén nguoi sir dung va
cac nha quan trj can hét sirc luu ¥ v6i cac dong thiét
bi nay.

Source:

https://nvd.nist.gov/vuln/detail/CVE-2019-
15260
https://www.zdnet.com/article/security-
researcher-publishes-proof-of-concept-
code-for-recent-android-zero-day/

Thong ké

Khuyén nghi

CVE-2019-2215

Mot nha nghién ctu bdo mat Hoa Ky da
cong bd mi bang chimg khai thac mot 16 hong zero-
day trén hé diéu hanh Android duoc tiét 10 gan day.

Ld hong dugc dit tén 1a QulckROOt xac
dinh véi ma 161 CVE-2019-2215 véi thang diém
cao CVSS v3.0 la 7,8. Khi khai thac, chung cho
phép ké tin cong co thé bo qua kiém soat truy cap
(DAC - Discretionary Access Control) va c6 thé vo
hi€u hoa céc tinh nang tdng cudong bdo mat nhu:
SELinux (Mot dang tudng lira ctia Linux), ché do
tinh toan kha nang an toan (Secure Computing
Mode) va kiém soat truy cap bat budc (Mandatory
Access Control).

Google da thong bao 16 hong s& anh huong
dén mot dong san pham nhu sau: Pixel 2 with
Android 9 and Android 10 preview, Huawei P20,
Xiaomi Redmi 5A, Xiaomi Redmi Note 5Xiaomi
A1, Oppo A3, Moto Z3, Oreo LG phones, Samsung
S7, S8, S9.

Source:

https://nvd.nist.gov/vuln/detail/ CVE-2019-
2215
https://www.zdnet.com/article/security-
researcher-publishes-proof-of-concept-
code-for-recent-android-zero-day/



https://nvd.nist.gov/vuln/detail/CVE-2019-15260
https://nvd.nist.gov/vuln/detail/CVE-2019-15260
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://nvd.nist.gov/vuln/detail/CVE-2019-2215
https://nvd.nist.gov/vuln/detail/CVE-2019-2215
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
https://www.zdnet.com/article/security-researcher-publishes-proof-of-concept-code-for-recent-android-zero-day/
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Théng ké nguy co, cdc cudc
tan cong tai Viét Nam

Tén cong DRDoS

N . e o a Bidu do thong ké thiét bi theo cong dich vu phd bién
Tuan vira qua tai Vi¢t Nam, c6 rat nhicu

may chu, thiét bi c6 thé tro thanh ngudn phat tén " o .
thn cong DRDoS. Trong tuan c6 44,673 (giam so o
véi tuan trudce 1a 49,094) thict bi co6 kha nang bi 0
huy dong va tré thanh ngudn tin cong DRDoS. oo : ‘ E— :E’;
Céc thiét bj nay dang mé st dung cac dich vu 9 e /I
NTP (123), DNS (53), Chargen (19). Duéi day la Sin0AT MonOdl4 TueOdts WedOcl’s ThuOAt FIOA®  Sol0d™
biéu dd thdng ké thiét bi theo cong dich vu phd
bién trong tuan.
Théng ké tin cong :3;’ 3[2;1glézzlg théng tin dién tir Tén cong Web

S Trong tuan, c6 277 truong hop tin cong vao
trang/cong thong tin dién tir cia Viét Nam: 12 truong
hop tin cong thay doi giao dién, 91 truong hop tan

cong lira ddo (Phishing), 174 trudng hop tin cong cai

Lira dao (Phishing)

Thay d6i giao dién Cém ma df)C

Tén cong Phishing

Trén thé gidi c¢6 nhidu cac trang web gia Webmail Providers ol
mao cac td chtrc, doanh nghiép, nha cung cép, dich el B“m;
vu 16n nhu: Cac mang xa hdi, ngan hang, thu dién T
tr .v.v... Viét Nam c6 nhiéu nguoi dung cac dich Debyaidis
vy, tmg dung nudc ngodi (ca mién phi va cé phi) - P Apple Inc.
nhu cic mang xa hoi, Paypment, Apple, Paypal Bet365 :
..V.V... Vi vy nguoi dung can phai hét sirc canh giac AT - PayPal Inc.

Facebook, Inc

v6i nhiing trang web gid mao dé an trdm tai khoan.
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Théng ké nguy co, cdc cudc
tan cong tai Viét Nam

Trong tuan mang botnet Avalanche c6 3,973,346
luot dia chi IP két nbi véi may chi diéu khién giam manh
s0 Vi tuan 40 12 3.690.685.

nnnnnnnnn

Trong tuin mang botnet Conficker co
157,894 luot dia chi IP két nbi véi may chu diéu
) khién giam so v6i tuan 41 1a 155.084.

........

Trong tuan mang botnet Godzilla c6 150,528 luot
dia chi IP két ndi v6i may chu diéu khién giam so voi
tuan 41 12 259.188.

Trong tudn mang botnet Sality co 24,538
luot dia chi IP két ndi voi may chi diéu khién giam

\ - so v6i tudn 41 1a 28,659.

Danh sdch IP/tén mién djc hai cé nhiéu két néi tiv Vigt Nam

disorderstatus.ru hjb343e8.ru
differentia.ru rkphklelf.ru
atomictrivia.ru cp.hfuabngx.ru
rchmm2r9.ru morphed.ru
soplifan.ru somicrososoft.ru
xjpakmdcfuge.com evbvhzmb.info
xdgzpbcgrvkj.ru www.cityofangelsmagazine.com
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Thong ke

Khuyén nghi

r

Khuyén nghi déi véi cdc co

quan, don vi

HAN CHE TAN CONG TU
CHOI DICH VU

Doi véi nguy co bi loi dung dé
thye hién tan cong tir chdi dich vu néu
tai muc 3: Kiém tra cac dich vu st
dung giao thitc UDP, han ché téi da
viéc md cac céng dich vu st dung
giao thirc UDP. Trong trwedng hop st
dung phai thuong xuyén theo doi va
cap nhat ban va 16 hong bao mat cho
dich vu, dong thoi cau hinh cing hoa
dich vy, han ché toi da truy cap dén va
di lién quan dén dia chi/dai dia chi ko
can thiet.

PHONG TRANH TAN CONG
WEB
Kiém tra va xt Iy cac thiét bi
trong toan bo hé théng mang néu co
dau hiéu két ndi dén cac tén mién doc
hai Cuc ATTT da chia sé, dac biét la
cac tén mién d4 néu trong muc 5.2 bao
cao nay.

CYBER

URITY

CAP NHAT BAN VA LO HONG

Theo doi va cap nhat ban va

cho cac 10 hong, dic biét la 16 hong
néu tai muc 2 bao cao nay.

LUU Y KIEM TRA VAXU LY
CAC TEN MIEN DOC HAI
Nham trdnh viée bj cac doi
twong tan cong loi dung céc trang web
dé thyc hién cac hanh vi giy mat an
toan thong tin nhw da néu trong muc
4, cic co quan to chirc can phai
thwémg xuyén kiem tra, ra soat may
chu web dé kip thoi phat hién va cap
nhat.

CHU DONG KIEM TRA, RA
SOAT, BOC GG MA POC
Chu dong kiém tra, ra soat, boc
gd mi doc ra khoi hé théng mang.
Cuc ATTT sén sang phoi hop véi céc
co quan t& chire tién hanh kiém tra va
boc g& ma doc botnet trén hé thong
clia co quan don vi. Dé xac minh cac
may tinh bi nhiém ma doc botnet, Quy
don vi co thé lién hé véi Cuc ATTT
theo thong tin bén dwdi dé phéi hop
thue hién.

Thong tin lién hé:
Trung tdm Gidm sdt an toan khéng gian mang quoc gia

ﬂ S @ 024.3209.1616 - ais@mic.gov.vn
\Q Tang 16, so 115 Tran Duy Hung, qudn Cau Giay, Tp. Ha Ngi



Tin Tuc Diém yéu 16 hong Thong ké Khuyén nghi

RS'G — Bao cao, tai liéu
chuyén nghanh

(1) Bao cao hoat déng cia cac nhom tin tic Nga sau tan ¢éng bau cir Hoa Ky nam 2016 cua ESET

https://www.welivesecurity.com/wp-content/uploads/2019/10/ESET _Operation_Ghost Dukes.pdf

(2) Bao cao cua Kaspersky: Viét nam dimng thiz 6 nguon tdn cong 10T trén thé gisi

https://securelist.com/iot-a-malware-story/94451/

(3) B&o cao vé tgi pham mang 1a mét trong nhing thach thizc 16n nhat ma nhan logi sé phdi déi mdt trong
hai thap ky toi
https:// www.herjavecgroup.com/the-2019-official-annual-cybercrime-report/

(4) Bao cdo Panh gia Nguy co Toi pham (IOCTA) hang nam

https://www.thehaguesecuritydelta.com/media/com_hsd/report/261/document/iocta-2019.pdf

https://blog.malwarebytes.com/awareness/2019/10/europol-ransomware-remains-top-threat-in-iocta-
report/

(5) Thong ké 10 vy vi pham dé liéu 1én nhdt trong thdp ky qua (2010 - 2019).

https://www.businessinsider.com/biggest-hacks-2010s-facebook-equifax-adobe-marriott-2019-10

https://www.acg.osd.mil/cmmc/docs/cmme-draft-model-30aug19.pdf

(6) Thong ké 10 thach thizc I6n nhat an toan an ninh mgng cho thiét bj 10T

https://www.peerbits.com/blog/biggest-iot-security-challenges.html

(7) Théng ké 90% tat ca tan c&c cude tan cdng mang la do 181 hogc hanh vi ciia con nguroi

https://chiefexecutive.net/almost-90-cyber-attacks-caused-human-error-behavior/

(8) Thong ké cac qudc gia ditng dau trong bang xép hang “That bai” trong viéc bao vé quyén riéng tu

https://gz.com/india/1728927/indias-among-the-worlds-top-three-surveillance-states/

https://www.comparitech.com/blog/vpn-privacy/surveillance-states/

(9) S6 liéu béo cao Quy 2 - 3 vé tan cdong ma hod di liéu Ransomware

https://id-ransomware.malwarehunterteam.com/index.php?lang=en_US

https://blog.emsisoft.com/en/34335/ransomware-statistics-for-2019-g2-to-q3-report/
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