BO THONG TIN VA TRUYEN THONG ~ CQNG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Poc lip - Tw do - Hanh phiic

$6: ATHICATTT- TDQLGS Ha Nbi, ngéy 26 thang 5 nam 2017

V/v canh bdo mot s6 16 hong nghiém trong

trong mot s6 Chip Intel va mot s6
dong mdy tinh HP

Kinh gtri:
- Pon vi chuyén trach vé& CNTT cac B, co quan ngang B0,
A TOC)CO' quan thugc Chinh phu;

%HO - S& Théng tin va Truyén thong céc tinh, thanh phd truc

50 THONG TIN VA TRUYEN THONGhudc Trung wong;
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- C4c Tap doan kinh té; Tong cong ty nha nudce; T6 chire tai
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Ngay:. 2 /5 L,MH_%‘mh va ngan hang,
Chuyén:

Gan day, céc 16 hdng méi trén nhiéu nén ting hé diéu hanh ciing nhu phéin
mém diéu khién (firmware) tich hop sin trén cac may tinh, thiét bi ngay cang
dugc tin tic loi dung dé thuc hién céc cude tan cong nguy hidm.

Mbét sb 16 héng nghiém trong c6 kha nang anh huong rong téi cac hé
théng thong tin ciia nhiéu don vi nhu sau:

1. L6 hdng trong mét s6 dong may sir dung Chip Intel;

2. L hdng (keylogger) trong trinh diu khién am thanh cua mot sé dong
may HP.

(Chi tiét vé 16 hong c6 trong tai liéu kém theo).

Cuc An toan thong tin dé nghi céc co quan, to chirc thuce hién cic bién
phép bao dam an toan thong tin d6i véi ce don vi, ca nhan thude pham vi minh
quan ly nhur sau:

- Kiém tra, ra so4t va cdp nhat ban vé cta 15 hdng bao mat n6i trén cho
cac may tinh, thiét bi trong hé thdng c6 kha ning bi anh hudng;

- Ra soat va v céc 16 héng an toan thdng tin khac trong hé thong;

- Tang cudng, chi dong theo doi va c6 ké hoach, bién phap xir ly khi ¢6 10

hong mai dé phat hién, ngdn chan sdm céc nguy co tan cong mang.
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Khi trién khai céc noi dung néu trén, trong trudng hgp can thiét, Quy don
vi co thé lién hé véi Cuc An toan théng tin, DT: 0439436684, thu dién tir
bt _huyen@mic.gov.vn dé duoc phéi hop, ho trg.

Tran trong./.

Noi nhén: KT.CyC TRUONG
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- Cuc truong (dé ble);
- Luu: VT, TDQLGS.




CANH BAO LO HONG TRONG MOT SO DONG MAY SU DUNG
| CHIP INTEL
(Kém theo Céng viin s6 L3 /CATTT-TPQLGS ngay 26/5/2017)

1. Thong tin chung

- Mtrc dg: Nghiém trong

- M3 13i qudc té: CVE-2017-5689, INTEL-SA-00075

- Anh huéng: Cac dong may sir dung cong nghé Intel® Active Management
Technology (AMT), Intel® Standard Manageability (ISM) va Intel® Small
Business Technology (SBT) phién ban 6.x, 7.x, 8.x 9.x, 10.x, 11.0, 1.5, va
11.6.

Ngay 5 thang 5 ndm 2017, nhém céc chuyén gia bao mat Embedi da cong
b6 mét 16 hdng bao mét trong cac may tinh sir dung cong nghé Intel AMT cho
phép vuot qua co ché xac thue dé chiém quyén diéu khién hé thong. Puoc biét,
16 hong nay dd duoc nhém phat hién tir giita thang 3 nam 2017 trong qua trinh
kiém tra céc giao thirc va dich vu mang bén trong Intel ME firmware.

L6 hong nay nim bén trong thanh phdn x4c thuc ctia chire ning Intel
AMT Web (chirc niing cho phép quéan tri vién c6 thé quan ly cac PC, may tram
va may chu tir xa) dugc cai san trén Chip cla may tinh. Intel AMT/ISM ling
nghe trén mot s6 cong mic dinh 13 16992, 16993. Mot sb cdng lién quan khac
cling c6 thé duge sir dung gdm16994, 16995, 623, 664.

Khi khai thac thanh céng 18 hong nay, tin tic hoan toan c6 thé kiém soat
may tinh nguy hiém hon la kiém so4t & mirc do phan ctng, doc 1ap véi hé diéu
hanh, tin tic hoan toan c6 thé pha huy toan bo dir liéu hé thong, xo4 di, cai lai hé
diéu hanh....va thyuc hién bét ky hanh vi nguy hiém nao.

2. Khuyén nghi

Nhiam bio dam an toan théng tin va phong tranh viée tin tic loi dung 16
hong dé thuc hién nhimg cudc tAn cong mang nguy hiém, Cuc ATTT khuyén
nghi céc quan tri vién tai cac co quan, don vi nhanh chong kiém tra va cap nhit
ngay ban va tuong (rng cho cac may tinh bi anh hudng,

3. Mt s6 hwéng din kiém tra va cip nhat firmware.

bé kiém tra xem may tinh c6 bi anh hudng khong: cé thé sir dung mot trong cac
cach sau:



Kiém tra xem ¢6 m& cac cdng lién quan: sir dung cong cu quét cdng (nhu
nmap, netstat);

Sur dung cong cu do Intel phat hanh;

Kiém tra theo timg dong may tinh.

Kiém tra str dung Cong cu cua Intel:

Windows: https://downloadcenter.intel.com/download/26755
Linux (ubuntu):

https://downloadcenter.intel.com/download/26799/INTEL-SA-00075-Linux-

Detection-and-Mitigation-Tools?wapkw=intel-sa-00075

w |NTEL-SA-00075 Discovery Tool — X

Risk Assessment A

Based on the version of the ME, the System is Not Vulnerable.

If Vuinerable, contact your OEM for support and remediation of this system.
For more information, refer to CVE-2017-5689 at:

hitps /fnvd.nist govAuin/detail CVE-2017-5689 of the Intel security advisory
Intet-SA-00075 at: i 2

intelid=INTEL-SA-00075&languageid=enfr
INTEL-SA-00075 Discovery Tool GUI Version

Application Vereion: 1.0.1.8
Scan date: 08/05/2017 14.03:28

Host Computer Information

Name: DESKTOP-ITB8098
Manufacturer: FUJITSU
Model: ESPRIMO_D556

Processor Name: intel(R) Core(TM) i7-6700 CPU @ 3.40GHz
Windows Version: Microsoft Windows 10 Pro
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Kiém tra bang cong cu cta Intel trén Windows

- Kiém tra theo danh s4ch cac phién ban bi anh hudng cta timg hang,

HP Inc. - http://www8.hp.com/us/en/intelmanageabilityissue.html

HP Enterprise -
http://h22208.www2.hpe.com/eginfolib/securityalerts/CVE-2017-5689-
Intel/CVE-2017-5689.html

Lenovo - https://support.lenovo.com/us/en/product_security/LEN-14963
Fujitsu - http://www.fmworld.net/globalpc/intel firmware/

Dell Client -

http://en.community.dell.com/techcenter/extras/m/white_papers/2044391
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Dell EMC -

http://en.community.dell.com/techcenter/extras/m/white_papers/2044393
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Acer - https://us.answers.acer.com/app/answers/detail/a_id/47162
Asus - https://www.asus.com/News/uztEkib4zZFMHCn5r

Panasonic - http://pe-dl.panasonic.co.jp/itn/info/osinfo20170512.html
Toshiba - https://support.toshiba.com/sscontent?contentld=4015668
Inte] - NUC, Compute Stick and Desktop Boards

(Theo doi va cdp nhdt trén trang cua Intel tai dia chi: https://security-
center. intel.com/advisory.aspx?intelid=INTEL-SA-0007 5 &languageid=en-fi-

Dé cép nhat ban va:

- Khuyén nghi nén theo huéng din ctia timg dong may,

- Trong truong hop chua c6 thi 4p dung céc bién phéap theo huéng dan cua Intel
tai https://downloadcenter.intel.com/download/26754 (¢ mirc Hé diéu hanh va
muc mang.

4. Tham khao

https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075& languageid=en-1i
https://www.embedi.com/files/white-papers/Silent-Bob-is-Silent.pdf
https://newsroom.intel.com/news/important-security-information-intel-
manageability-firmware/




