BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIiA VIET NAM
CUC AN TOAN THONG TIN Déc 1ap - Tu do - Hanh phuc

S6: 29/CATTT-TTTV Ha Ngi, ngay 24 thang 01 nam 2018
Vv canh bao chién dich tan cong ltra dao
thdng qua cac chuong trinh khuyén mai,
giam gia, tang qua tri an cho khach hang

Kinh gtri:
- Bon vi chuyén trach vé CNTT cac b, co quan ngang bo,
co quan thudc Chinh phu;
- S& Thong tin va truyén thong céc tinh, thanh phd truc thudc
Trung vong;
- Cac Tap doan, Tong cong ty nha nudc; Cac Ngan hang
TMCP; Céc td chirc tai chinh.

Qua cong tac gidm sat va theo doi tinh hinh, Cyc An toan thong tin da
phat hién dang c6 nhiéu chién dich tdn cong lira dio nhim vao nguoi st dung
Internet Viét Nam, ddc bi€t la nhiing ngudi dung mang xa hoi Facebook. Nhiing
chién dich lra déo nay tao ra hang loat trang web gia mao cac mang xa hoi, céac
ngan hang, cac co so dich vu 16n, cac chuong trinh tring thuong dé thu thap
thdng tin c& nhan nguoi st dung, cac tai khoan mang xa hoi, cac tai khoan ngan
hang, thé tin dung .v.v...

Céac dbi tuong tAn cong loi dung thoi diém cudi nim, can tét Am Lich co
nhiéu chuong trinh khuyén mai, giam gia, ting qua tri 4n cho khach hang dong
thoi tim 1y va thoi quen mua sam voi vang cubi ndm lam cho nhiéu nguoi dung
mat canh giac.

Cuc An toan thdng tin di phat hién c6 it nhat 700 tén mién duoc st dung
dé phuc vu cho cac chién dich tan cong Itra dao noi trén (thdng tin chi tiét vé
chién dich tan cong va mot s tén mién phishing xin tham khao tai Phu luc kem
theo).

Nhim bao dam an toan thong tin va phong tranh nguy co bi tin cong lira
dao, Cuc An toan thong tin khuyén nghi:

- Nguoi dung can canh giac voi nhitng tin nhan vdi cac thong tin khuyén
mai, tring thuong, nhan thuong. Khéng click vao bét ctr lién két la nao duogc
nhan tur tin nhén trén facebook, ké ca tir cac tai khoan ban be va ngudi than va
cac kénh tuong ty nhu Zalo, Viber;



- Canh gidc v61 nhitng dia chi web la, goi moé vé viéc nhan thudng, trao
giai. Trong truong hop can thiét, xin vui 10ng lién hé v&i chi quan cua nhin hiéu
d6 dé xac minh;

- Cap nhat mat khau tai khoan facebook, sir dung cac mat khdu manh,
chua ting dugc str dung trude do, bat tinh nang xac thuc 2 budc do facebook
cung cap;

- Khong cung cap tai khoan mang xd hoi, tai khoan ngan hang, thong tin
ca nhan hay cac thong tin riéng khac trén bat ky trang web khong chinh thong
nao;

- Trong truong hop can thiét, xin vui long lién hé Cuc An toan thong tin,
sb dién thoai: 024.3943.6684, thu dién tu ais@mic.gov.vn hodc fanpage Trung
tim xi 1y tin coéng mang Internet Viét Nam theo duong dan
https://www.facebook.com/govSOC/ dé duoc hd tro kip thoi.

Tran trong./.

Noi nhgn: KT. CUC TRUONG
-Nhu trén; PHO CUC TRUONG
- Lanh dao B9 (d¢€ b/c); )
- Cuc trudng (dé b/c);
-Luu: VT, TTTV.

Nguyén Huy Diing


https://www.facebook.com/govSOC/

Phu luc

Chién dich tin cong lira dio thong qua cac chwong trinh khuyén mai, giam

gia, tang qua tri an cho khach hang
(Kem theo Cong van so 29/CATTT-TTTV ngay 24/01/2018)

Qua cong tac giam sat va theo doi tinh hinh, Cuc An toan thong phat hién

dang c6 nhiéu chién dich tan cong lra ddo nham vao ngudi st dung mang

Internet tai Vi¢t Nam, dac biét 1a nhiing ngudi dung mang xa hoi Facebook. Céc

chién dich Itra ddo nay tao ra hang loat trang web gida mao cac mang xa hoi, ngan

hang, nha cung cap dich vu 16n, cac chuong trinh trang thudng dé thu thap

thong tin c4 nhan, tai khodn mang xa hdi, tai khodn ngin hang, thé tin dung

V.V... cla nguoi sir dung.

Giai nhat gém Giai nhi gdm Giai ba gém
M6t phiéu qua tang tri gia 200.000.000VND (Tién Mot phiéu qua tang tri gia 70.000.000VND M6t phiéu qua tang tri gia 10.000.000 VND
Mat) M6t Honda Air Blade tri gia 40.000.000VND Mot Iphone 68 Plus tri gia 15.000.000 VND

M6t Honda SH 150i tri gia 97.000.000VND

SU KIEN TRI AN KHACH HANG NHAN DIP DON NAM MOl 2018

XIN CHUC MUNG LUQT QUAY CUA BAN DA MAY MAN TRUNG GIAI NHAT

CHUONG TRINH QUAY SO NGAU NHIEN °
Khach hang triing giai nhat véi ma sé code 1a

TN5279 )

& PHAN QUA QUY KHACH MAY MAN NHAN BUQC GOM &

; 7

Trisn khach hang G@ 1 Xe HonDa SH 1501

200.000.000 VN .~  1Phi€uQua Tang Tri Gia 200.000.000 VND
<"

1 Phi€u D8 Xang Mién Phi Ciia Petrolimex Tri Gia

faCEbOOk 5.000.000 VN

Mot s6 hinh énh sir dung trong chién dich tdn céng phishing

Cac doi tugng tan cong lo1 dung thoi diém cudi nam, thot gian can tét Am

lich ¢6 nhiéu chuong trinh khuyén mai, giam gia, ting qua tri n cho khach

hang; dong thoi tam 1y va thoi quen mua sam vQi vang cudi nam lam cho nhiéu

nguoi dung mat canh giac.



Vui Léng Cap Nhat Théng Tin Ddy Da Dé Nhan Thwéng!

Théng Tin Khéng C6 Vui Long Dién "Khéng C6"!

THONG TIN CUA QUY KHACH Vui Léng Nhidp Chinh Xac Théng Tin Ca Nhin Dé Hé So Hop
] La!
Vui long cdp nhat théng tin diy du dé nhan thudng ! ’

q 8]

®
Thé ATM ( Néu khéng c6 thi vui long bé tréng )
®
Sau khi dién ddy dd Thong Tin Vui Léng Dién Day Da Théng Tin,Théng Tin Khéng Cé Vui
Vui 16ng bdm vao nit " CAP NHAT HO SO’ ™ bén dwéi. Léng Dién :"Khéng C6"

CAP NH@T HO SO Cép nhat hl:) sor dip thu‘é'ng

Cdc trang web lira ddo yéu cau nguoi ding nhdp thong tin cd nhan, thé ATM va
mdt khau Facebook

Céc trang web lira dao dugc d6i tuong tan cong lan truyén va quang ba
dén nguoi dung thong qua nhiéu kénh khac nhau, trong d6 kénh duoc st dung
nhiéu nhat hién tai 1a Facebook Messenger. Dé gia ting su tin tudng cta ngudi
ding, cac thong tin lira déo khi lan truyén con dugc kém theo cac doan ma duge
quang cao 1a ma trang thudng.
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Facebook App Théng Béo
Xin Chac Mitng Taf Khoan
Messenger Cda chi [ pa
May M3n Trang Thudng Giai Nhat
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Nhan Pigc Trong Lugt Quay S&
Ngdu Nhién T Hé Théng Las
- 01 Xe May HONDA SH 1507 (Tri Gia
91.000,000VND)
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Vui Long Truy Cap Vao Websites
TraoGiaiNamMoi2018, Com (Viét
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Vui Long Gi& Kin Théng Tin Trang
Thudng Nham Tranh Nh@ng Tranh
Ch3p Khéng Pang Cé X3y Ra, Théng
Bao Chinh Th&c T Facebook App
Ngay 24/1/2018 , Mo} Thac Mac Xin
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Téin céng phishing lan truyén qua Facebook Messenger.

Cuc An toan thong tin da phat hién co it nhat 700 tén mién duoc st dung
dé phuc vu cho cac chién dich tan cong lira dao noi trén. Hau hét cc trang web
déu str dung tén mién duoc ding ky goi mé dén chuong trinh trang thudng, trao
giai nhu:

e hosofacebook.com

e hosofh68669.com

e hopqua2018.com

e nhanquatet2018.com

e nhanthuong2018.com

e traogiainammoi2018.com
e (uacuoinam2018.com

e mochathuongtet2018.com

(S6 lrong cdc trang web lira ddo rat 16m sé dwoe Cuc ATTT cdp nhdt thuwong
xuyén tai https://khonggianmang.vn/warn/phishing.txt )



https://khonggianmang.vn/warn/phishing.txt

