
UY BAN NHAN DAN 	CQNG HOA XA HQI CHU NGHIA VItT NAM 
TINH GIA LA1 	 DOc 14p - Tv do - Hanh phtic 

s6: ,0P /QD-UBND 	 Gia Lai, ngay 06thang 6 nam 2017 

QUYET DINH 
Ve vio ban hanh quy dinh ve ung phG sir of) an town tilting tin mang 

tren dia ban tinh Gia Lai 

UY BAN NHAN NHAN TiNH 

Can cu Luat TO chirc Chinh quyen dia phucmg 2015; 

Can cti Lu4t An toan thong tin mang 2015; 

Can cit.  Nghi dinh se) 85/2016/ND-CP ngdy 01/7/2016 cita Chinh phit ve bao 
dam an toan he thong thong tin theo cap dO; 

,Can cir Quyet (filth s6 05/2017/QD-TTg ngay 16/3/2017 	Thu twang Chinh 
phit ye ban hanh quy dinh ve he thong phucmg an ling dm khan cap bao dam an toan 
thong tin mang qutSc gia; 

Xet de nghl cita Gidm dee So Thong tin va Truyen thong, 

QUYET DINH: 

Dieu 1. Ban hanh kern theo Quyet dinh nay Quy dinh ve t'rng pho sir c6 an toan 
th8ng tin mang tren dia ban tinh Gia Lai. 

Dieu 2. Giao SO.  Th6ng tin va Truyen thong chit tri, ph& hop vai Cong an tinh, 
BO Chi huy quan sir tinh, cac co quan, don vi lien quan huang dan viec thkrc hien ting 
ph6 sir c8 an toan thong tin mpg ten dia ban tinh Gia Lai, theo dad, tong hop bdo cao 
theo yeu cau dm BO Th8ng tin va Truyen thong va Uy ban nhan dan tinh. 

Dieu 3. Chdnh Van phong Uy ban nhan dan tinh; Giam doe SO Thong tin va 
Truyen thOng; Gidm dee Cong an tinh; Chi huy tnrong BO Chi huy quan sir tinh; Thit 
trtrOng cac sa, ban, nganhcita tinh; Chit tich Uy ban nhan dan cac huyen, thi xa, thanh 
ph8, cac doanh nghiep vien thong hoat dOng ten dia ban tinh va cac don vi, ca nhan 
c6 lien quan chin trach nhiem thi hanh Quyet dinh nay. 

Quyet dinh nay c6 hieu luc thi hanh ke tir ngay k/./ 

Nal nhOn: 
- Nhtr Dieu 3; 
- Van phong Chinh phO (bao dm); 
- BO Tr&TT (bao cao); 
- ThirOng trtrc Tinh Uy (bao cao); 
- Thuang tut HDND tinh (bao cao); 
- Chit tjch, cac Ph6 Chu tjch UBND tinh; 
- Ban Chi ddo Ub CNTT cud tinh; 
- Van phong Tinh tly; 
- C6ng thong tin din tir tinh; 
- D/c CVP; D/c Trung — PCVP UBND tinh; 
- Luu: VT, NC, TH, KGVX. 
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UY BAN NHAN DAN 	CQNG HOA XA HQI CHU NGHIA VICT NAM 
TiNII GIA LAI 	 Dac lap - Tu do - II4nh phac 

QUY DINH 
Ve tirng ph6 sir do an tan thong tin ['rang tren dia ban tinh Gia Lai 

(Ban hanh kem theo Quye't dinh sa:46g /QD-UBND ngay 04 thang 6 nom 2017 
cua Uy ban nhein dan  tinh Gia Lai) 

Chuang 

QUY Dflsal CHUNG 

Dieu 1. Phpn vi va dOi ttrqng rip dung 

Cac so., ban, nganh; UBND cac huyen, thi xa, thanh ph6; Ong an tinh, BO 
Chi huy quan sir tinh va cac dia phuang, don vi, doanh nghiep c6 lien quan thu8c 
tinh Gia Lai. Sau day gui chung la ca quan, don vi. 

Dieu 2. Nguyen tic, phirceng cham ring pho sir ce 

1. Xac dinh he thong thong tin bi su co la he thong thong tin cap dO 4 (theo 
quy dinh tai Dieu 10 cfra Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 dm Chinh 
phir ve bao dam an town he thong thong tin theo cap dO) va chir quan he thong thong 
tin thuOc UBND tinh hoac Tinh fry. 

2. Sir co an town thong tin (ATTT) mang nghiem trqng la sir CO dap img Tong 
thai cac tieu chi sau: 

- He thong thong tin bi sir di' la he thOng thong tin cap ,d0 4 hoac thuOc Danh 
!nue he th6ng th8ng tin quan tong quOc gia va bi mgt trong so cac su co sau: 

+ He thong bi gian (loan dich vu. 
+ Da lieu tuyet mat hoac bi mat nha nuac c6 kha nang bi tiet 10. 
+ Da lieu quan tong cua N thong khong bao dam tinh town yen va khong c6 

kha nang khoiyhuc duqc. 
+ He thong bi mat quyen dieu khien. 
+ Su co c6 kha nang xay ra ten dien rang hoac gay ra cac anh huang day 

chuyen, lam ton hai cho cac N thong thong tin cap dO 4 khac. 
- Ch6 quan he thong thong tin khong du kha nang tir kiem soat, xir 1Er duqc su 

, 3. Cong tic 	pho sv co ATTT mang phai tuan tha theo Quy trinh tong the 
he thong phucmg an ang dru su c6 ATTT mang quy dinh tai Phu lye I kern theo 
Quyet dinh so 05/2017/QD-TTg ngay 16/3/2017 caa Thin twang Chinh phd va cac 
van ban quy dinh khac c6 lien quan. 

Dieu 3. Chirc Hang, nhiem vu, trach nhiem va che, quy trinh phei hQfp 
gift cac lire hrcrng tham gia (mg pho sty co 

1. Ban Chi dao Ung dung Cong nghe thong tin dm tinh chiu trach nhiem chi 
dao trng cfru khan cap sir CO ATTT trong pham vi tren dia ban tinh. Ban Chi dao 
Ling dung COng nghe thong tin dm tinh c6 trach nhiem va quyen han duqc quy dinh 
tai Khoan 2, Dieu 5 oh Quyet dinh so 05/2017/QD-TTg ngay 16/3/2017 dm Thu 

CO. 
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Wang Chinh 
2. Si Thong tin va Truyen thong la don vi chuyen trach img cuv sv co ATTT 

mpg cua tinh co trach nhiem: 
- Thanh lap DOi t'rng ciru sv co ATTT cua tinh, cur laith dao So phv trach linh 

vvc ding nghe thong tin lam TO truong dOi img ciru sir co ATTT cua tinh va to 
chirc hog dOng img ciru sir co ATTT trong cac co quan nha nuac tren dia ban tinh. 

- Tham gia hoat d'Ong img ciru khan cap bao dam an toan thong tin mang 
quoc gia khi c6 yeu cau tir BO Thong tin va Truyen thong hodc cac bO, nganh c6 
lien quan. 

- Chit tri trien khai cac hoat dOng gidm sat nham phdt hien son cac so CO 
ATTT mang cite tinh tir d6 kip thOi img ph6 sir co"' cho cac he thong th6ng tin dm 
tinh. 

3. Cdc co quan, don vi co trach nhiem cir can b4, cong chirc phv tacit ATTT 
tham gia DOi img ciru sir co ATTT cua tinh. 

4. DOI img ciru sir co ATTT cua tinh co quyen han sau: 
- Sir dung cac bien phap nghiep vv, trang thiet bi, phuong tien ky thuat va cac 

bien phdp khac theo chime nang nhiem vu &roc giao va tan thit quy dinh cua phap 
ludt. 

- Yeu cau cac co quan, don vi, cd,nhan cung cap thong tin, tai 	thiet bi 
khi co can cuxdc dinh lien quan den sir co nham phvc vv hog dOng (mg ciru. 

- Kiem tra he thong thong tin dm cac co quan, don vi khi c6 can cur xdc dinh 
lien quan den su co nham phvc vu hoat dOng img ciru. 

- 'Tett cau cac co quan, don vi, doanh nghiep vien thOng co lien quan phoi 
hop thkrc hien cac cong viec can thiet cho hoat dOng img ciru, khdc phvc sir 

- You cau cac co quan, don vi tarn ngung hodc ngtmg viec sir dung phuong 
tien thong tin lien lac hodc cac hoat dOng khdc to he thong thong tin khi co can cir 
xdc dinh cac hoat dOng nay gay nguy hai ddc biet nghiem trong den loi ich cong 
ding hoac ton hai nghiem tong, dac biet nghiem trong tai quOc phong, an ninh. 

- Tnmg dung phuong tien thong tin, phuong tien giao thong, phuong tien 
khdc va ngueyi dang sir dung, dieu khien phuong tien d6 trong truarng h9p cap bdch 
de thkrc hien nhiem vu img ciru firth huong khan cap hoac co nguy co xay ra, hoac 
de ngan chan hdu qua thiet hai cho xd hOi. 

Churrng II 

DANH GIA CAC NGUY CO, Sly C6 AN TOAN THONG TIN MANG 

Dieu 4. Danh gia cac nguy 	sir do an town thong tin mang 

1. Danh gid hien trans va lcha nang bao dam ATTT mpg cua cac he thong 
thong tin va cac doi Wong can bao ve. 

2. Ddnh gid, du bdo cac nguy co, sir có, tan ding mang co the xay ra v&i cac 
he thOng thong tin va cac dOi tuqng can bao 

3. Danh gid, du bdo cac hdu qua, thiet hai, tdc &Ong c6 the co neu xay ra sir 
CO. 

4. Ddnh gid ve hien trang phuang tien, trang thiet bi, ,cong cu h8 trci, ,nhan 
lire, vat lvc phvc vudOi pho, irn4 ciru, khdc phvc sir (bao gom 	Ca nha thau da 
ky h9p dOng cung cap dich vu neu co). 
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He tilting thong tin dm tinh can ducfc xay dung ?huong an khao sat, danh gia 
cac nguy co,kr ATTT mang 	town thong de dua ra phkrang dOi ph6, 
Ung ciru skr co6 arcing ling, kip that, phit hop. 

Chuang HI 

PHIXONG AN DOI PHO, 	CirIJ DOI VII 
MOT SO TINH HUONG, SII CO CV THE 

Di&I 5. Tien chi xay dung phirang an doi ph6, irng cum sir co ATTT 
mang 

Phucmg an dOi pho, irng ciru su co ATTT mang phai dat ra dm:lc cac tieu chi 
de c6 the nhanh chong xac dinh dtroc tinh chat, mire d6 nghiem trQng cua sir c6 khi 

cosir  xay ra. Viec xay dung phucmg an doi ph6, ling ciru sir co can dam bao cac not 
dung sau: 

, 1. ,Phkran& phap, each thirc de xac dinh nhanh chong, kip than nguyen than, 
nguon goc sir co nhAm ap dung phuong an dOi phO, irng ciru, khic phvc sir co phu 
hop: 

- Sir c6 do bi tan cong mpg; 
- Sy c6 do 18i cia he thOng, thiet bi, phan mem, ha tang ky thuAt hoac do 18i 

duamg dien, duamg truyen, hosting...; 
- Sr c6 do 16i ckla nproi quan tri, van hanh he thong; 
- Sr c6 lien quan den cac tham hQa tir nhien nhu bao, lit, dOng dat, hem hoan 

2. Cdc tinh hutmg tan cong an town thong tin mang: 
2.1.Tinh huOng sr c6 do bi tan cong mang: 
+ Tan cong tir chOi dich vv; 
+ Tan citing gia mao; 
+ Tan ding sir dung ma dOe; 
+ Tan cong truy cap trai phep, chiem quyen dieu khi'en; 
+ Tan cong thay doi giao dien; 
+ Tan cong ma hoa phan mem, da lieu, thiet N; 
+ Tan cong pha hoai thong tin, dUl,ieu,phan mem; 
+ Tan cong nghe trOm, gian diep, lay cap thong tin, du lieu; 
+ Tan cong tong hop sir dung ket hop nhieu hinh thirc; 
+ Cac hinh thuc tan cong mang khac. 
2.2. Tinh huong sr CO do loi cua he thOng, thiet bi, phan mem, ha tang k57 

thuat: 
+ Sr co nguon dien; 
+ Su co duarng ket not Internet; 
+ SucO do 18i phan mem, phan cong, ling dung oh he thOng thong tin; 
+ Su c6 lien quan den qua tai he thong; 
+ Sr co khac do 18i dia he thong, thiet bi, phAn mem, ha tang ky thuat. 
2.3. Tinh huOng sir co do 18i,cua,nguari quan tri, van hanh he thong: 
+ L8i trong cap nhat, thay doi, cau hinh phan cimg; 
+ LOi trong cap that, thay dOi, cau hinh phan mem; 
ai lien quan den chinh sach va thu tuc an town thong tin; 

V.V... 
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+ LOi lien quan den viO,c clung dich 	vi 1)',  do bat buOc; 
+ LOi khac lien quan den nguai quan tri, van hanh he thOng. 
2.4. Tinh huong sir co lien quan den cac tharn hoa ter nhien nhu bao, lit, dOng 

slat, hea hoar v.v.... 
3. Cong tac to chirc, dieu hanh, phOi hop giaa cac lkrc krang, gift cac to chirc 

tong dOi pho, ngan ch4n, frng cfru, khac phvc stir co. 
4. Phucmg cu the ye than Ikrc, trang thiet bi, phan mem, phuang tiOn, cong 

	

cu, , va dkr kien kinh phi de thkrc hiOn, dOi pho, img ciru, xir 	dOi 	tong tinh 
huong sv co cu the. 

Chuang IV 
TRIEN KHAI HUAN LUYEAN, DIEN TAP, PHONG NGU'A St! CO, 
GIAM SAT PHAT HIEN, BAO DAM CAC DIEU KIEN SAN SANG 

DOI PHO, ffNG CeU, KHAC PHVC CO 

Dieu 6. Thcrc hien xay diyng cac nOi dung, nhiem vu cg the can trien khai 
nham phong ngira skr co, giam sat phat hien, huan Wien, dien tip, bao dam cac 
dieu kien san sang diSi ph6, irng cvu, khac phtic sty co teen dla ban tinh 

1. Trien khai cac chuang trinh hu'An luygn, dien tap: 
- Huan luyOn, 4iexn tap cac phuang an dOi pho, ung ciru skr co tuang ung vai 

cac kich ban, tinh huong su co cu the tai Chuang III cua Quy dinh nay. 
- Huan luyOn, dien tap nang cao nang, nghiOp vv phoi hop, irng ciru, chOng 

tan cong, xCr lS7 ma dOc, khac phuc su co. 
- Tham gia huan luygn, dign tap vimg, mien, quochgia. 
2. Cac nOi dung, nhi'Orn vv nham phong ngira sir co va phat hirrn sam sir co: 

Thkxc hi'On nghiem cong tac giam sat, phat hiOn sam nguy ca, str co. 
- Kiem tra, danh gia ATTT mang va ra qua, boc 	phan tich, xir ly ma dOc. 
- Phong ngira str co, quan ly rui ro; nghien ciru, phan tich, xac minh, canh bao 

sir co, rui ro ATTT mpg, phan mem dOC 1*. 
- Xay dung, ap citing quy trinh, quy dinh, tieu chuan' ATTT. 
- Tuyen truyen, nang cao nhan thirc ve nguy ca, sv co, tan cong mpg. 
3. Cac nOi dung, nhiOin vi nhim bao dam cac dieu kiln san sang dOi pho, 

img cfru, khic phvc skr CO: 
- Mua sam, nang cap, gia hp ban quyen trang thiet bi, phan mem, cong ci, 

phuang tiOn phvc vi imog dm, khac phvc sir co. 
- Chuan bi cac dieu, ki'On bao dam, du phong nhan lkrc, vat li,rc, tai chinh de 

san sang dOi ph6, ung cfru, khac phvc khi su co xay ra. 
- Tham gia cac hoat dOng cua mang luai img cdu sir CO ATTT mpg quOc 

gia. 
- TO chirc hoat dOng dm DQi irng ciru sir c6 ATTT cUa tinh, 130 phan tac 

nghi0 frng cfru sir co; thue dich vv k5 thuat va to chirc, duy tri dOi chuyen gia ting 
c(ru sv co. 

Chiron V 

CAC GIAI PHAP VA KINH PHI DAM BAO, TO CHtfC TRIEN KHAI 

Dieu 7. Cfic giai phi') trien khai 
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Cac ca quan, dan vi can dr quy dinh tai Quyet dinh se; 05/2017/QD-TTg 
ngay 16/3/2017 cila Thu p.rang Chinh phu, cac nOi dung tai Quy dinh nay va cac 
van ban khdc quy dinh ye bao dam ATTT mang a trien khai cac nhiem vv duac 
giao. 

Dieu 8. Nguitm hrc va dieu loin bao dam trien khai 

Cac ca quan, don vi tru tien b6 tri ngu6n 1krc va cac dieu kien de bao dam 
thvc hien cac nOi dung theo Quy dinh nay, cling nhu cac nOi dung lien quan den bao 
dam ATTT mang khac. 

Dieu 9. Kinh phi 

Kinh 	thtrc hien cac hoat dOng ling ciru str c6 ATTT mang ten dia ban 
tinh chive bo tri trong dtr toan chi ngan sach caa tinh (bao g6m chi dau to phat trien, 
chi thuong xuyen), cac ngu6p kinh phi hop phap khac va dtrac quan 13'f, sir dung, 
thanh quyet toan theo phan cap ngan sach quy dinh tai LuAt Ngan sach nha ntrac va 
cac van ban huong dln thi hanh, cu the: 

1. Ngan sach cua tinh va cac nguiin kinh phi hop phap khac: Bao dam cho 
hog dOng oh Ban Chi dao ling dtmg cong nghe thong tin dm tinh, So Th6ng tin va 
Truyen thong, DOi ling 	sv CO 	tinh, gOm: Kinh phi a trien khai cac hoat 
&Ong lien quan thuOc tr4ch nhiem cua dia phuang quy dinh tai cac Dieu 7, Dieu 11, 
Dieu 12, Dieu 13, Dieu 14 va Dieu 16 Quyet dinh so 05/2017/QD-TTg ngay 
16/3/2017 dm Thu tu6ng Chinh phil; kinh phi de dAu to cho ATTT; kinh phi trien 
khai ke hooch ling pho str co cua tinh; kinh phi dir phong ling ciru, xir 1y str c6 cho 
cac he thong thong tin thutic tinh quan 15, kinh phi to chirc dao too, huan 1uyen, dien 
tap va hog dOng cua DOi ling ciru sir c6 cua tinh; kinh phi Om sat, kiem tra, ra 
quet, danh gid an toan thong tin; hO tra xay dung, dp dung chuan ISO 27xxx va trien 
khai cac hog dOng nghiep vv dAc thu bao dam an toan thong tin mpg cho cac he 
th6ng thOng tin thuOc pham vi quan ly cua tinh. 

2. Ngan sach cua tinh va cac nguon kinh phi hap phap khac: bao dam cho 
hog deong khao sat, xay dtmg phuang an irng ph6 sv CO ATTT mang tren dia ban 
tinh theo nOi dung dm Quy dinh nay va cac quy dinh khac ve ATTT mang. 

Chuang VI 

TO CHtit THVC HItN 

Dieu 10. Trach nhim oh So.  Thong tin va Truyen thong 

, 	1. Chu tri, phOi hop vai cac ca quan, dan vi tham muu UBND tinh ban hanh 
ke hoach, phuang an cu the thtrc hien cac nOi dung tai Dieu 4, Dieu 5, Dieu 6 dm 
Quy dinh nay. 

2. Lam da' u m6i, to chirc thvc hien viec tiep nhAn va xir 1y cac sv c6 ye ATTT 
mang ten dia ban tinh. Thtrc hien ding khai s6 dien thoai, thu dien tir cong vv cua 
BO phA'n chuyen mon teen trang thong tin dien to de tiep nhAn ve str c6 ATTT mang 
teen dia ban tinh. 

3. Chu tri, phoi hop vdri cac dan vi, dia phuang tien hanh kiem tra, don doc 
cong tac bao dam ATTT mang dinh kY hang nam hoAc theo chi dao cua UBND tinh 
doi 	cac ca quan nha mac trong tinh. Thvc hien bao cao UBND tinh dinh ky 
hang nam ye ling ph6 str co ATTT mang ten dia ban tinh. 
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4. Tham muu UBND tinh dam bao nhan ltrc, vat lire, tai luc va cac dieu kien 
can thiet de san sang frng ciru sir co; trien khai dieu hanh,phoi hop tO,  chile rni4 dru 
va thirc hien ung ciru, xir 15/, ngan chin, khac phvc sir co vao cac ke hoach ye bao 
dam ATTT man, cac ke hoach, du an irng dung cong nghe thong tin dm tinh. 

5. Phi hqp voi Van phong Tinh fly de to chirc bao dam ATTT mang, irng 
dru sir co cho cac he thong thong tin dm Tinh 

Dieu 11. So. Ke ho#ch va Dau tir, So' Tai chinh 

hoach va Dau tu, SO Tai chinh phOi hop So.  Thong tin va Truyen thong 
va cac cu quan, don vi lien quan tham muu UBND tinh bo tri kinh phi cho cac dir 
an, Ice hoach kinh phi hang na'm de bao dam ATTT mang not chung va ke hoach 
frng phO sir co ATTT mpg not rieng ten dia ban tinh Gia Lai. 

Dieu 12: Cong an tinh, BO Chi huy Quin sv tinh 

1. Phi hop vai Sds Thong tin va Truyen th6ng tham muu UBND tinh ban 
hanh ke hoach, phucmg an frng,pho sir co ATTT mang tren dia ban tinh. 

2. TO chirc, chi dao, trien khai cong tac phang, chOns, dieu tra tOi pham lgi 
dung he th6ng mang de xam pham an ninh quoc gia, gay mat ATTT mang, mat teat 
to an town xa h6i. 

3. PhOi hop veri SO Thong tin va Truyen thOng kiem tra, xu ljt cac vi pham ve 
an toan thOng tin mpg va tong hgp bao cao theo quy dinh:  

4. HO trg cac ca quan, dun vi danh gia nguy ca mat ATTT mang khi co yeu 
cau cua cac co quan, don vi. 

Dieu 13. Trach nhiOn cua cac co.  quan, dun vi 
- Thvc hien cac nhiem vu thu6c trach nhiem theo quy dinh tai cac Dieu 11,  

Dieu 12, Dieu 13, Dieu 14 va cac nOi dung lien quan khac cua Quyet dinh so 
05/2017/QD-TTg ngay 16/3/2017 dm Thu tuomg Chinh phu va cac n6i dung tai 
Quy dinh nay. 

- Quan tam, chii tong den cong tac bao dam ATTT cho he thong thong tin tai 
don vi minh. 

- Chu d6ng b6 tri kinh phi trang bi phan mem chOng virus, thiet bi warn 
cho he thong may tinh, he thong mang, he thong th6ng tin tai dcm vi minh. 
- Phoi hop vai So. Thong tin va Truyen thong va cac don vi lien quan thirc 

hien cong tac ung pho sir co ATTT mang tren dia ban tinh. 

Dieu 14. Trong qua trinh thuc hien Quy dinh nay neu co van de virong mac, 
phat sinh, cac co quan, don vi coy kien bang van ban giri S Thong tin va Truyen 
th8ng de tong hop bao cao UBND tinh dieu chinh, b6 sung./ 
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