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Sb: 34/BC-CATTT Ha Noi, ngay 31 thang 7 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chi y trong tuan 30/2018
(tir ngay 23/7/2018 den ngay 29/7/2018)

BANG TONG HQP
1. T ngay 23-25/7, Bao hiém X3 hoi Viét Nam da to chire Hoi nghi An toan
thong tin nganh BHXH toan quéc. Cac hé thong thong tin ctia nganh BHXH
c6 nhiéu hé théng thong tin quan trong dang duoc xac dinh cap d6 4, cip do
5 va can dugc dam bao an toan thong tin theo dung cip d6 quy dinh tai Luat
An toan thong tin mang va Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
ctia Chinh phu vé bao dam ATTT theo cap do.

2. Ngay 23/7/2018, trong dién dan kinh doanh ASEAN CISO t6 chuc tai
khach san Pullman & Trung tim Jakarta, Bo truong Thong tin va Truyén
thong Indonesia, 6ng Rudiantara cho biét an toan thong tin mang 1a mot
trong nhitng mdi quan tim chinh cua chinh pha nudc nay.

3. T nam 2016, ma doc Calisto Trojan da dugc tai 1én co so dir li€u cua
VirusTotal (mot cong cu truc tuyén dé kiém tra, phan tich ma doc). Theo céac

chuyén gia ATTT rat co thé ma doc nay da duoc tao ra tur luc d6. Nhung

phai dén 2 nidm sau, vao thang 5 nam 2018, cac giai phap antivirus méi bt

dau phat hién ra hoat dong ctia no.

4. [Tin cap nhat] Ngay 31/7/2018, nha nghién ctru bao mat Sebdraven
(OSINT, Python,Malware Analysis, Botnet Tracker, SIEM and IPS/IDS and
Threats Expert / co-organizer #BotConf / co-creator of #FastIR) c6 dang tai
mot bai phan tich vé mot tin cong c6 chu dich APT vao mdt s6 can bo co

quan nha nudc cua Viét Nam.

1. Piém tin dang chi y

1.1. Tir ngay 23-25/7, Bao hiém X4 hoi Viét Nam da to chire Hoi nghi An
toan thong tin nganh BHXH toan quéc.



Tham du hoi nghi c6 dong chi Pham Luong Son - Pho Tong giam ddc
BHXH Vi¢t Nam, 6ng Huynh Thanh Dién - Ph6 Chu tich UBND tinh Nghé An
cung dai dién Cuc An toan thong tin - B Théng tin va Truyén thong, Trung tAm
Ung ctru khan cdp mdy tinh Viét Nam, Cuc Chimg thuc s va Bao mat thong
tin, Cuc Co yéu Pang Chinh quyén - Ban Co yéu Chinh phu, va dai dién BHXH
63 tinh, thanh phé trong ca nudc.

Céac hé thdng théng tin ctia nganh BHXH c6 nhiéu hé thong thong tin
quan trong dang dugc xac dinh cép do 4, cép dd 5 va can dugce dam bao an toan
thong tin theo ding cap d6 quy dinh tai Luat An toan thong tin mang va Nghi
dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh pht vé bao dam ATTT theo
cap d6. Cac hé thong thong tin dién hinh nhu: Hé théng co sé dit liéu vé BHYT
theo ho gia dinh; Hé théng giam dinh BHYT; Hé thong quan 1y thu, s the, xét

duyét chinh sach .v.v...

Tai Hoi nghi, Ong Nguyén Huy Diing, Phé Cuc truéng Cuc An toan
thong tin - Bo Thong tin va Truyén thong di c6 bai tham ludn chia sé vé nhiing
thach thtrc va kinh nghiém trién khai cong tac phong, chong tan cong mang, bao

dam an toan thong tin.

Hién tai, hé thong thong tin ciia nganh BHXH dang quén 1y trén 20.000
tai khoan cong chirc, vién chirc ciia gan 1500 don vi trong nganh BHXH (tinh tir
cap phong, BHXH huyén tr¢ 1én) sir dung thudng xuyén; khoang 12.000 co so
kham chita bénh, hon 500.000 t6 chirc, doanh nghiép str dung dich vu cong.

1.2. Ngay 23/7/2018, trong dién dan kinh doanh ASEAN CISO t6 chtc tai
khach san Pullman ¢ Trung tim Jakarta, B truong B Thong tin va Truyén
thong Indonesia, ong Rudiantara cho biét an toan thong tin mang 13 mot trong

nhitng mo61 quan tam chinh cta chinh phu nuéce nay.

Bo Thong tin va Truyén thong Indonesia nhdn manh tdm quan trong cia
an toan Thong tin trong vi¢c ing dung Cong nghé Thong tin va Truyén thong
(ICT). B Thong tin va Truyén thong Indonesia cho rang viéc phat huy hét loi
ich ctia ICT c6 thé dat duoc qua bao dam an toan thong tin.

B truéng Rudiantara cho biét, BO Thong tin va Truyén thong Indonesia
dang tap trung vao viéc xay dung co sd ha tang Internet toc do cao dé két ndi tat

ca cac khu vuc cua Indonesia. Du 4n Palapa Ring va v¢ tinh dé cung cap Internet



toc dg cao la cac chuong trinh dé giai quyét van dé két noi voi hy vong tat ca cac

khu vuce ctua Indonesia s€ dugc két noi vao nam 2019.

Mot van dé quan trong dang anh hudng dén cac quéc gia ASEAN d6 14 an
toan thong tin, diéu c6 thé anh hudng dén loi ich chién lugc va cong dong cua
cac qudc gia. Dé dam bao c6 thé tan dung hét tat ca cac loi ich ctia ICT, viée xtr
Iy cac van dé an toan thong tin 12 vin d& mau chdt, nhat 14 v6i sy phat trién cua
Big Data va cong nghé IoT. Theo nhu bao cdo cua Bo Thong tin va Truyén
thong, ho di chuan bj nén tang nham bao vé co sé ha ting thong tin quan trong
cho Indonesia. Khia canh An toan Thong tin bao gém viéc giam thiéu rui ro,

phan trng vai1 cac cudc tan cong mang va khoi phuc thong tin.

1.3. T nam 2016, ma doc Calisto Trojan da duogc tai 1én co s& dit li¢u cua
VirusTotal (mot cong cy truc tuyén dé kiém tra, phan tich ma doc). Theo céc
chuyén gia ATTT rat c6 thé ma doc nay di dugc tao ra tir lac d6. Nhung phai
dén 2 nidm sau, vao thang 5 nam 2018, cic giai phap antivirus méi bat dau phat

hién ra hoat dong cua no.

SHA256 0ec3b65534ef091B3b314 349300 15a7a2cc2534c5671251400c5227fd 1 cabad9 +
File name Intego v30 3 wobsetup dmg

Detection ratio 219539 UO 1

© File identification

MD5
SHAY
SHA256

ssdeep EBOH4GSGopwEY GizcjdvWYHIuu

File size 4 9MB ( 5188982 bytes )
Flle type Macintosh Disk Image
Magic lteral data

TrlD Mac h Disk image (BZIb compressed) (97 6%)

Tags ceme ] amg!

# VirusTotal metadata

[Fus( submission C ( 1year. 11 months ago I

Last submission C ( 1 month, 3 weeks ago

File names ntego_v9 0.3_websetup dmg

Ma doc Calisto da dvwoc tai lén co so dir liéu cua VirusTotal tie 2016



Ma doc trén MacOS khong thuc su phé bién, mau Calisto nay c6 mot vai

dic diém thuong thdy ctia ho mi doc Backdoor.OSX.Proton gom:

- Lay lan bang cach gia dang mot chuong trinh antivirus ndi tiéng (cu thé
la Mac Internet Security X9).

- Mau Trojan c¢6 chtra doan ky tu “com.proton.calisto.plist”

- C6 kha nang danh cip mot lugng 16n thong tin ca nhan tir may tinh

ngudi ding, bao gdm ca ndi dung ciia KeyChain.

Can ct trén viée cac bién thé cua ho ma doc Proton duoc phat tan va phat
hién trong nam 2017 thi md doc Calisto nhiéu kha ning 13 phién ban dau tién
cia ho mi ddc nay véi nhiéu tinh ning chua hoan thién. Nhimng tinh ning nay
déu khong c6 & cac phién ban sau nay ctia ho Proton.

Thong tin vé ma hash cua mi doc:

- MD5: d7ac1b8113c94567be4a26d214964119

- SHA 256:
81c127c3cceaf44df10bb3ceb20cel774f6a9ead0db4bd991abf39db828661cc

Khuyén nghi cho nguoi ding MacOS

- Ludn cap nhat phién ban hé diéu hanh méi nhat

- Khong bao gio tat SIP (System Integrity Protection)

- Chi chay cac phan mém ban quyén duoc tai vé tir cac ngudn tin cdy, nhu
App Store.

- St dyung phan mém antivirus.

1.4. [Tin cap nhat]

Ngay 31/7/2018, chuyén gia nghién ctru bao mat Sebdraven c6 dang tai
mot bai phan tich vé mot tan cong co chu dich APT vao mdt s6 can bd co quan
nha nudc cua Viét Nam.

Puong dan cuy thé cia bai viét tai link sau:

https://medium.com/@ Sebdraven/malicious-document-targets-
vietnamese-officials-acbh3b9d8b80a

Trong phéan tich chi ra nhém tan cong st dung mot file tai li¢u da bi dinh

kém ma doc APT 14 ban tom tat cac du an ctia Quan Hai Chau - Pa Nang, file
doc hai nay loi dung diém yéu ATTT c6 mi qudc té la CVE-2017-11882.



https://medium.com/@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a
https://medium.com/@Sebdraven/malicious-document-targets-vietnamese-officials-acb3b9d8b80a
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Sau cac phan tich chuyén mon vé tan cong nay, chuyén gia Sebdraven da
xac dinh ra mdt s6 cac ha tang, phuong thirc stir dung cta dot tan cong, nhu sau:

domains: RTFs: IP:
dn.dulichbiendao.org 42162c495e835cdf28670661 | 192.99.181.14
gateway.vietbaotinmoi.com | a53d47d12255d9¢791c1c565 | 176.223.165.122
fis.malware-sinkhole.net 3673b25fb587ffed
hn.dulichbiendao.org 8.t:

halong.dulichculao.com 2c60d4312e4416745e56048e
news.malware-sinkhole.net | e35e694a79elbc77e7e4d0b5
cat.toonganuh.com 811e64c84a72d2d7
new.sggpnews.com PE:

dulichculao.com f9ebf6aeb3f0fb0c29bd8f3d6
C0Cco.sodexoa.com. 52476cd1fe8bd9a0cllchl5¢
thoitiet.malware-sinkhole.net | 43de33bbce0bf68 (exe)
wouderfulu.impresstravel.ga | 9f5da7524817736¢cd85d87da
toonganuh.com e93fdbe478385baaclc0aa310
C0C0.s0dexoa.com 2b6ad50d7e5e368 (dll)

Theo d6, chuyén gia ndy c6 nhan dinh tin céng mang vao cic co quan nha
nudc Viét Nam nay tor nhom 1937cn va st dung cac phuong thirc méi, trong do
c6 nhiéu ddc diém nhu sir dung cing cong cu nhu Sidewinder.

Tuy nhién, dudi goc do phan tich va theo ddi cac tan cong c6 chu dich va
cac nhom tan cong APT vao Viét Nam trong thoi gian qua, Trung tdm xt 1y tin
cong mang Viét Nam c6 mot s6 nhan dinh vé tan cong nay nhu sau:

- Pay khong phai 13 tAn cong mang bdi nhom 1937cn;

- Céc ha tang (domain C&C) duogc st dung cho tin cong mang nay dai
duoc hé théng ghi nhan va canh bao tir 1au;




- 02 domain toonganuh.com va malware-sinkhole.net chua du cac yéu tb
ky thuat dé két luan c6 su lién quan;

- Exploit qua CVE-2017—11882 khong phai 1a kiéu exploit méi va di c6
nhiéu trong cac bao co va canh bao;

- Phuong thic dot tAn cong ndy ngoai viée sir dung chung CVE thi khong
tuong déng voi Sidewinder.

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo doi, trich Xuét thong tin tur hé théng k¥ thuat thoi gian qua, Cuc
ATTT nhan thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhiing trang web st dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan théng tin nhu: phat tan thu
rac; tan cdng tir chdi dich vuy; cai dat va phat tan cac loai ma doc (gan day nhat la
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 16
hong mot cach ty dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 64 duong dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay méat
an toan thdng tin. Trong do, thong k&, phan loai cac duong dan nay theo loai
tng dung may chu web (IS, Apache ...) va nha cung cp cu thé nhu sau:

Théng ké s6 luong URL bi tin cng theo tng dung may chu web

Nginx

Microsoft-11S

Apache




Théng ké sé lwong URL theo tén mién
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3. Tinh hinh tin c6ng lira dao (Phishing) trong tuin
3.1. Qua thu thap, theo déi, trich xuat tir hé théng ky thuat, Cuc ATTT
con ghi nhan c6 it nhat 65 trang web dit tai Viét Nam bi loi dung dé thuc hién
tan cong Phishing trong tuan.

Théng ké sb lugng céc trang web phishing trong tuin

>\

EVNTT ®mODS ®mVNPT mViettel mNhanHoa mCMC FPT SUPERDATA

3.2. Trén thé gidi c6 nhi€u cac trang web gid mao cac to chuc, doanh

nghiép, nha cung cép, dich vu 16n nhu Facebook, PayPal, Dropbox .v.v...



Top 10 nha cung cép, dich vu bi giad mao nhiéu nhat trong tuan
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Bank Bank of Wells Global Webmail E-shop Payment Outlook Social Web
America Fargo & Internet Providers System Network  Service
Company  Portal

H Bank B Bank of America Wells Fargo & Company M Global Internet Portal
B Webmail Providers M E-shop B Payment System H Outlook
M Social Network B Web Service

Viét Nam c6 nhi€u nguoil dung cac dich vy, ing dung nudc ngoai (ca
mién phi va c6 phi) nhu Facebook, Dropbox .v.v... vi vay nguoi dung can phai

hét strc canh gidc vai nhitng trang web gia mao dé€ an trom tai khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac to chirc quoc té da cong bd it nhat 391 16 hong, trong
d6 ¢o it nhat 70 16 hong RCE (cho phép chén va thuc thi ma 1énh) va 1 16 hong
da c6 ma khai thac.

4.2. Hé théng k¥ thuat cia Cuc An toan thong tin chii dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 06 nhom 16 hong
trén cac san pham, dich vu CNTT pho bién, c6 thé gay anh hudng 16n dén nguoi
dung & Viét Nam, nhu: Nhém 111 15 héng trén cac phan mém cua Adobe;
Nhom 4 16 hong trén nhiéu san pham ctia ZTE..v.v.

4.3. Chi tiét vé thong tin mot sd 16 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

sTT|San pham/ {4 5 quoc té M6 ta ngin Ghi chu
dich vu

CVE-2018-5018  |[Nhém 111 18 hong trén cac/Pa  ¢o
CVE-2018-5024  |phan mém ctia Adobe duoc|thdng tin
1 | Adope |CVE-2018-12805 Isir dung rat phd bién ¢ Viét|xac nhan
CVE-2018-5004 Nam (Acrobat and Reader,|va ban va

CVE-2018-5007 Connect, Experience

Manager, Flash Player) cho




phép d6i tuwong tan cong
thuc thi ma I¢nh va danh cap
thong tin.

Nhém 02 18 héng trén cac|Chua co
dong router cua Netgear|thong tin
(DGN2200, DGND3700, [xac nhan
Netgear gxg:ggig:gggg WNDR4500) cho phep d6i|va ban va
tuong tin cong danh cap cac
thong tin nhay cam dé chiém
quyén quan tri hé théng.
Nhom 02 16 hong trén nhif%u ba co
Siemens (CVE2018-11452 | E O e a8 e ahan
CVE-2018-11451 ISR A X ‘
tuong tan cong thuc hién tan
cong tir chdi dich vu.
Nhom 02 16 hong trén cac [Da co
phin mém cia VMware|théng tin
(ESXi, Workstation, Fusion,|xac nhan
VMware CVE-2018-6972 Horizon View Agents) cho|va ban va
CVE-2018-6971 phép doi tuong tin cong
thuc hién tan cong tu chdi
dich vu va danh cap thong
tin ddng nhap
L5 hong trong tién ich|Chua co
Mondula Multi Setp Form|théng tin
CVE-2018-14430  |(tir phién ban 1.2.5) cia nén [x4c nhan
Wordpress \ .
tang Wordpress cho phép
ddi tuong tdn cong thuc hién
tan cong XSS.
Nhom 04 15 hong trén nhidu[Pa  ¢o
san pham cua  ZTE|théng tin
CVE-2017-10934 (ZXIPTV-SNS, ZXIPTV- xdc qnhe_}n
CVE-2017-10935 EPG, ZXIPTV-UCM, |va ban va
ZTE ZXR10 1800-2S) cho phép

CVE-2017-10936
CVE-2017-10937

d6i tuong thuc hién tan cong
lay nhiém SQL, chén va thyc
thi ma 1énh, thay d6i mat
khau nguoi dung.

5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam

5.1. Mang botnet Conficker




Mang botnet Conficker dugc phat hién tir thang 10/2008. Ma ddc nay
duoc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi ma ddc nay lay
nhiém vao mot may tinh, thi may tinh ndy tham gia vao mang botnet va ¢ thé bi
diéu khién dé gui thu rac (spam) va tin cong cac hé thdng khac. Nhimg mdy tinh
bi lay nhiém déu khong truy cap dugc cac website lién quan dén phan mém diét
virus hay dich vu c@p nhat cia h¢ Windows (Windows Update).

Mic du mang botnet Conficker xuat hién tir nim 2008, loi dung 16 hong
cli (MS 08-067), da c6 ban va bdo mat, tuy nhién tai Viét Nam, ) lugng may
tinh nam trong mang botnet Conficker van con rat nhiéu trong tuadn ma Cuc An
toan thong tin dang theo daoi.

Thong ké s6 luong IP nam trong mang botnet Conficker

12000 10248
10000
8000
£000 5595
4000 ‘ 3759
2000 /
0 / \ 680
VNPT o> L
Viettel EpT _ _ - /Sé’lu'ofngIP
SCTV —
CMC

H VNPT m Viettel FPT SCTV mCMC

5.2. Danh sach IP/tén mién doc hai co nhiéu két ndi tir Viét Nam

TT Tén mién/IP

1 1ffsxvwbdf.ru

2 kukutrustnet777.info

3 kh56fuav.ru

4 104.244.14.252

5 0-0-0-0-0-0-0-0-0-0-0-0-0-10-0-0-0-0-0-0-0-0-0-0-0-0-0.info

6 g.omlao.com

7 kukutrustnet888.info

8 init.icloud-analysis.com

9 0-0-0-0-0-0-0-0-0-0-0-0-0-5-0-0-0-0-0-0-0-0-0-0-0-0-0.info
10 u.amobisc.com




6. Khuyén nghi déi véi cac co quan, don vi

Nhim bao dam an toan thong tin trong hé thong mang ctia cac co quan, to
chire, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac d6i twong tdn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mét an toan thong tin nhu da néu trong muc 2, cac co
quan t6 chirc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cap nhét cac diém yéu, 16 hong trén cac may chi web thudc co
quan, t6 chirc minh

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khoan, dac biét 1a cac trang web gid mao cac ing dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo ddi va cép nhat ban va cho céc 16 hong, dic biét 1a 16 hong néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phoi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé x4c minh cac may tinh bi
nhiém mi doc botnet, Quy don vi co thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xir Iy cac thiét bi trong toan bo hé thong mang néu c6 dau
hiéu két ndi dén cac tén mién ddc hai Cuc An toan thong tin da chia sé, dic biét
la cac tén mién da néu trong muc 5.2 béo cao nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhén: w KT. CUC TRUONG
- Bo trudng va cac Thir truong (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; )

- Pon vi chuyén trach vé CNTT cac bd, nganh;

- S& TT&TT cac tinh, thanh phé truc thudc TW;

- Cuc KSTTHC, Vian phong Chinh pht;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Vén phong Trung uong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tam CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Tong cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thudc Bo;

- Lanh dao Cuc;

-Luu: VT, TTTV.

Nguyén Huy Diing




PHU LUC
I. B4o cdo dwoc xay dung dua trén cic ngudn thong tin:

- Hé thdng xur 1y tan cong mang Internet Viét Nam, hé thong trang thiét bi
k¥ thuat phuc vu cho cong tac quan 1y nha nudc vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac qubc té vé an toan thong tin; hoat dong hop tac gitta Cuc
An toan thong tin va cac to chirc, hing bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

II. Gio6i thi¢u vé Hé thong theo di, xir Iy tin cong mang Internet Viét
Nam truc thugc Cuc An toan thong tin:

Trung tam Tu van va HJ tro nghiép vu ATTT truc thudc Cuc An toan
thong dang trién khai va van hanh cac hé théng k¥ thuat phuc vu cong tac bao
dam ATTT mang qudc gia nhu sau:

1. Hé théng phan tich, phat hign tin cong mang tiv xa da nén ting
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LIVE ATTACK

Hé thong duoc xiy dung dua trén cac cong nghé Al, thuong xuyén do
quét, kiém tra cac muc tiéu dua trén hé théng sensor san ¢6 ctia Cuc An toan
thong tin va céac sensor khac trén toan thé giol, tor do, tu dong phat hién, canh
bdo sém cac cudc tin cong mang nhdm vao cac muc tiéu duge ciu hinh sin,
nhanh chéng thong béo cho quan tri vién biét cac tinh trang ctia cac cudc tin

cong mang nay.



2. H¢ thong phan tich, do quét, tw dpng phdt hi¢n tin céng tir xa cac

website, cong thong tin dién ti
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Trudc tinh hinh céc hé thdng website, trang/cong thong tin dién tir ctia cac
co quan, t6 chirc dugc sir dung dé cung cip thong tin dén nguoi dan, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai doi mit véi cac nguy co tan cong, thay doi giao dién, cai ma doc
trén website...

Cuc An toan thong tin di xay dung, phat trién va trién khai Hé thong phan
tich, do quét, tu dong phat hién tin cong tur xa cac website, céng thong tin dién
tr. Hé thong dugc thiét ké dé hd tro viéc theo ddi, giam sat va canh bao som vé
mic 40 ATTT cila cac website. Hé thong thyc hién giam sat tir xa nhung khong
can thiép, khong cai dit phan mém hay thiét bi vao ha ting cia cic co quan chil
quan website do.

3. H¢ thong theo déi, phdt hién ma dpc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma doc hai duogc xdy dung va
trién khai dé hd tro déc luc trong vi¢c nam bt cu thé va dﬁy du nhét vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c6 thong tin dé xay dung ké hoach va
phuong an xtr Iy boc gd cac ma doc trén dién rong.

Véi hé théng nay cho phép cac can bd quan 1y, phan tich nim bat dugc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Bén canh d6 hé thong con gitp cic can bd phan tich nhanh chong nim bat
duoc xu thé 1ay lan, phat trién ctia cic ho ma doc, tir 6 dé ra cac phuong 4n tng
pho kip thoi cho timg thoi diém.

4. Hé théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chéng tan cong mang ciia Cuc ATTT duoc
xay dung trén co s két hop gitta giai phap thuong mai va giai phap nguon ma,
bao dam khong phu thudc vao bat ky mot hang hay mot cong nghé cu thé nao

trong viéc hd trg bao vé cac hé théng thong tin.

Co quan, td chirc ¢6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Piing ky nhin thong tin canh bio chung vé ATTT, lién hé: Ong Ha Van
Hiép, s6 dién thoai: 0968689111, thu dién tur: hvhiep@mic.gov.vn;

- Piing ky theo dbi, giam sat trang/cong thong tin dién tir, lién hé: Ong
Nguyén Son Tung, sb dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Piing ky hd tro cai dit cim bién (sensor) dé giam sat, phong, chong tin
cong mang, lién hé: Ong Nguyén Phu Diing, sé dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn




