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TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 24/2018
(tir ngay 11/6/2018 den ngay 17/6/2018)

BANG TONG HQP

1. Co quan An toan mang va Internet ciia Han Quéc (KISA) cong bd hudng
dan vé an toan thong tin cho nganh y té va giao thong vén tai tai cudc hop
thuong ky cua Lién minh An toan IoT Han Qudc lan tht 5.

2. Australia thanh 1ap luc luong chuyén trach bao v¢ cac cudc bau ctr trude
cac cudc tAn cong mang co tén 1a EITF (Electoral Integrity Task Force). Lyc
luong ndy c6 trach nhiém bao dam cac nhan té nudc ngoai khong thé tac
dong 1én két qua ctia cac cudc bau ctr tai Australia thong qua tn cong mang.

3. Nha nghién ctru Wojciech Regula tir hing SecuRing dd cong bd mot
nghién ctru vé nguy co mat ATTT tir tinh nang “Quick Look” trong macOS

gitp nguodi dung co thé xem trudc anh, tap tin tai liéu hoac thu muc ma

khong can m¢é ching.

1. Piém tin dang chii y

1.1. Co quan An toan mang va Internet cua Han Quéc (KISA) cong bd
huéng dan vé an toan théng tin cho nganh y té va giao théng van tai tai cuoc hop
thuong ky cua Lién minh An toan loT Han Quéc lan tht 5. Nhitg hudng dan
nay nam trong nd lyc caa chinh pha nham ting cudng an toan thdng tin cho loT
va xay dung mot moi truong an toan dé van hanh céc thiét bi théng minh.
Hudng dan nhan manh tdm quan trong cua viéc hop tac gitra khu vuc cong va
khu vyc tu nhan trong 02 linh vuc nay.

Bén canh viéc dat ra cac quy tic, 02 hudng dan ciing phan loai rd rang cac
linh vuc trong nganh y té va giao théng van tai dé c6 thé quan ly tét hon khi
mang cac thiét bi 10T khdng nging mo rong. Hudng dan vé an toan théng tin
cho y té théng minh xay dung mot moi trudng an toan cho cac nhan vién y té va
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cac nha phat trién thiét bi khi 1am viéc véi céc thiét bi y té thong minh, con
Huéng dan vé an toan théng tin cho Giao théng Van tai théng minh khuyén
khich bao dam an toan théng tin ndi bo cho cac cong ty van tai va nguoi dung
cac san pham va dich vu lién quan dén giao théng van tai théng minh.

1.2. Australia thanh 1ap luc luong chuy@n trach bao vé cac cudc bau cir
trudc cac cudc tan cong mang cé tén 1a EITF (Electoral Integrity Task Force).
Luc lugng nay co trach nhiém bao dam cac nhan té nuéc ngodi khong thé tac
dong 18n két qua cua cac cudc bau cur tai Australia thdng qua tan céng mang.
Thong béo vé viéc thanh lap EITF duoc dua ra truéc thém 05 cudc bau cir lién
bang s& t6 chuic vao thang toi.

EITF c6 su tham gia cta nhiéu co quan thudc chinh phu Australia, trong
d6 bao gdm ca cac Bo nhu Bo Tai chinh, Bd Noi vu ... Ngudi phat ngon luc
lugng nay cho biét viéc thanh lap EITF 1a mot bién phap phong ngira can thiét
trong thoi dai ma nguy co can thiép va gy tén hai qua khéng gian mang dang
ngay mot gia tang.

1.3. Cé4c nha nghién ctru ATTT dang canh b&o vé van dé bao mat da co tur
rat 1au voi mot trong nhiing tinh nang cua hé diéu hanh MacOS cua Apple, duoc
thiét ké nham thuan tién cho nguoi dung nhung lai c6 thé gy 16 lot théng tin
ctia Cac tap tin duoc luu trit trén 6 dia di dugc ma hda bao vé bang mat khau.

Cu thé, moi day nha nghién ctru Wojciech Regula tir hing SecuRing da
cong bé mot nghién ctu vé tinh ning “Quick Look” trong macOS giup ngudi
ding c6 thé xem trudc anh, tap tin tai liéu hodc thuy muc ma khéng can mé
chiing. Tinh ning Quick Look s& tao ra hinh thu nho cho méi tap tin/thu muc,
ma nho d6 nguoi dung cd thé nhanh chéng xem Xét tap tin trudc khi mo. Tuy
nhién cac hinh thu nho nay lai dugc luu trir trong bd nhé cache khong duwgc ma
hoa ctia may tinh, cé thé dé dang tim ra vi tri va khong dwoc bao vé, du cho tap
tin/thu muc ban dau thuoc vé ving chira da dugc ma hoa, do d6 s& lam 16 dix lidu
lwru trix trén céc 6 dia dd ma hoa.

Pé chang minh cho nghién ciu ciia minh, Regula da tao ra 2 bo nhé dugc
ma hda, mot bo nhé sir dung phan mém VeraCrypt va bo nhé con lai s dung 6
dia Encrypted HFS+/APFS ctia MacOS, sau dé luu anh trong mdi bo nhé. Nhu
da giai thich trong bai viét cia minh, sau khi chay lénh don gian trén hé thong,
Regula c6 thé tim ra duong din va tap tin luu trit cache cho 2 buc anh dat bén
ngoai bo nhé d3 ma hoa. Pidu nay co nghia 13 tat ca cac birc anh ma ngudi dung
xem trudc su dung tinh nang Quick Look s€ luu trit mot ban thu nho va duong
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dan cta né trong mot thu muc khong duoc ma hoa. Ching tham chi s& khong bi
x0a ca khi ngudi ding xda tap tin nam trong bo nhé ban dau.

Trong mét bai viét khac duoc céng bd sau do, Patrick Wardle, giam dbc
nghién ct cta Digital Security ciing chia sé nghién ctru twong tu d6i véi cac bo
nhé AFPS mi héa duoc bao vé bang mat khau. Hé diéu hanh MacOS luu trit
hinh thu nho cua tap tin nam trén bo nhd ma hoa du cho nguoi dung da théo bo
nhé ra khoi may tinh. Theo Wardle van dé nay da duoc phat hién tir it nhat 8
nim trude, tuy nhién van con ton tai trong phién ban méi nhat cua MacOS hién
nay va it ngudi ding MacOS biét dén.

Khuyén nghi danh cho nguoi ding la nén can nhic viéc x6a cache
QuickLook duoc tao ra béi hé diéu hanh sau khi sir dung néu thay viéc luu
cache 1a khéng can thiét.

2. Tinh hinh tan c6ng gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xut thong tin tir hé théng k¥ thuat thoi gian qua, Cuc
ATTT nhén thay trén khong gian mang dang ton tai nhiéu trang web Viét Nam
(bao gdm ca nhiing trang web st dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan thong tin nhu: phat tan thu
réc; tin cong tir chdi dich vu; cai dit va phat tan cac loai ma doc (gan day nhat Ia
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach tu dong (nhu 16 hdng trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung st dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 217 dudng dan (URL) trén cac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gay mat
an toan théng tin. Trong d6, théng k&, phan loai cac duong dan nay theo loai
ing dung may cha web ( IIS, Apache ...) va nha cung cap cu thé nhu sau:

© Phién ban phat hanh rong rdi



Théng ké s6 luong URL bi tan cbng theo tng dung may chu web

Ung dung may chu web khac F
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3. Tinh hinh tan cong lira dao (Phishing) trong tuan

3.1. Qua thu thap, theo ddi, trich xuat tir hé théng k¥ thuat, Cuc ATTT
con ghi nhan c6 it nhat 218 trang web dit tai Viét Nam bi loi dung dé thuc hién
tan cong Phishing trong tuan.
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Théng ké s6 luong céac trang web phishing trong tuan
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3.2. Trén thé gidi c6 nhidu cc trang web gia mao cac to chuc, doanh
nghiép, nha cung cap, dich vu 1én nhu Facebook, PayPal, Dropbox .v.v...

Top 10 nha cung cép, dich vu bi giad mao nhiéu nhét trong tuan
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Viét Nam c6 nhi€u nguoi dung cac dich vy, ung dung nudc ngoai (ca
mién phi va cé phi) nhu Facebook, Dropbox .v.v... vi vy ngudi dung can phai

hét strc canh gidc vai nhitng trang web gia mao dé€ an trom tai khoan.

4. L$ hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac td chirc qudc té da cong bd it nhat 596 16 hong, trong
d6 c6 it nhat 28 156 hong RCE (cho phép chén va thuc thi ma 1énh) va 31 15 hong
da c6 ma khai thac.
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4.2. Hé thong k¥ thuat ciia Cuc An toan thong tin chii dong ra quét trén

khong gian mang Viét Nam, danh gia, thdng ké cho thiy c6 06 nhom 16 hong

trén cac san pham, dich vu CNTT pho bién, c6 thé gay anh huong 1on dén ngudi

ding ¢ Viét Nam, nhu: Nhom 317 16 hong trén cac san pham cua Mozilla;

Nhom 50 16 hong trén nhiéu san pham cta Microsoft ..v.v.

bién tai Viét Nam cu thé nhu sau:

4.3. Chi tiét vé& thong tin mot sé 16 hong trén cac san pham/dich vu phd

San pham/

vao dir liéu, chiém dac
quyén, cheén va thyc thi ma
1énh.

STT dich vy Mai 16i quéc té M6 ta ngin Ghi chu
Nhém 10 16 hong trén nhiéu
CVE-2018-12418 [san pham cia Apple (iOS,
CVE-2018-4247 macOS, Safari) cho phép df)i Di 6
1 Apple CVE-2018-10406  |twong tan cong thuc hién tan thong  tin
CVE-2018-10405 |cong tur choi dich vy, danh| ,” % .
CVE-2018-10404  |cdp thong tin, nhidu 15 hang [<2¢ MH40
cho phép chén va thuc thi
ma Iénh.
Nhom 50 16 hong trén nhiéu
san pham cua Microsoft
CVE-2018-8233 (Winc?ows, Office, Window|Pa co
CVE-2018-8251 g0 ver, Internet Expl théng tin
2 | Microsoft |CVE-2018-0871 y Explorer,...) thong 1
cho phép thuc hién tan cong(xac nhan
CVE-2018-8249 L. s N
CVE-2018-8244 tu"ch01 dich vu, chén va thyc va ban va
thi ma 1énh, ddnh cap thong
tin nhay cam trén hé thong. ..
Nhoém 317 16 hong trén cac [Pa co
CVE-2018-5118 san pham cia Mozillathong tin
CVE-2018-5137 (Firefox, Firefox  ESR,|x4c nhén,
3 | Mozilla |CVE-2018-7780  |Thunderbird,...) cho phép nhicu 1
CVE-2018-7759 doi tugng thuc hién tan cong hong  da
CVE-2018-7796 |tir chdi dich vy, XSS, doc vajcd6 ~ ma
chinh stra di liéu, chén va|khai thac
thuc thi ma 1énh.
3 15 hong trén cac thiét bi
cuia Huawei (HG255s-10
cveoipiss |VIORIDICIGCRORSIZ oy
4 Huawei |CVE-2018-17172 461 t ’ ¢ Ap trai phé thdng tin
CVE-2018-17173 |00t tuomg truy cap bal PRI 4 nhan
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CVE-2018-12481 |Nhém 24 16 hong trén hé
CVE-2018-5848 diéu hanh Android cho phép|Chua co
CVE-2018-5851  |ddi twong gdy tran bo dém |thdng tin
CVE-2018-18070  |thiét bj hodc danh cdp mat|xdc nhan
CVE-2018-5849  |khiu ngudi dung. va ban va

5 | Qualcomm

Nhém 02 16 hong trén hé
quan tri ndi dung cho phép

CVE-2018-12254  |di twong tén cong thuc hién g}};ﬁa o

6 | Joomla! |CVE-2018-11690 |thuc hién tAn cong SQL| o9 U
e L A xac nhan

Injection, tan cong XSS. N

va ban va

CVE-208-12254 da c6 ma
khai théc.

5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Sality

Mang botnet Sality con goi 1a hay KuKu, 14 tap hop ctia nhiéu loai vi-r(t,
trojan cung hoat dong. Loai mi doc ndy tin cong vao cac mdy tinh st dung hé
diéu hanh Windows, 1an dau tién bi phat hién vao 04/6/2003. Thoi diém d6 ma
doc Sality dugce tim théy la mot ma doc lay nhiém vao hé théng qua cac doan ma
chén vao dau tap tin host dé giip md cira hau va lay trom thong tin ban phim.

Pén nim 2010 xuét hién bién thé Sality nguy hiém hon va trd thanh mot
trong nhitng dong mi doc phtic tap va nguy hiém nhét doi v6i an toan ciia hé
thong. May tinh bi nhiém ma doc sé tr¢ thanh mot diém trong mang ngang hang
dé tiép tuc phat tin ma doc sang cac may tinh khac. Mang botnet Sality chu yéu
dé phat tan thu rac, tao ra cic proxy, an cip thong tin ca nhén, 1ay nhiém vao céc
may chii web dé bién cac may chi nay thanh mdy chu diéu khién ciia mang
botnet dé tiép tuc mé rong mang botnet.

Theo thdng ké vé mang botnet Sality cia Cuc An toan thong tin trong
tuan c6 nhiéu IP tai Viét Nam van nam trong mang botnet Sality.
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Théng ké s6 luong IP nam trong mang botnet Sality
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5.2. Danh sach IP/tén mién doc hai co nhiéu két ndi tir Viét Nam
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6. Khuyén nghi déi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé théng mang ciia cac co quan, t6
chire, Cuc An toan thong tin khuyén nghi:

- Nham tranh viéc bi cac d6i twong tdn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu da néu trong muc 2, Cac co

quan to chtc can phai thuong xuyén kiém tra, ra soat mdy chi web dé kip thoi
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phat hién va cap nhat cac diém yeéu, 16 hong trén cac may chu web thudc co

quan, t6 chirc minh

- Ngudi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu d néu trong muc 3.2 bao céo nay.

- Theo ddi va cép nhat ban va cho cac 16 héng, dic biét 1a 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan san sang phdi hop vai cac co quan t6 chirc tién hanh kiém tra va boc g&
mi doc botnet trén hé théng ciia co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé véi Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xtr 1y cac thiét bi trong toan by h¢ théng mang néu c6 diu
hiéu két ndi dén cac tén mién doc hai Cuc An toan thong tin da chia sé, dic biét
1a cAc tén mién da néu trong muc 5.2 béo céo nay.

Thong tin lién hé¢ Cuc An toan thong tin, tﬁng 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhin: W KT. CUC TRUONG
- Bo trudng va cac Thir trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bg; )

- Bon vi chuyén trach v& CNTT céc b, nganh;
-So TT&TT cac tinh, thanh phé truc thudc TW;

- Cuc KSTTHC, Véan phong Chinh pht;

- Vu Khoa gido - Vén xa, Van phong Chinh phu;

- Trung tdm CNTT, Vén phong Trung uong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tam CNTT, Van phong Chu tich nudc;
- Céc Tap doan kinh té; Tong cong ty nha nudc;
T6 chirc tai chinh va Ngan hang;

- Co quan, don vi thudc Bo;

- Lanh dao Cuc;

-Luu: VT, TTTV.

Nguyén Huy Diing

© Phién ban phat hanh rong rdi



PHU LUC
I. B4o cdo dwoc xay dung dua trén cic ngudn thong tin:

- Hé thdng xur 1y tan cong mang Internet Viét Nam, hé thong trang thiét bi
k¥ thuat phuc vu cho cong tac quan 1y nha nudc vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac qudc té vé an toan thong tin; hoat dong hop tac giita Cuc
An toan thong tin va cac to chirc, hing bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan thong tin mang
trén cac trang mang uy tin.

II. Gio6i thiéu vé Hé thong theo déi, xir Iy tan cong mang Internet Viét
Nam truc thugc Cuc An toan thong tin:

Trung tam Tu van va HJ tro nghi¢p vu ATTT truc thugc Cuc An toan
thong dang trién khai va van hanh cac hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phan tich, phat hign tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé thong duoc xiy dung dua trén cac cong nghé Al, thuong xuyén do
quét, kiém tra cac muc tiéu dua trén hé théng sensor san ¢6 ctia Cuc An toan
thong tin va céac sensor khac trén toan thé giol, tor do, tu dong phat hi¢n, canh
bdo sém cac cudc tin cong mang nhdm vao cac muc tiéu duge ciu hinh sin,
nhanh chéng théng b&o cho quan tri vién biét cac tinh trang cla cac cudc tin

cong mang nay.
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2. H¢ thong phan tich, do quét, tw dpng phdt hién tin céng tir xa cdc

website, cong thong tin dién ti

HENRARNRN:
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000000000

Trudc tinh hinh céc hé thdng website, trang/cong thong tin dién tir ctia cac
co quan, t6 chirc dugc sir dung dé cung cip thong tin dén nguoi dan, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai d6i mat véi cac nguy co tan cong, thay doi giao dién, cai ma doc
trén website...

Cuc An toan thong tin di x4y dung, phat trién va trién khai Hé thong phan
tich, do quét, tu dong phat hién tin cong tur xa cac website, céng thong tin dién
tr. Hé thong dugc thiét ké dé hd tro viéc theo ddi, giam sat va canh bao som vé
mirc 40 ATTT ciia cac website. Hé thong thuc hién giam sat tir xa nhung khong
can thiép, khong cai dit phan mém hay thiét bi vao ha ting cia cic co quan chil
quan website do.

3. H¢ thong theo déi, phdt hién ma djc, mang botnet tir xa

H¢ théng theo doi cap nhat vé tinh hinh ma doc hai duoc xay dung va
trién khai dé hd tro déc luc trong vi¢c nam bt cu thé va dﬁy du nhét vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c6 thong tin dé xay dung ké hoach va
phuong an xtr Iy béc gd cdc ma doc trén dién rong.

Véi hé théng nay cho phép cac can bd quan 1y, phan tich nim bat dugc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities
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Bén canh d6 hé thong con gitp cic can bd phan tich nhanh chong nam bat
duogc xu thé 1ay lan, phat trién cta cac ho ma doc, tir 46 dé ra cac phuong 4n Ung
pho kip thoi cho timg thoi diém.

4. Hé théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chéng tin cong mang ciia Cuc ATTT duoc
xay dung trén co so két hop gitta giai phap thuong mai va giai phap ngudn mo,
bao dam khong phu thudc vao bat ky mot hang hay mot cong nghé cu thé nao

trong viéc hd trg bao vé cac hé théng thong tin.

Co quan, td chirc ¢6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhan thong tin canh bio chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tur: hvhiep@mic.gov.vn;

- Piing ky theo dbi, giam sat trang/cong thong tin dién tir, lién hé: Ong
Nguyén Son Tung, s6 dién thoai: 0977325416, thu dién tur: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Ping ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chong tan
cong mang, lién hé: Ong Nguyén Pha Ding, s6 dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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